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Abstract

With data-driven applications increasingly deployed in high-stakes scenari-
os, the importance of trustworthy and socially responsible machine learning
(TSRML) has been recognized and gained substantial research attention. Mo-
reover, TSRML requirements are successively mandated by recent regulations
such as the European Union’s General Data Protection Regulation and the Ar-
tificial Intelligence (AI) Act. Most prominently, these regulations require careful
consideration of explainability and privacy aspects of Al systems. They also ma-
ke clear that explanations should allow human oversight and protect end users,
taking a human-centric perspective. For accountable deployment in user-facing
applications, TSRML systems therefore need theoretical guarantees regarding
interpretability and privacy, but should be designed around human users. De-
spite this necessity, we find that the fields of interpretable and private machine
learning suffer from a disconnect between foundational theoretical work and
user-centered research in practice. To tackle this gap, we explore interpretable
and private machine learning from both a theoretical and user-centric viewpoint
with the goal of reconciling common misalignments between the two. In the
tirst part of this thesis, we study interpretability through conceptual explana-
tions, counterfactual explanations, and feature attribution methods. We outline
how user-friendly conceptual explanations suffer from theoretical identifiability
issues and Counterfactual explanations often neglect the requirement for human
oversight and the user perspective as they incentivize adversarial actions over
real improvements. Finally, popular feature attributions can be theoretically mi-
saligned with underlying predictive models such as transformers. We propose
rigorous techniques to reconcile both perspectives for these three explainability
techniques. In the second part, we study computational strategies to protect pri-
vacy in machine learning and their side effects on users. We show how handing
back control over specific features to the users results in a discrimination risk and



how implementing privacy notions such as differential privacy (DP) may result
in users being subjected to excessively noisy decisions. We propose strategies to
mitigate the two issues, showing that privacy guarantees are often possible wi-
thout significant impact on predictive performance. Our findings suggest that it
is necessary to consider theoretical and user-centric perspectives in conjunction
and that tractable tools to reconcile both perspectives often exist. To conclude, we
discuss how interpretability and privacy can be combined, explore connections
between the two, and outline remaining steps towards practical implementati-
ons of TSRML.



Kurzfassung

Durch die zunehmende Nutzung datengestiitzter Modelle zum Treffen risiko-
reicher Entscheidungen erfdahrt das Gebiet des vertrauenswiirdigen und sozi-
al verantwortlichen maschinellen Lernens (TSRML) erhohte Aufmerksamkeit in
der Wissenschaft. Dariiber hinaus werden die Anforderungen an TSRML nach
und nach in Vorschriften der Europdischen Union wie der Datenschutzgrund-
verordnung (GDPR) und dem gerade in Kraft getretenen AI Act festgeschrie-
ben. Diese Verordnungen verlangen eine sorgfiltige Priifung von auf kiinstlicher
Intelligenz (KI) basierenden Systemen hinsichtlich ihrer Erkldrbarkeit und dem
Schutz der Privatsphére. Die Verordnungen machen aufierdem deutlich, dass
Erkldrungen menschliche Kontrolle erméglichen und die Endnutzer schiitzen
sollten und stellen so menschliche Anwender explizit in den Mittelpunkt.
Fiir einen verantwortungsvollen Einsatz in nutzerorientierten Anwendungen
benotigen TSRML-Systeme daher belastbare theoretische Garantien hinsichtlich
Erklarbarkeit und Schutz der Privatsphdre, sollten aber trotzdem auf menschli-
che Nutzer ausgerichtet werden. Trotz dieser Notwendigkeit kommt es in der
Forschung im Bereich des erkldrbaren und privatsphéireschiitzenden maschi-
nellem Lernen hdufig zu einer Diskrepanz zwischen grundlegenden theoreti-
schen Arbeiten und nutzerzentrierter Forschung. Um diese Liicke zu schlie-
en, wird erkldarbares und privatsphédreschiitzendes maschinelle Lernen hier
sowohl von einem theoretischen als auch von einem nutzerzentrierten Stand-
punkt beleuchtet, um Unstimmigkeiten zwischen den beiden Bereichen zu be-
seitigen. Im ersten Teil dieser Arbeit wird Erkldrbarkeit in Form von konzeptio-
nellen Erkldrungen, Erkldrungen durch Counterfactuals und Methoden zur Ein-
flussschdtzung der Eingangsgrofien betrachtet. Es wird aufgezeigt, wie benut-
zerfreundliche konzeptionelle Erkldrungen unter theoretischen Identifizierbar-
keitsproblemen leiden. Im Gegensatz dazu vernachladssigen Erklarungen durch
Counterfactuals oft das Erfordernis der menschlichen Aufsicht und der Nutzer-
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perspektive, da sie ein Ausspielen des Systems anstelle einer echten Verbesse-
rung fordern. Zuletzt wird gezeigt wie einige Methoden zur Einflussschidtzung
theoretisch nicht zu den zugrunde liegenden Vorhersagemodellen, wie z. B.
Transformern, passen konnen. In dieser Arbeit werden Verbesserungen fiir die-
se drei Erkldarbarkeitstechniken hergeleitet, um die beiden Perspektiven wieder
in Einklang zu bringen. Im zweiten Teil werden Strategien zum Schutz der Pri-
vatsphére beim maschinellen Lernen und ihre Nebeneffekte fiir die Nutzer un-
tersucht. Es wird gezeigt, wie die Riickgabe der Kontrolle tiber bestimmte Daten
an die Nutzer zu einem Diskriminierungsrisiko fiithren kann und wie die Nut-
zung von Schutzmechanismen wie Differential Privacy (DP) zur Folge haben
kann, dass die Nutzer tiberméflig vielen Fehlentscheidungen ausgesetzt sind. Es
werden Strategien zur Entschdrfung dieser beiden Probleme vorgeschlagen, die
zeigen, dass der Schutz der Privatssphére oft ohne signifikante Auswirkungen
auf die Vorhersagequalitdit moglich ist. Die im Rahmen dieser Arbeit gewon-
nenen Ergebnisse deuten darauf hin, dass es notwendig ist, theoretische und
nutzerzentrierte Perspektiven gleichwertig und gemeinsam zu betrachten, und
dass es oft praktikable Losungen gibt, um die beiden Perspektiven wieder mit-
einander in Einklang zu bringen. Abschlieflend wird erortert, wie Strategien zu
Erklarbarkeit und Privatssphdrechutz kombiniert werden kénnen. Es werden
die Verbindungen zwischen beiden Bereichen betrachtet und verbleibende Hin-
dernisse auf dem Weg zur praktischen Umsetzung von TSRML aufgezeigt.
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Introduction

1.1 Towards Trustworthy Machine Learning

The number of automated decisions is steadily increasing to keep pace with eco-
nomic growth. For example, this is illustrated by the number of credit card
transactions reaching a record high of 687 billion in 2023, equivalent to 21.7
million transactions every second (Statista, 2023). To prevent credit card fraud,
data-driven models are deployed by payment infrastructure providers to ana-
lyze transactions in real-time (PayPal Editorial Staff, 2024). Commonly known
as Machine Learning (ML), these techniques fit complex models to describe past
observations and yield the most accurate results on this challenging task (Al-
faiz and Fati, 2022). While performance is important (e.g., too many wrongfully
blocked transactions lead to customer churn), there are several other character-
istics that models deployed in such critical tasks need to fulfill. For instance,
they should not discriminate against certain groups and be interpretable and
auditable to comply with regulations. This is exemplified in the financial sector,
where it has led to simple logistic regression models being preferred over more
powerful deep learning approaches (Dastile et al., 2020).

As an increasing number of such high-stakes decisions — including decisions
regarding, e.g., hiring (Bogen and Rieke, 2018; Raghavan et al., 2020), credit
lending (Dastile et al., 2020; Xia et al., 2017), or even within the justice system
(Angwin et al., 2016; Dressel and Farid, 2018) — is being automated, societal con-
sequences of algorithmic decisions must be carefully gauged. This has sparked
significant interest in the field of Trustworthy and Socially Responsible Machine
Learning (TSRML), which is concerned with developing such reliable and trans-
parent algorithms for high-stakes applications.
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1.1.1 Requirements for TSRML in Academic Literature

TSRML is far from being a homogeneous concept. Scholars provide different
definitions regarding the elements that it encompasses. For instance, a recent
research initiative! defines the goal of trustworthy ML as “to develop and deploy
ML models and algorithms that are not only accurate, but also explainable, fair, privacy-
preserving, causal, and robust”. Toreini et al. (2020) identify fairness, explainabil-
ity, auditability, and safety (FEAS) as important dimensions to build user trust,
leveraging theories established in the social sciences. In their framework, con-
fidentiality of data is seen as a subcategory of safety. After reviewing several
relevant definitions from previous literature, Rutinowski et al. (2024) name fair-
ness, robustness, integrity, explainability, and safety as the key components to
TSRML and further refine safety as the protection of confidential or proprietary model
architectures and parameters as well as data. In this context, integrity refers to the
correctness and reliability of the data and the processing pipeline. While the
confidentiality of an ML model’s inner working might also be worth protecting,
from a user’s perspective, we deem the protection of private data most essen-
tial. In summary, there seems to be a consensus that TSRML should include
fairness, interpretability?, and notions of safety, including privacy preservation.
This aligns well with the perspective taken in key legal frameworks in the Euro-
pean Union (EU), which we consider next.

1.1.2 Requirements for TSRML in European Legal Frameworks

Deploying machine learning systems with trustworthiness properties is not only
desirable but is also mandated by law in many jurisdictions. Its principles are
manifested in much of recent legislation, particularly in the EU. The EU’s Gen-
eral Data Protection Regulation (GDPR, European Parliament, 2016) was seen as
one of the most comprehensive privacy and data protection laws at the time of
its entry into force in 2018 (Peukert et al., 2022). In this section, we identify key
requirements constraining the core ML process, i.e., the training of an ML model.

Requirements in the GDPR. The GDPR’s main concern is the protection of per-
sonal data from data subjects, defined as an “identified or identifiable natural person
from whom or about whom information is collected” in Art. 4(1) of the GDPR. A fun-
damental paradigm built into the GDPR is the principle of data minimization,
which requires personal data only to be stored and processed when it is strictly

nttps://www.trustworthyml.org/ (accessed 5 January 2025)
2We follow Molnar (2019) and use the terms “explainability” and “interpretability” inter-
changeably, but name “explanations” of individual predictions as such.
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necessary for its purpose (Art. 5(1)). However, anonymized data does not fall un-
der the GDPR with its usage limitation. As many data mining and analytics tasks
leveraging customer data with ML may not be strictly necessary, anonymization
techniques (Stadler et al., 2022) are used to convert personal data into anony-
mous data. In the legal context, anonymization requires the re-identification of
individuals to be unreasonably effortful and highly improbable (Gruschka et al.,
2018). This links to the literature on ML privacy, which aims to mathematically
quantify the effort and probability of re-identifying certain individuals in either
data or trained models (Shokri et al., 2017; Carlini et al., 2023).

Moreover, the GDPR contains a proclaimed “right to explanations”, which is
more faithfully described as a “right to information” about the logic and conse-
quences of automated data processing (Wachter et al., 2017) in Art. 13-15. Other
notable rights include data control rights such as the “right to be forgotten” in
Art. 17, which allows users to withdraw their consent to the processing of their
data and demand its deletion (Biega and Finck, 2021; Pawelczyk et al., 2023c)
and the “right to rectification” in Art. 16, allowing data subjects to correct false
information. Finally, the GDPR introduces restrictions for automated individ-
ual decision-making. It demands human oversight for high-stakes decisions, de
facto ruling out fully automated processing in these scenarios with significant
effects or legal implications (Art. 22(1)). In a case against German credit score
provider SCHUFA Holding AG, the European Court of Justice ruled that even
automated scores, which usually only form a basis for decisions, can breach hu-
man oversight requirements (Aza, 2024). In summary, we identify human over-
sight, a right to explanation/information, data control rights (e.g., the right to be
forgotten), and privacy when data is used outside the scope of its original pur-
pose as the main requirements. These requirements are visualized on the left of
Figure 1.1.

Requirements in the Artificial Intelligence Act (AIA). The EU’s more recent
AIA (European Parliament, 2024), which entered into force 1 August 2024, also
contains requirements regarding the interpretability and security of data-driven
systems, in particular for those categorized as high-risk artificial intelligence (Al)
systems (Panigutti et al., 2023; Nolte et al., 2024). High-risk Al systems have a
particularly severe impact on individuals, e.g., systems deployed in educational
and legal contexts, aligning with the application domain of TSRML. For those
systems, Section 2 of the AIA formally lays down the following requirements:

* Risk management system (Art.9)
* Data and data governance (Art. 10)

e Technical documentation (Art.11)
® Record-keeping (Art.12)
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Data Control Rights Documentation Requirements
Art. 16-17 Art. 9-12
Right to Explanation/Information: | Transparency and Provision of Information
Art. 13 -15 to Deployers Art. 13
Human Oversight | Human Oversight
Art. 22 Art. 14
Data Minimization, Privacy @ | Accuracy, Robustness and Cybersecurity
Art. 5 Art. 15
GDPR (2018) High-Risk Al Systems, AI Act (2024)

Figure 1.1: Relevant requirements for trustworthy ML found in recent European
legal frameworks. We observe that transparency and explanation rights, require-
ments on privacy preservation and security, and mandates for human oversight
can be found in both regulations (indicated by dashed connections).

* Transparency and provision of information to deployers (Art. 13)
* Human oversight (Art. 14)

* Accuracy, robustness and cybersecurity (Art. 15)

While Art.9 — 12 mainly detail transparency and documentation requirements
for the AI system, Art.13 includes some aspects of interpretability and Art. 14
lays down requirements for human oversights and intervention that need to be
implemented in the system. Finally, Art.15 demands robustness against cer-
tain attack scenarios, including confidentiality attacks in Art 15(5). We list the
corresponding articles in the AIA on the right of Figure 1.1 and focus on the
interpretation of the last three articles that we deem most relevant from an ML
perspective.

Interpretability in the AIA. Bordt et al. (2022) specifically discuss the role of
interpretability in the AIA.® They stress that the AIA requires a form of trans-
parency that allows effective oversight by human agents to make an informed
decision. Pavlidis (2024) states that explanations are “a prerequisite for account-
ability, fairness, public trust, and effective requlation and supervision.”, despite their
exact form not being explicitly specified in the AIA. Nevertheless, it is clear that
the goal of the explanation is to provide humans with enough context to assess
Al decisions, e.g., to identify and intervene on potentially erroneous or dan-
gerous decisions. Additionally, Bordt et al. (2022) outline that explanations are
often relevant in adversarial contexts where the explanation provider has an in-

35The AI Act was in a draft state at the time of publication of their work. However, the discussed
articles on interpretability became part of the final version without modification.
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centive to obfuscate the model behavior to defend themselves, e.g., in discrimi-
nation lawsuits. They further show that many post-hoc explanation methods are
under-determined and the outcome is linked to a variety of parameters that can
be adversarially manipulated. We believe that this highlights the importance of
unique and well-defined explanations. Non-unique explanations may be easily
exploited by adversaries that choose an explanation that fits their “needs” from
a potentially infinite space of possible explanations. This is a goal that we con-
tribute to this thesis. The work by Bordt et al. (2022) further highlights that —
from a legal perspective — whether humans can successfully work with the ex-
planations is more important than a particular explanation paradigm.

Human oversight in the AIA. Similar to the GDPR, the AIA introduces human
oversight requirements. Art. 14(1) requires high-risk Al systems to be developed
“with appropriate human-machine interface tools, that they can be effectively overseen
by natural persons during the period in which they are in use.”. Art. 14(4) requires
that the system be provided with mechanisms allowing the human controller
“to decide, in any particular situation, not to use the high-risk Al system or to otherwise
disregard, override or reverse the output of the high-risk Al system”. These statements
underline the regulators” perspective that human-centric Al is essential for en-
suring health, safety, and fundamental rights thereby making the AIA one of
the first regulatory works to include a definition of human-centric Al (Enqvist,
2023).

Privacy and safety in the AIA. Nolte et al. (2024) study the role of safety and
robustness in the AIA. They argue that the requirements outlined in Art.15
of the AIA mandate both adversarial and non-adversarial robustness. Adver-
sarial robustness means resilience to maliciously modified inputs, where non-
adversarial robustness refers to resilience against naturally noisy inputs or dis-
tribution shifts. They also analyze the different attacks explicitly mentioned in
Art.15(5), namely model poisoning, data poisoning, adversarial examples and
model evasion, confidentiality attacks, and other model flaws. These attacks are
well-known in the ML literature, where confidentiality attacks include all means
to extract information about private data and the model itself, which was not
meant to be publicly shared Papernot et al. (2018). Most notably, these include
common privacy threats such as training data extraction (Carlini et al., 2023).

From the multitude of requirements, we have thus identified interpretability and
privacy of machine learning systems as the most essential technical constraints
in the recent AIA and the GDPR. At the same time, the regulators make clear
that humans should be in control and oversee the Al systems by formulating
strict oversight requirements (cf. Figure 1.1). To implement these regulatory
principles, it is evident that solutions for ML interpretability and privacy need
to be not only technically sound and rigorous (e.g., to allow for applications such
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as model auditing), but also user-centric.

In this thesis, we will consider technically sound implementations of ML inter-
pretability and privacy that also explicitly consider the perspective of human
end-users. We discuss connections to other requirements of TSRML, such as
fairness and robustness, in the discussion section.

1.2 Technical vs. User-Centric Research

Despite the agreement of computer science and legal scholars on the need for
interpretable and privacy-preserving ML, it seems that the importance of in-
cluding the user perspective for compliance with regulatory frameworks has not
been fully realized by parts of the TSRML community yet. We often find a dis-
connect between purely technical research, mainly pursued by the ML commu-
nity, and user-centered research conducting human-subject studies, for instance,
in the Human-computer Interaction (HCI) community.

1.2.1 Interpretable ML

After comprehensively reviewing user evaluation for explainable Al (XAI),*
Rong et al. (2023) “advocate that user-centered methods should be used not only to
assess XAl solutions (e.g., through user studies) but also to design them”. However,
user-centered design alone is not sufficient either, as users are subject to sev-
eral cognitive biases, most notably confirmation bias (Nickerson, 1998). Such
biases may be reinforced without rigorous connections between models and ex-
planations. In this thesis, we argue that both points need to be considered in
conjunction. The literature on XAI and privacy-preserving ML is peppered with
examples where an overemphasis on either human intuition or technical correct-
ness has led to significant oversights. We will revisit some of these learnings in
the following.

Explanations can be parameter-invariant. One of the most prominent examples
of such an overreliance can be found in the work by Adebayo et al. (2018). The
authors introduce the parameter randomization test for feature attribution maps.
This form of explanation assigns individual inputs (e.g., image pixels) an im-
portance score to quantify its contribution to a decision and can be visualized

“While we specifically consider explainable/interpretable ML in this thesis, we still use the
standard acronym XAl for this purpose.
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Figure 1.2: Parameter randomization test as proposed in Adebayo et al. (2018)
(experimental result reproduced for this thesis). The parameters of network lay-
ers are successively replaced with random numbers and the explanations are
updated. While IG-SG (Smilkov et al., 2017) and GradCAM (Selvaraju et al.,
2017) attributions become increasingly noisy and uninformative, GB (Springen-
berg et al., 2014) attribution maps remain invariant to parameter randomization,
revealing that they are only weakly linked to the underlying prediction model.

through heatmaps. In the proposed test, the weights of the network are suc-
cessively replaced by random matrices going from the last layer to the first layer.
Thereby, the network’s performance is reset to the level of random guessing even
after replacing only the weights in a single layer. As the modified network only
outputs random probabilities we expect the explanations to be similar to ran-
dom noise as well. Surprisingly, some techniques like Guided Backpropagation
(GB, Springenberg et al., 2014) produce explanations that barely change through-
out the randomization test as shown in Figure 1.2. This observation highlights
that the explanation rather explains the input (similar to edge detectors) than
the classification. In their discussion section, Adebayo et al. (2018) conclude that
coincidental similarities between edge detectors and saliency methods may be
a result of a confirmation bias. It seems very plausible that a machine learning
model may use edges to make its decision, potentially leading to the develop-
ment of model-insensitive techniques. This can be considered a case of overtrust,
where users are overly confident in explanations (cf. metrics in Rong et al., 2023).
Adebayo et al. (2018) note that to differentiate such methods from model-sensitive ex-
planations, visual inspection is insufficient, making a case for rigorous theoretical
guarantees.

End-to-end explanations are prone to shortcuts. Another prominent example
where XAl techniques seem intuitive but do not fulfill their purpose is provided
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Training Phase Testing Phase

This is a Pigeon
Guillemot because
it has red feet and
a wing with a white
patch.

This is a Pigeon Guillemot
because it has red feet and a
wing with a white patch.

Figure 1.3: End-to-end learned explanations are prone to be unfaithful as they
might exploit shortcuts and prior probabilities. Illustrative example based on
behavior observed for real models in Hendricks et al. (2018).

by Hendricks et al. (2018). A stream of works in computer vision (CV) consid-
ers the task of providing natural language explanations for image classification
models. Following the end-to-end deep learning paradigm, we can learn a self-
explaining model with supervision from natural language explanations gener-
ated by human annotators: Suppose we have a dataset of triples (x, y, ), where x
denotes an input, y denotes a label, and e denotes a textual explanation provided
by a human annotator. We can train a self-explaining model f(x) = (y,e) on the
task of producing the right prediction together with an explanation by treating
the task as a supervised learning task with two targets. This is a simplified ver-
sion of what was proposed in Hendricks et al. (2016); Park et al. (2018). Unfortu-
nately, such explanation algorithms are prone to exploiting spurious correlations
in the data (“shortcuts”) and producing unfaithful explanations, as there is no
constraint to link the provided explanations to the predictive model. An illus-
trative example of the mentioned behavior is provided in Figure 1.3. These is-
sues render it important to not only evaluate empirically against a ground truth
explanation — early works use scores such as ROUGE (Lin and Hovy, 2003) to
assess the correspondence or overlap between generated explanation and hu-
man explanations — but to have technical guarantees linking the explanation to
the processing or the behavior of the ML model as introduced by the authors in
their follow-up work (Hendricks et al., 2018).

While these examples highlight the importance of rigorous links between model
and explanation, there have been numerous cases in the literature where tech-
nically sound explanations do not align with user needs as well. We will detail
two in the following.

The illusion of explanatory depth. Explanations have been shown to easily
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make users overconfident in a model’s decision. This corresponds to a phe-
nomenon described as the illusion of explanatory depth (IOED, Rozenblit and Keil,
2002) in the cognitive science literature. IOED refers to the observation that “peo-
ple feel they understand the world with far greater detail, coherence, and depth than they
really do” (Rozenblit and Keil, 2002). However, when asked to explain certain
observations themselves or when their knowledge is systematically tested, their
confidence substantially decreases. The effect of this phenomenon was closely
studied in the context of XAI by Chromik et al. (2021). To investigate the IOED
in XAl, the authors performed a controlled study where users interacted with an
Al system for loan assignments. Their subjective (self-rated) understanding was
measured through a questionnaire at various stages of the interaction. First, the
participants explored an interactive explanation interface based on SHAP fea-
ture attribution explanations (Lundberg and Lee, 2017). At a later step, their
knowledge was tested by asking the users to simulate the prediction of the
model for a novel instance (forward simulation) and to pick an instance for which
the model would assign the highest risk (relative simulation). Their subjective un-
derstanding was measured after the interaction, after taking the test, and after
the test results were presented to users. The authors discovered a statistically
significant decrease (p < 0.001) in subjective understanding when participants
were confronted with their test results, both compared to the measures taken
after the interaction with the system and after taking the test (without knowing
the results). This impressively confirmed that the IOED is prevalent in XAI as
well.

Unfaithful explanations can still convince users when the outcomes are ex-
pected. One of our own works further underlines how fragile user trust can be
(Leemann et al., 2023b). In this study, we provided users with two types of expla-
nations on a dataset for food classification. We used standard Grad-CAM feature
attribution explanations (Selvaraju et al., 2017), but also created unfaithful expla-
nations of the same type using an entirely different model that had been trained
to have similar accuracy but different explanations (see Heo et al. (2019) for de-
tails on the procedure). We show an example of the explanations in Figure 1.4a.
We recruited N = 320 participants online for our study. The total number of par-
ticipants was divided between four conditions in a 2-by-2 design: First, expla-
nations can be either faithful or unfaithful. For faithful explanations, we provided
the output of the original model together with its explanation. In the condition
of unfaithful explanations, we provided an explanation for the other model such
that the model whose prediction is shown did not match the model from which
the explanations were derived. Second, we showed the users one out of two sets
of example images: unambiguous, intuitive classification decisions and ambiguous
examples, where participants in a pre-study disagreed on the correct class. All
combinations of the two variables above result in a total of four conditions. Our
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P <.001
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(a) Example of faithful and unfaithful explanations (b) Users place more trust on
used in the described experiment. Unfaithful expla- models with unfaithful explana-
nations stem from a differen model. Figure repro- tions on non-ambiguous exam-
duced from Leemann et al. (2023b). ples than on faithful explana-

tions with ambiguous examples.

Figure 1.4: Users can trust unfaithful explanations. For instance, if the model

decisions confirm their prior beliefs. Figure based on data from Leemann et al.
(2023Db).

study proceeded as follows: First, we asked the users for classification decisions
for five example images (either ambiguous or unambiguous) and showed them
corresponding model explanations (either faithful or unfaithful). In the end, the
users were presented with a questionnaire to assess their perceived trust in the
model. Analyzing the results, we make several observations. While the faithful
explanations generally lead to higher trust (p = 0.04), we discover that the effect
of faithfulness is strongly outweighed by the choice of selected examples: Exam-
ples that are unambiguous classification decisions shown along with unfaithful
explanations still induce higher trust than examples that are ambiguous along
with faithful explanations (Figure 1.4b). We attribute this effect to the role of
confirmation bias, leading to higher trust in the model that seems to produce the
expected outcome. Our finding highlights that a number of variables determine
how users perceive and use explanations. The selection of presented examples
has been identified to play a key role, despite not being related to the explana-
tion technique or the model. Confounding factors like the selection of example
images may have a substantially higher impact on trust than explanation qual-
ity alone. An overly strong focus on technical aspects of XAI techniques may
also explain findings by Sixt et al. (2022), who observe that modern XAI tech-
niques do not perform better in terms of human understanding than a simple
baseline of showing examples from both classes. We conclude that modeling the
user perspective is mandatory for sustained progress in XAl and to fulfill legal
requirements.
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1.2 Technical vs. User-Centric Research

1.2.2 Privacy-preserving ML

Similar examples can be found in the literature on machine learning privacy. The
technical side is usually well-covered in the privacy literature, which has roots
in formal disciplines such as information theory and statistics. Common defini-
tions like Differential Privacy (Dwork et al., 2006) are standard in the literature
and technically well-understood. However, we observe that the human user is
often not explicitly modeled or considered part of the system, which can have
severe side effects.

Recurring behavior patterns can compromise anonymization. A prominent
example for such a situation is the 2006 Netflix Price described in Narayanan
and Shmatikov (2008). Specifically, the data contained movie ratings and the re-
spective timestamps created by around 480,000 Netflix subscribers.” The data
was anonymized by removing personal data and only releasing a random sub-
set of the ratings. First, the authors showed that knowing only a few movies
and ratings is sufficient to identify an individual in the dataset. For instance,
knowledge of eight ratings and approximate dates allows to uniquely identify
more than 99 % of the individual records in the dataset. Notably, this even holds
when two of the ratings are incorrect. The authors further proved that obtaining
such incomplete knowledge is quite realistic by crawling profiles from popu-
lar movie rating site IMDB. They matched 2 out of 50 crawled IMDB profiles
to the Netflix dataset with a confidence near certainty (significance level corre-
sponding to more than 15 standard deviations), thereby leaking the Netflix his-
tory associated with these IMDB accounts. Furthermore, some IMDB accounts
can be easily linked to real-world names and other social media accounts. This
incident resulted in considerable backlash, lawsuits, and a production cancel-
lation at the time (Kamath, 2020). Notably, this is not the only incident of this
type, with similar leaks occurring at AOL (Barbaro et al., 2006) and the NYC
Taxi & Limousine Commission (Whong, 2014). Such incidents highlight how
background knowledge and user actions, if not explicitly modeled, may lead to
severe data leakage and business risk. While the anonymization of the Netflix
dataset was not directly to blame (although it did certainly not fulfill definitions
such as k-anonymity for sensible values of k > 1), the fact that user behavior was
correlated with information on publicly visible platforms was certainly over-
looked, testifying the need to explicitly consider and model the user in privacy-
preserving machine learning systems.

While the privacy constraints were too lax in the examples mentioned, works
like Kulynych et al. (2023) highlight that overconstraining privacy results in “ar-

SWhile known as a streaming platform today, at the time, Netflix was a DVD-rental service
operating via mail
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bitrary decisions”, meaning that reducing classification performance will result
in many inaccurate decisions. Accuracy is still a requirement of TSRML system:s,
making this angle equally important. This thesis aims to contribute to both ends
by explicitly modeling the user and by calibrating privacy notions to realistic
attacks.

1.3 Summary of Contributions in This Thesis

We have identified interpretability and privacy as fundamental requirements
for TSRML in European legal frameworks such as the recent AIA. Furthermore,
these frameworks clearly mandate that explanations should allow human over-
sight and protect users, taking a human-centric perspective. Many works in
the recent literature solely consider either the user perspective or the technical
perspective and neglect to model one or the other. This has led to significant
oversights in the past.

In this thesis, we are concerned with theoretically grounded algorithms for in-
terpretable and privacy-preserving ML that are catered to user needs and legal
requirements. While we perform user research through subject studies in two
workshop publications (Leemann et al., 2022, 2023b), in the main part of this
thesis we approach the problem by incorporating models of user behavior in the
algorithm design. We leverage insights from social sciences where applicable.
We consider three common types of explanations: (1) conceptual explanations,
(2) counterfactual, and (3) feature attribution explanations. In the privacy liter-
ature, we study the de facto standard of Differential Privacy (DP) and define a
new notion of how privacy can be preserved when decisions of which data to
share are handed back to the user. Specifically, our research work makes the
following contributions:

* A rigorous study of identifiability for conceptual explanations. Concep-
tual explanations (Kim et al., 2018) have been proposed as a more human-
friendly alternative to attribution methods. However, they often lack tech-
nical grounding as concepts often cannot be uniquely identified from data.
We contribute to the technical side by studying the uniqueness and identi-
fiability of these explanations, paving the path to making user-centric ex-
planations more theoretically sound and reliable.

* Counterfactual explanations in light of expert oversight. The “right to ex-
planations” has motivated the development of counterfactual explanations
(Wachter et al., 2017). While the problem is theoretically well understood,
counterfactuals have not been studied in light of the human oversight re-
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quirements of the GDPR and the AIA, which mandates a human operator
in the loop. We contribute to this new direction and derive requirements
for counterfactuals that benefit users in this modified scenario.

High-fidelity token attributions for transformers. The recent rise of Large
Language Models (LLMs) such as the GPT models (Radford et al., 2018;
Bubeck et al., 2023) also brings new challenges for interpretability. We for-
mally prove that models based on the transformer architecture struggle to
represent additive models that underpin many explanation techniques. To
re-establish the theoretical link between models and explanations, we pro-
pose a novel surrogate model for the transformer architecture. We show
that our surrogate model corresponds well to the user perception of im-
portance.

Handing privacy back to the user: Protecting consent in models with
optional features. This contribution follows the seemingly simple idea of
handing privacy back to the user. Instead of trusting an organization with
data protection, we consider an ML scenario where users can choose which
features they would like to share with an ML model. However, this may
not be directly effective as the value of the missing feature might still be
inferred and induce a discrimination risk. We propose a strategy to train
models that do not make such inferences with minimal performance loss.

Calibrating privacy to relevant threat models. Finally, we consider the
ubiquitous definition of differential privacy (DP) and find that its assump-
tions cover many attack scenarios that may not be realistic in practice.
This results in overly strict technical privacy requirements and an inaccu-
racy risk, disproportionally impacting users through low predictive perfor-
mance. Instead of following this threat model, we derive an algorithm to
provably implement privacy against more realistic membership inference
attacks (Shokri et al., 2017). We show that this notion of privacy allows for
substantially increased performance, i.e., accuracy.

In summary, we identify several challenges that hinder the integration of tech-
nical and user-centric perspectives, thereby slowing progress towards practi-
cal TSRML. By explicitly incorporating user models in ML scenarios with in-
terpretability and privacy constraints, we offer constructive recommendations
for developing trustworthy and more compliant TSRML solutions. Our find-
ings suggest that theoretical grounding and user needs are not inherently con-
flicting but can often be addressed simultaneously with the appropriate tools at
hand. Equipping practitioners with these tools and raising awareness for com-
mon trade-offs and misconceptions are the primary objectives of this thesis.
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1.4 Publications

This thesis encompasses five first-author publications to which I contributed sig-
nificantly during the PhD program. Four were published at the internationally
renowned conferences UAI, AAAI (awarded an oral presentation), NeurIPS, and
XAI, while the fifth was published in the journal TMLR.

Publication 1

Tobias Leemann, Michael Kirchhof, Yao Rong, Enkelejda Kasneci, and
Gjergji Kasneci: When are Post-hoc Conceptual Explanations Identifi-
able? Conference on Uncertainty in Artificial Intelligence (UAI), 2023.

Publication 2

Tobias Leemann, Martin Pawelczyk, Bardh Prenkaj, and Gjergji Kasneci:
Towards Non-Adversarial Algorithmic Recourse. World Conference on Ex-
plainable Artificial Intelligence (XAI), 2024.

Publication 3

Tobias Leemann, Alina Fastowski, Felix Pfeiffer, and Gjergji Kasneci: At-
tention Mechanisms Don’t Learn Additive Models: Rethinking Feature
Importance for Transformers. Transactions on Machine Learning Research
(TMLR), 2024.

Publication 4

Tobias Leemann, Martin Pawelczyk, Christian Eberle, and Gjergji Kas-
neci: I Prefer not to Say: Protecting User Consent in Models with Optional
Personal Data. AAAI Conference on Artificial Intelligence, 2024.

Publication 5

Tobias Leemann, Martin Pawelczyk, and Gjergji Kasneci: Gaussian
Membership Inference Privacy. Advances in Neural Information Processing
Systems (NeurIPS), 2023.
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Preliminaries and Related Work

2.1 Interpretability in Machine Learning

Early works on interpretability date back even before the current deep learn-
ing boom that started in the early 2010s. Baehrens et al. (2010) proposed to
use the local gradient of the classifier at a specific input as an explanation vec-
tor. Following the rise of deep learning with works such as AlexNet (Krizhevsky
etal., 2012) more research contributions considered the topic of ML interpretabil-
ity: Simonyan et al. (2014) used the input gradients with respect to a class’s
logits to study the contribution of the inputs to a network’s output. This also
gave rise of the first group of explanation methods considered in this thesis,
which are known as feature attribution methods. Early successes sparked a first
wave of enthusiasm and research funding. Notably, in 2017 the United States
DARPA introduced the explainable Al challenge (Gunning and Aha, 2019), a
four-year program to foster ML algorithms with effective explanations and es-
tablished the term “explainable AI” (Saranya and Subhashini, 2023), abbrevi-
ated as XAl 18 research teams received significant funding to pursue different
subtopics in XAl, ranging from example-based explanations to interactive visu-
alizations. The program sparked new ideas and led to promising results. Some
of the most common methods to date, including Shapley Additive Explanations
(SHAP, Lundberg and Lee, 2017) and Local Interpretable Model-Agnostic Expla-
nations (LIME, Ribeiro et al., 2016) were developed around this time.

However, it was soon realized that the problem of explaining ML models was
more difficult than initially anticipated. Methods were critically examined, such
as in the study by Adebayo et al. (2018) mentioned in the introduction. Funda-
mental problems of XAI include the lack of a clear definition for interpretability
and agreement on metrics for quantifying it (Nauta et al., 2023). On the user-
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centric side, studies like Sixt et al. (2022) showed that modern XAI techniques
are not more helpful for users to detect biases in models than a simple baseline
of showing different examples of the classes in their scenario. Thus, while sig-
nificant research effort has been invested in XAI, many fundamental problems
remain unresolved.

In the following, we will briefly introduce the most relevant XAl techniques used
in the remainder of this thesis. The techniques we consider in this work are post-
hoc techniques, i.e., they are applied on a trained model. We can differentiate
between global and local techniques that are valid for the entire model or only for
a specific input-output pair, respectively. Our focus lies on local methods.

2.1.1 Feature Attribution Methods

In the post-hoc explanation setting, we consider a non-linear function f: R"* — R4
that is element of a function space F. Local feature attribution methods a map a
model, an input, and a target class to a numerical importance score, i.e., a: F X
R" x {1,...,d} — R. One of the simplest ways to assign feature importances is by
simply using the gradient of the logit for class i € 1,...,d as feature attribution
(Simonyan et al., 2014), i.e.,

agrad(f7xa i) - Vfi(x)' (2-1)

However, this primitive form of explanation has been shown to be quite noisy
(Smilkov et al., 2017) as input sensitivity is not directly linked to the prediction
(Shah et al., 2021). Improved techniques have been developed to deal with these
issues. An inherent challenge of feature attribution methods is their evaluation.
Evaluation is notoriously difficult as there usually are no ground truth impor-
tances to compare with (Rong et al., 2022). A common technique is to measure
the impact of feature removal (i.e., replacing a feature by a baseline value) on the
predictive outcome (Hooker et al., 2019; Tomsett et al., 2020).

Such removals or feature perturbations can also be directly used to derive ex-
planations. Besides gradient-based techniques, there is a class of model-agnostic
explanations that can be applied to any ML model and only require black-box
function access. Most notably, they include Local Interpretable Model-Agnostic
Explanations (LIME, Ribeiro et al., 2016) and SHAPley Additive Explanation
(SHAP, Lundberg and Lee, 2017). LIME is a framework for surrogate model ex-
planations. Surrogate models are simple, directly interpretable models such as
linear models and trees (Molnar, 2019). A surrogate model { describing the
neighborhood around instance « € X' is determined by minimizing the following
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objective (Ribeiro et al., 2016):

C(x) = argrrglinﬁ(f 8 M) +Q(8), (2.2)
g€

where f denotes the original predictive model, g denotes the surrogate model
from function class G. £ describes a loss function that quantifies the alignment
between f and g in a local neighborhood 7, around the instance «. For instance,
we can define

L(f,8,m) = Eeun, [(f(2) —g(2))*]. (2.3)

The neighborhood 7, can be a continuous distribution, e.g., a Gaussian, around
x (Agarwal et al., 2021), or feature discrete removals of certain features (Ribeiro
et al., 2016). The second component Q(g) constitutes a regularization term con-
straining the complexity of g to keep it as interpretable as possible. We study
surrogate model explanations in this thesis and uncover that despite the general
formulation, popular linear surrogate models may fail to effectively approximate
some predictive models such as the transformer (Vaswani et al., 2017).

Contrarily, SHAP explanations (Lundberg and Lee, 2017) are rooted in game
theory based on the well-established Shapley value (Shapley, 1953), proposed
to fairly distribute payouts across a team of players in a game. In the context
of XAlI, the individual input features can be interpreted as the team members,
and the payout corresponds to the model’s prediction. The Shapley value for a
feature is computed as a weighted average of this feature’s marginal contribu-
tions, i.e., the change in output when adding the feature to each possible subset
of other features. This formalization has some convenient theoretical proper-
ties, e.g., additivity (also known as efficiency), stating that the contribution of
the individual features sums up to the final score. On the other hand, an exact
approximation of the Shapley value can be prohibitively expensive as the num-
ber of marginal contributions grows exponentially with the number of features.
However, reasonably accurate and efficient approximations exist (Lundberg and
Lee, 2017; Kolpaczki et al., 2024).

2.1.2 Conceptual Explanations

After a substantial amount of feature attribution methods were proposed (cf.
Arrieta et al., 2020), researchers became increasingly aware of their inherent lim-
itations. For instance, they cannot model higher-level interactions and concepts
(Kim et al., 2018). Their noisiness further makes them hard to interpret (Selvaraju
et al., 2017).
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Kim et al. (2018) proposed conceptual explanations in a framework Testing with
Concept Activation Vectors (TCAV) as a more human-friendly alternative. Instead
of tracing back a decision to input features, their goal is to quantify the contribu-
tion of high-level concepts to a decision. Most prominently used in computer vi-
sion, concepts refer to parts of an image with a higher-level meaning, e.g., “feet”,
“stripes”, or “water” (Bau et al., 2017) that are more relatable to human decision-
making. Based on the observation that neural networks often encode meaningful
semantic information in linear directions in their learned latent space (Bau et al.,
2017; Szegedy, 2013), the authors suggested using directions in the latent space
to represent the concepts and refer to them as concept activation vectors (CAVs).
To identify CAVs, the authors train a linear “probe” model to identify the direc-
tion of a concept from annotated samples and their latent representations. Few
human labels specifying the absence or presence of a concept are needed to train
a linear classifier to infer the presence of the concept in an image from its latent
representation. The authors use this classifier’s weights as the CAV.

Improved Conceptual Explanations.
The original method by Kim et al. (2018)
comes with a few drawbacks. First of
all, their method requires human labels.
However, human annotations are prone
to bias and may be incomplete, i.e.,
the human labelers may not identify a
relevant concept used by the classifier.
This requirement has been relaxed or
completely removed in follow-up works
(Ghorbani et al., 2019; Akula et al,
2020). Furthermore, some researchers Figure 2.1: Two discovered concepts
argue that concepts tend to be “local” from the Animal with Attributes
in images, e.g., some part of the image (AwA) dataset (Xian et al., 2018).
shows the feet while another part shows While some concepts have a semantic
the head of a bird (Mu and Andreas, meaning, others do not appear to be
2020). Locality is not incorporated in coherent. Reproduced from Leemann
the original approach by Kim et al. etal. (2022).

(2018). A solution for both problems

is proposed in Yeh et al. (2020). The authors present completeness-aware
conceptual explanations. They propose an objective to discover meaningful
concepts by clustering latent representations of image patches. Their objective
also features a completeness term, which ensures that the concept contributions
are predictive of the target class and make sure that no essential concepts used
by the predictive model are missed. They further quantify the contribution of
each concept through the well-established SHAP framework (Lundberg and
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Lee, 2017). While empirical results are promising, the concepts discovered
are not guaranteed to have a high-level meaning, as shown in Figure 2.1. In
this thesis, we will investigate and mitigate some underlying causes from an
identifiability perspective.

2.1.3 Counterfactual Explanations

The paradigm of counterfactual explanations was initially proposed by Wachter
et al. (2017) as a potential way to satisfy the acclaimed “right to explanations” in
the EU’s GDPR for black-box classifiers. Provided with an input € X, counter-
factual explanations are concerned with finding an instance «’ similar to « lead-
ing to a different classification decision. The counterfactual explanation problem
can be formalized as (Freiesleben, 2022):

argmin d (z,x’) + Ady(f(z'),y;) (2.4)

z'ex

In the above formulation, d; and d» are distance functions in the input and the
label space, respectively, and A € R is a weight parameter. The objective finds
instances @’ close to the original instance z, resulting in a prediction close to the
target class label y;. The parameter A controls the weighting of the two objectives.
For discrete labels, d> is often chosen as the Dirac-distance, which is infinite for
f(x') # y;, thereby constraining solutions to have the desired label. d; can be any
reasonable distance in the input space, for instance, /; or /; norms.

Counterfactual explanations can be used to provide recourse to users adversely
affected by automated decisions: For instance, in case of a loan denial, a counter-
factual can provide insights helping users to be awarded the loan in the future,
by showing them an instance with similar features and a positive decision. Un-
fortunately, there are several drawbacks of the simple formulation in Eqn. (2.4)
that have been addressed in recent work. We list some of the challenges below:

¢ The standard objective does not incorporate feature constraints, e.g., a per-
son’s age and highest education level can only increase monotonically.
Works like Ustun et al. (2019) provide frameworks to incorporate such con-
straints in the objective.

¢ The counterfactuals generated are not necessarily in-distribution, i.e., the
objective may produce an individual of age 16 holding PhD degree. This
has sparked interest in producing on-manifold recourse (Pawelczyk et al.,
2020; Poyiadzi et al., 2020). A common strategy is to use a latent variable
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model such as Variational Auto Encoders (Kingma and Welling, 2013) to
model the feature distribution and find suitable counterfactuals in the la-
tent space (Pawelczyk et al., 2020).

* Counterfactual explanations are not robust to slight changes in the pre-
dictive model, for instance, triggered by updates to the predictive model
(Pawelczyk et al., 2023c) or users only implementing a non-exact version
of the given counterfactual (Pawelczyk et al., 2023a). Robust optimiza-
tion techniques can be used to mitigate some of these problems (Upadhyay
et al., 2021).

We study another challenge of counterfactual explanations in this thesis. We
discover that counterfactual explanations may fail to serve their purpose when
applied in use cases with human oversight, which is a fundamental requirement
of the GDPR and the AIA. In this scenario, we need counterfactuals that convince
the human oversight board. However, when the model and the ground truth (la-
bels assigned by the human oversight board) slightly differ, the counterfactuals
may only change the model’s prediction but not convince the human experts.
The concurrent application of these legal principles poses new challenges that
are not well covered in the literature yet.

2.2 Privacy in Machine Learning

Besides interpretability, we identified privacy as a key requirement for TSRML.
The EU AIA mentions “confidentiality attacks” (Art. 15), that are defined in Pa-
pernot et al. (2018) as “attempts to expose the model structure or parameters [...] or
the data used to train and test it”. Recent works have shown that it is possible to
extract a substantial amount of training data from large language models (Nasr
et al., 2023a) or diffusion models for image generation (Carlini et al., 2023). As
much of the training data may contain personal information that is not intended
to be publicly disclosed, e.g., user e-mails, chats, or photos,6 this constitutes a
significant privacy breach. Protecting ML models from such attacks is the cen-
tral goal of privacy-preserving ML.

While there is a broad agreement that such leaks should be prevented, defin-
ing privacy for ML remains challenging because some degree of memorization
is necessary for a model’s functioning as well: For instance, the model should
know that the capital of France is Paris but it should not output an individ-

bsee examples listed here: https://www.washingtonpost.com/technology/2023/09/

08/gmail-instagram-facebook-trains-ai/ (accessed 5 January 2025)
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ual’s phone number. In the 2000s, incidents such as the 2006 Netflix Price men-
tioned in the introduction of this thesis (Narayanan and Shmatikov, 2008) high-
lighted the need for reliable privacy definitions. This resulted in notions such
as k-anonymity (Sweeney, 2002) and differential privacy (Dwork et al., 2006) be-
ing proposed. Concurrently, paradigms such as federated learning (McMahan
et al., 2017) ensure privacy during model training by keeping the training data
distributed across multiple devices, e.g., phones. Only the updates needed to
improve the ML model are shared, enhancing privacy by allowing users to keep
the data on devices they control.

This thesis considers the standard setup where full or partial data is shared with
the model developer under privacy concerns. These concerns include protection
against the three most common threats outlined in the next section. We consider
ensuring privacy at two stages or the process: We study the setups where users
have some choice over which data to share prior to training in addition to the
standard setup of guaranteeing privacy at training time.

2.2.1 Attacks on Machine Learning Models

Several attacks on machine learning models are formalized in the privacy lit-
erature. They usually include a specific threat model, that exactly specifies the
background knowledge available to the attacker and the goal of the attack. This
allows to compare the effectiveness of different attack implementations and the
vulnerability of models and datasets against each other. We will briefly discuss
the most common threat models in this section.

Membership Inference Attacks. A fundamental privacy attack on machine
learning models is the Membership Inference Attack (MIA, Shokri et al., 2017).
In this attack scenario, the attacker has access to a data record x and is interested
in determining whether this record was part of the training set used to fit an ML
model. This can be formalized as follows:

Definition 2.1 (Membership Inference Experiment, Yeom et al., 2018). Let A be
an attacker, A be a learning algorithm, k be a positive integer, and D be a distribution
over data points x € D, where the vector x may also denote a tuple of data and labels.
The membership inference experiment proceeds as follows:

o Sample S ~ D* (i.e., sample k points i.i.d. from D) and train As = A(S)
® Choose b € {0,1} uniformly at random
e Drawax’ ~Difb=0,0orx’ ~Sifb=1.
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e The attacker is successful if A(x',Ag,k, D) = b. A must output either 0 or 1.

Useful variations of the threat model are discussed in (Ye et al., 2022), which
consider a fixed model or an average over different records sampled from the
distribution D. For the sake of generality, we focus on the standard threat model
above in this thesis. Its intuitive formalization makes evaluation simple and
makes the attack amenable to theoretical analysis. This has led to a vast literature
on MIA strategies and defenses (Hu et al., 2022). Besides pure success rates, it
is commendable to evaluate the attack success using a trade-off curve between
false positive rate (FPR) and true positive rate (TPR). As mentioned in Carlini
et al. (2022), having a non-negligible TPR at a very low FPR may result in some
instances being identified with very high certainty, which may already constitute
a privacy breach. This breach may not be visible in overall attack accuracy, which
can still be only slightly above random guessing accuracy in this case.

Training Data Extraction Attacks. The importance of MIAs can also be derived
from their use as a building block of more powerful attacks. For instance, they
are a crucial step in the generate-then-rank framework (cf. Carlini et al., 2021) for
training data extraction attacks. In this attack strategy, a generative model is in-
structed to generate potentially private data using specifically curated prompts
(for instance, Nasr et al., 2023a, prompt a model to infinitely repeat the word
“poem” which results in arbitrary data being generated after several repetitions).
In the next attack step, a MIA is used to assess the probability of this data being
part of the training dataset. This pipeline is successful in reconstructing parts of
a model’s training data from scratch, an attack known as training data extraction
or model inversion (Zhang et al., 2020).

A common threat model for this attack is the untargeted black-box attack as consid-
ered in Carlini et al. (2021) for language models (LMs). Here, the attacker only
has black-box access to a model and can compute the probability of arbitrary in-
put sequences. This includes next-word prediction and completion requests and
corresponds to the interface available at common LLM providers such as Ope-
nAL’ The attacker is interested in obtaining as many training data sequences as
possible.

Model Stealing Attacks. Besides attacks targeting the training data, the model
parameters themselves can be attacked. The business model of many LLM ser-
vice providers or financial companies, e.g., credit-scoring companies, relies on
secret models that can only be queried in a black-box manner. Model stealing
attacks try to reconstruct the model from systematic queries and have been suc-

7cf. APl at https://platform.openai.com/docs/api-reference/chat/create
(accessed 6 December 2024)

22


https://platform.openai.com/docs/api-reference/chat/create

2.2 Privacy in Machine Learning

cessfully scaled up even to LLMs (Carlini et al., 2024). Linking to the ML inter-
pretability part of this work, some explanation techniques, such as counterfac-

tual examples, can also be leveraged to orchestrate such attacks (Aivodji et al.,
2020).

Linking MIAs and reconstruction attacks. As we are mostly concerned with
protecting user data in this thesis, we focus on attacks targeting the training data.
In particular, we consider MIAs. They are well-established in the literature and
their use in reconstruction attacks suggests that protecting against this type of
attack rules out data reconstruction threats as well. This intuition can be verified
through a proof by contradiction that we would like to briefly outline here as we
were not able to retrieve it in the literature:

Proof Sketch. We show that the impossibility of MIAs implies the impossibility of recon-
struction attacks. To start the proof, we suppose that MIAs were impossible, but
reconstruction of a substantial part of the training data was possible with only
few false positives. In this case, one could construct a simple MIA by first run-
ning the reconstruction attack to obtain a part of the training dataset and by sub-
sequently checking if a membership query sample is in that reconstructed part
of the training set. If the sample is found, we return true. As the reconstruction
is assumed to be sufficiently good and broad, this contradicts the assumption
that MIAs are not possible.

We conclude that protection against MIAs also protects against other threats like
reconstruction and consider this threat model a cornerstone of privacy protec-
tion. For additional references and threat models, we refer the reader to the
survey papers by Rigaki and Garcia (2023) and specifically to Hu et al. (2022)
regarding MIAs.

2.2.2 Differential Privacy

Despite the large variety of attacks, the literature on machine learning privacy
has converged on differential privacy (DP) as a standard for formally defining
privacy preservation. DP offers powerful theoretical guarantees that have been
shown to prevent or substantially harden the most relevant attack scenarios, in-
cluding MIAs (Thudi et al., 2022; Yeom et al., 2018). DP enforces the privacy of
an algorithm by ensuring that its output distribution remains largely unchanged
if a single data point in the input dataset is inserted or deleted (Dwork et al.,
2006). An algorithm is said to be &-DP if the probability of it producing a spe-
cific outcome in a set E for a dataset D is almost the same as the probability of
it producing an outcome in E for a slightly different dataset D', which differs
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from D by just one element (D and D’ are known as neighboring datasets). This
constraint can be relaxed by including a term 6, which allows the DP constraint
to be violated for a minimal share of outcomes 6. Formally, differential privacy
(DP) can be defined as follows:

Definition 2.2 (Differential Privacy, Dwork et al., 2006). A randomized algorithm
M gives (&,8)-differential privacy if for all data sets D and D' differing on at most one
element, and all E C Range(M), if

P[M(D) € E] < exp(e)P [M(D') € E] + 6, (2.5)

where the probability is taken is over the coin tosses of M. If 6 = 0, the guarantee is
called e-DP.

Advantages of DP include its generality that protects against various abstract
threat models, and DP’s desirable composition properties. These allow the com-
bination of multiple DP mechanisms and computing the DP parameters of the
joint mechanism (Kairouz et al., 2015; Dong et al., 2022). For instance, they are
exploited when DP is implemented for SGD-trained models through privacy-
preserving gradient descent.

Differentially-private stochastic gradient descent (DP-SGD). The most com-
mon algorithm to implement DP for machine learning models is DP-SGD (Abadi
etal., 2016). DP-S5GD introduces two major modifications to the gradient updates
of standard SGD:

* First, after the gradient of the loss for a sample is computed, the gradient
vector is cropped to a maximum norm C. As the l.-norm is commonly
used, this corresponds to projecting all individual elements of larger abso-
lute value than C back to an absolute value of C.

* Second, after the cropping stage, the gradients are noised by adding zero-
mean Gaussian noise (usually of small magnitude).

Otherwise, the batch gradients are averaged and used to update the model pa-
rameters following the usual SGD manner. The amount of noise can be derived
from the desired €, 6-values leveraging the aformentioned composition strate-
gies (known as privacy accountants, e.g., the moments accountant by Abadi
et al., 2016) that compute the privacy leakage across many steps. Unfortunately,
the algorithm may drastically reduce model performance as shown by Stadler
et al. (2022) and in our own work (Leemann et al., 2023a). The DP guarantees
derived for DP-SGD have been shown to be tight (Nasr et al., 2023b), suggesting
that the performance cannot be improved by deriving a better algorithm, but
that the definition of DP itself may need to be refined to allow for higher utility.
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Contributions

In this chapter, we outline our five distinct contributions to the topic of TSRML.
We begin with three contributions to the interpretability literature and present
our two contributions concerning privacy in the latter two sections. For each
contribution, we first present a summary followed by a discussion of the contri-
bution in the realm of TSRML.

3.1 Uniquely Identifiable Conceptual Explanations

Publication 1

Tobias Leemann, Michael Kirchhof, Yao Rong, Enkelejda Kasneci, and
Gjergji Kasneci: When are Post-hoc Conceptual Explanations Identifi-
able? Conference on Uncertainty in Artificial Intelligence (UAI), 2023.

Author Contributions. The topic of conceptual explanations initially arose in
a discussion between Yao Rong, Enkelejda Kasneci, Gjergji Kasneci, and me.
I contributed the specific direction for this paper and the initial formalization.
Michael Kirchhof refined the idea in the identifiability direction and contributed
significantly to formalizing the theoretical results. I conducted the main experi-
mental study and the synthetic data experiments, Michael Kirchhof contributed
the robustness experiment and an application to another dataset, and Yao Rong
contributed the real-world experiments on the CUB dataset. Enkelejda Kasneci
and Gijergji Kasneci supervised all stages of the research process and contributed
significantly to the final write-up by restructuring our findings and narrative.
They also helped develop visualizations to better convey our motivation.
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Summary. Conceptual explanation techniques explain decisions in terms of
high-level concepts such as objects, colors, or shapes. These are seen as a user-
friendly alternative to feature attributions. Usually, no human concept labels
on a sample level are available, so concept discovery methods search trained em-
bedding spaces for interpretable concepts like objects or colors that can be used
to provide post-hoc explanations for decisions. However, the conditions under
which unsupervised concept discovery is reliably possible are not well under-
stood from a theoretical standpoint. Most notably, it is unclear whether it is
possible to provably re-identify concepts in learned latent representations, even
when the true number of data-generating concepts is known. ML models may
use arbitrary directions to encode the concepts in their latent space. Even if the
concepts are known to be encoded linearly, there is no general criterion to ef-
fectively disentangle them. We find that identifiability is only possible when
concepts are statistically independent, a condition that we deem unrealistic in
practice. Instead, we devise more realistic conditions that make the problem
identifiable: The independent mechanisms analysis (IMA) and disjoint mecha-
nisms analysis (DMA) criteria. These methods leverage feature attribution meth-
ods and demand that different concepts should activate spatially disjoint parts
of an input image. For instance, in bird classification, the concept “head” should
be encoded in a different part of the image than “tail”. We argue that these con-
ditions are more realistic, particularly for compositional processes, and devise a
new concept discovery algorithm that finds the concepts leading to the highest
spatial disjointness and is provably identifiable.

3.1.1 Discussion

This publication contributes towards technically rigorous and well-defined con-
ceptual explanations. Our work shows that conceptual explanations are often
ill-defined as there is no way to uniquely identify the data-generating concepts
even when their number is known a priori. To arrive at well-defined concep-
tual explanations, we need to identify the conditions under which they can be
uniquely identified. Having non-identifiable concepts opens the door to abuse,
as an adversary can choose an arbitrary explanation from a set of possible ex-
planations that suits their needs (Bordt et al., 2022). It also explains observations
as in Leemann et al. (2022), where non-meaningful or multi-semantic concepts
are recovered as there is simply no criterion to provably recover concepts in the
general case. The findings in this work also have potential implications on the
recent research on LLM “mechanistic interpretability” (Saphra and Wiegreffe,
2024; Templeton et al., 2024), which attempts to learn factorized representations
from latent spaces or identify neurons that correspond to a single concept. Our
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work suggests this may be an ill-fated endeavor for practical data, as the iden-
tifiability conditions are unlikely to be met. This view is confirmed by works
such as Hase et al. (2023), who show that knowledge is usually distributed over
a larger part of an ML model. Besides showing that the standard problem is not
uniquely identifiable, we contribute to the literature by providing two additional
constraints that make the problem identifiable. We argue that future conceptual
explanation algorithms should specify such constraints to make the conditions
under which they succeed explicit.

Orthogonal to this work, we study which concepts are considered interpretable
from a human perspective in a workshop contribution (Leemann et al., 2022),
finding that objects are considered most interpretable by human users. This is re-
flected in the identifiability criteria we propose, e.g., disjoint mechanisms, which
is catered towards compositional scenes, that can be decomposed into individ-
ual objects. Thereby our methods outline a promising route towards reliable and
user-friendly conceptual explanations.
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When are Post-hoc Conceptual Explanations Identifiable?

Tobias Leemann'->1 Michael Kirchhof!-!

Yao Rong'?

Enkelejda Kasneci’ Gjergji Kasneci’

"University of Tiibingen, Tiibingen, Germany
2Technical University of Munich, Munich, Germany
fequal contribution

Abstract

Interest in understanding and factorizing learned
embedding spaces through conceptual explana-
tions is steadily growing. When no human concept
labels are available, concept discovery methods
search trained embedding spaces for interpretable
concepts like object shape or color that can provide
post-hoc explanations for decisions. Unlike previ-
ous work, we argue that concept discovery should
be identifiable, meaning that a number of known
concepts can be provably recovered to guarantee
reliability of the explanations. As a starting point,
we explicitly make the connection between con-
cept discovery and classical methods like Principal
Component Analysis and Independent Component
Analysis by showing that they can recover indepen-
dent concepts under non-Gaussian distributions.
For dependent concepts, we propose two novel
approaches that exploit functional compositional-
ity properties of image-generating processes. Our
provably identifiable concept discovery methods
substantially outperform competitors on a battery
of experiments including hundreds of trained mod-
els and dependent concepts, where they exhibit up
to 29 % better alignment with the ground truth. Our
results highlight the strict conditions under which
reliable concept discovery without human labels
can be guaranteed and provide a formal foundation
for the domain. Our code is available online.

1 INTRODUCTION

Modern computer vision systems represent images in em-
bedding spaces. These are either constructed implicitly in
higher-level layers of large models or explicitly through gen-
erative models such as Variational Autoencoders (Kingma
and Welling, 2013) or recent Diffusion Models (Song and

Ermon, 2019; Ho et al., 2020). To unveil why an image
is considered similar to a certain class, interest in under-
standing these embeddings is increasing. Conceptual expla-
nations (Crabbé and van der Schaar, 2022; Muttenthaler
et al., 2022; Akula et al., 2020; Kazhdan et al., 2020; Yeh
et al., 2019; Kim et al., 2018) are a popular explainable Al
(XAI) technique for this purpose. They scrutinize a given
encoder by decomposing its embedding space into inter-
pretable concepts post-hoc, i.e., after training. Subsequently,
these concepts form the basis of popular post-hoc explana-
tions such as TCAV (Kim et al., 2018) or allow high-level
interventions (Koh et al., 2020). Fig. 1 outlines a real-world
example. A misclassification made by a pretrained model
shipped with the pytorch library (Paszke et al., 2017) is
to be explained. In the given example, the conceptual ex-
planation allows identification of a spurious correlation that
the model has picked up: Most jack-o-lanterns are found
in combination with dark backgrounds, which causes it to
mistake the traffic light at night for a jack-o-lantern.

Constructing such explanations is non-trivial. The key in-
gredient to all conceptual explanation techniques is a set of
interpretable concepts, which is notoriously hard to spec-
ify (Leemann et al., 2022). It is frequently defined through
human annotations (Crabbé and van der Schaar, 2022; Koh
et al., 2020; Kim et al., 2018) on individual samples of the
dataset that can be prohibitively expensive (Kazhdan et al.,
2021). Furthermore, it is usually unknown which concepts
will be leveraged by a machine learning model without a
model at hand. Therefore, we consider fully unsupervised
concept discovery (Ghorbani et al., 2019; Yeh et al., 2019),
where the concepts are automatically discovered in the data.
Concepts are frequently modeled as directions in a given
embedding space (Ghorbani et al., 2019; Kim et al., 2018;
Yeh et al., 2019), which have to be discovered without su-
pervision. These embedding spaces can be highly distorted,
making it hard to correctly separate the influences of in-
dividual concepts. However, this is essential to make the
right inferences in practice (see Fig. 1d). This intuition is
supported by prior work on generative models (Ross et al.,

28Proceedings of the 39™ Conference on Uncertainty in Artificial Intelligence (UAI 2023), PMLR 216:1207-1218.
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prediction: jack-o-lantern
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Figure 1: Schematical use-case of conceptual explanations: A misclassification of an image classifier is explained. The
example is based on a real explanation for a ResNet50 model. Details and the original explanation are provided in App. C.8.

2021), which has shown that user understanding is strongly
linked to the representations’ respective disentanglement.

While many methods have been empirically shown to work
well, a rigorous theoretical analysis of the conditions un-
der which concept discovery is possible is still lacking in
previous works. We propose to consider concept discovery
methods that are identifiable. This means when a known
number of ground truth components generated the data, the
concept discovery method provably yields concepts that
correspond to the individual ground truth components and
can correctly represent an input in the concept space. This
is a crucial requirement: If a method is even incapable of
recovering known components, there is no indication for
its reliability in practice. In this work, we are the first to
investigate identifiability results in the context of post-hoc
concept discovery.

First, we find that identifiability results from Principal Com-
ponent Analysis (PCA) and Independent Component Analy-
sis (ICA) literature (Jolliffe, 2002; Comon, 1994; Hyvirinen
et al., 2001) can be transferred to the conceptual explanation
setup. We establish that they cover the case of independent
ground truth components with non-Gaussian distributions.
This is insufficient for two reasons: (1) In practice, con-
cepts such as height and weight (Trduble et al., 2021) or
wing and head colors of birds often follow complex depen-
dency patterns. (2) Popular generative models (Kingma and
Welling, 2013; Song and Ermon, 2019) frequently work
with an embedding space with a Gaussian distribution.

As a second contribution, we seek to fill this void by pro-
viding an identifiable concept discovery approach that can
handle dependent and Gaussian ground truth components.
We can show that this is possible through taking the nature
of the image-generating process into consideration. Specifi-
cally, we propose utilizing visual compositionality proper-
ties. These are based on the observation that tiny changes in
the components frequently affect input images in orthogonal
or even disjoint ways. These properties of image-generating

processes also leave a “trace” in the encoders learned from
a set of data samples. This insightful finding permits to con-
struct two novel post-hoc concept discovery methods based
on the disjoint or independent mechanisms criterion. We
prove strong identifiability guarantees for recovering com-
ponents, even if they are dependent. Our results highlight
the strict and nuanced conditions under which identifiable
concept discovery is possible.

In summary, our work advances current literature in mul-
tiple ways: (1) We present first identifiability results for
post-hoc conceptual explanations. We find that results from
ICA can be transferred under the assumption of independent
ground truth components. (2) For the more intricate setting
of dependent components, we propose the disjoint mech-
anism analysis (DMA) criterion and the less constrained
independent mechanism analysis (IMA) criterion. We prove
that they recover even dependent original components up
to permutation and scale. (3) We construct DMA and IMA-
based concept discovery algorithms for encoder embedding
spaces with the same theoretical identifiability guarantees.
(4) We test them (i) on embeddings of several autoencoder
models learned from correlated data, (ii) with multiple and
strong correlations, (iii) on discriminative encoders, and (iv)
on the real-world CUB-200-2011 dataset (Wah et al., 2011).
Our approaches maintain superior performance amidst in-
creasingly severe challenges.

2 RELATED WORK

Works on the analysis and interpretation of embedding
spaces touch a variety of subfields of machine learning.

Concept discovery for explainable AI. Conceptual expla-
nations (Koh et al., 2020; Kim et al., 2018; Ghorbani et al.,
2019; Yeh et al., 2019; Akula et al., 2020; Chen et al., 2020b)
have gained popularity within the XAI community. They
aim to explain a trained machine learning model post-hoc
in terms of human-friendly, high-level concept directions
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(Kim et al., 2018). These concepts are found via supervised
(Koh et al., 2020; Kim and Mnih, 2018; Kazhdan et al.,
2020) or unsupervised approaches (Yeh et al., 2019; Akula
et al., 2020; Ren et al., 2022), such as clustering of embed-
dings (Ghorbani et al., 2019). However, their results are
not always meaningful (Leemann et al., 2022; Yeh et al.,
2019). Therefore, we suggest approaches with identifiability
guarantees. We provide initial identifiability results and a
novel approach, which can be used for unsupervised concept
discovery under correlated components.

Independent Component Analysis (ICA). Independent
Component Analysis (Comon, 1994; Hyvirinen and Pa-
junen, 1999; Hyvirinen et al., 2001) or blind source separa-
tion (BSS) consider a generative process g(z) as a mixture
to undo and rely on traces that the distribution of the gen-
erating components z leaves in the mixture. In this work,
we show that an identifiability result from ICA can be trans-
ferred to the conceptual explanation setup, but recovery is
only possible under independent underlying components
of which all but one are non-Gaussian. This result is not
applicable to naturally correlated processes, which is why
we design a novel method for this case.

Disentanglement Learning. Concurrently, literature on dis-
entanglement learning is concerned with finding a data-
generating mechanism g(z) and a latent representation z
for a dataset, such that each of the original components (also
known as factors of variation) is mapped to one (control-
lable) unit direction in z (Bengio et al., 2013). An alterna-
tive definition relies on group theory (Higgins et al., 2017)
where certain group operations (symmetries) should be re-
flected in the learned representation (Painter et al., 2020;
Yang et al., 2021). Most works in the domain enhance VAEs
(Kingma and Welling, 2013) with additional loss terms (Hig-
gins et al., 2017; Burgess et al., 2018; Kim and Mnih, 2018;
Chen et al., 2018). Despite recent progress it is not always
possible to construct disentangled embedding spaces from
scratch: Locatello et al. (2019) have shown that the problem
is inherently unidentifiable without additional assumptions.
A more recent work by Trduble et al. (2021) shows that even
if just two components of a dataset are correlated, current
disentanglement learning methods fail. In this work, we fo-
cus on post-hoc explanations of embedding spaces of given
models, which are usually entangled.

Identifiability results. Identifiability questions have been
raised in domains such as Natural Language Processing
(Carrington et al., 2019) or in disentanglement learning,
which is most related to this work. It has been previously
shown that unsupervised disentanglement, without further
conditions, is impossible (Hyvirinen and Pajunen, 1999;
Locatello et al., 2019; Moran et al., 2022). Hence, recent
works aim to understand the conditions sufficient for identi-
fiability. One strain of work relies on additional supervision,
i.e., access to an additional observed variable (Hyvérinen
et al., 2019; Khemakhem et al., 2020) or to tuples of obser-

vations that differ in only a limited number of components
(Locatello et al., 2020). Gresele et al. (2021) and Zheng et al.
(2022) proved identifiable disentanglement under indepen-
dently distributed components and introduce a functional
condition on the data generator. We also consider functional
properties, but our setting is different as (1) we have access
to a trained encoder only and (2) not even partial annotations
or relations are available.

3 ANALYSIS

In this section, we formalize post-hoc concept discovery
to provide an identifiability perspective. We find that Inde-
pendent Component Analysis (ICA) and Principal Compo-
nent Analysis (PCA) only guarantee identifiability when
the ground-truth components are stochastically independent.
We then study the intricate case of dependent components
and propose using disjoint and independent mechanisms
analysis (DMA / IMA) along with identifiability results. All
proofs are provided in App. B.

3.1 PROBLEM FORMALIZATION

In post-hoc concept discovery, we are given a trained en-
coder f : X — & with embeddings e = f(x) € £ C RE
of each image * € X. We do not impose any restriction
on how f was obtained; it can be the feature extractor part
of a large classification model, or a feature representation
learned through autoencoding, contrastive learning (Chen
et al., 2020a), or related techniques. Interpretability litera-
ture seeks to understand the embedding space by factorizing
it into concepts. Based on the observations that directions
in the embedding space often correspond to meaningful
features (Szegedy et al., 2013; Bau et al., 2017; Alain and
Bengio, 2016; Bisazza and Tump, 2018), these concepts
are frequently defined as direction vectors m,; (Kim et al.,
2018; Ghorbani et al., 2019; Yeh et al., 2019). These are
commonly referred to as concept activation vectors (CAVs).
Hence, the combined output of a concept discovery algo-
rithm is a matrix M = [my,...,mg|" € REXE where
each row contains a concept direction.

We seek a theoretical guarantee on when these discov-
ered concept directions align with ground truth compo-
nents that generated the data. To this end, we formalize
the data-generating process as shown in Fig. 2: There are
K ground-truth components with scores z;, k = 1... K,
summarized z € Z C R¥, that define an image. The term
components always refers to the ground truth as opposed
to the concepts, which denote the discovered directions.
A data-generating process g : £ — X generates images
x = g(z) € X ¢ RE, L > K. A powerful algorithm
should be able to recover the original components. That is,
there should be a one-to-one mapping between entries of
M e and the entries in z, up to the arbitrary scale and order
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Figure 2: Overview over the concept discovery setup. We consider a process where data samples x are generated from
possibly correlated ground truth components z, e.g., a wingspan or beak length of a bird, by an unknown process g (left).
The high-dimensional data is mapped to the to the embedding space of a given model f (center). A suitable post-hoc concept
discovery yields concept vectors m; that correspond to the original components (right).

of the entries. We say that a concept discovery algorithm
identifies the true components if it is guaranteed to out-
put directions M that satisfy Me = M f(g(z)) = PSz
Vz € Z, where P € REXK jg a permutation matrix that
has one 1 per row and column and is 0 otherwise, and
S € REXK is an invertible diagonal scaling matrix.

To make the problem solvable in the first place, concept
directions must exist in the embedding space of the given
encoder, requiring e = Dz, where D € REXK s of full
rank. Depending on the scope of the conceptual explanation
desired, it can be sufficient for the components to exist in a
local region of the embedding space if the concept discovery
algorithm is only applied around a region around a certain
point of interest. This only changes the meaning of £, X',
and Z but is formally equivalent.

3.2 IDENTIFIABILITY VIA INDEPENDENCE

Initially, we turn towards classical component analysis
methods. We find that their identifiability results use non-
correlation or even stronger stochastic independence as-
sumptions of the ground truth components.

Principal Component Analysis (PCA) (Jolliffe, 2002) uses
eigenvector decompositions to find orthogonal directions M
that result in uncorrelated components M e. This means that
PCA is only capable of identifying the original components
if the ground truth components z were uncorrelated and
exist as orthogonal directions in our embedding space. In
our setup and notation, this leads to the following result:

Theorem 3.1 (PCA identifiability) Let zi, k=1,..., K,
be uncorrelated random variables with non-zero and un-
equal variances. Let e = Dz, where D € REXK s an
orthonormal matrix. If an orthonormal post-hoc transforma-
tion M € REXK yesults in mutually uncorrelated compo-
nents (z,...,2%) = 2’ = Me, then M e = PSz, where
P ¢ REXK js a permutation and S € RE*K s a diagonal
matrix where |si;| = 1fori € 1,... K."

'To simplify notation, P and S mean any permutation and

All proofs in this work are deferred to App. B. It is arguably
a strong condition that the ground truth directions are en-
coded orthogonally in the embedding space. Independent
Component Analysis (ICA) overcomes this limitation and
allows for arbitrary directions. However, the classic result
by Comon (1994) even demands stochastically independent
components. Transferred to our setup and notation, the result
can be stated as follows.

Theorem 3.2 (ICA identifiability) Let z;, k =1,... K,
be independent random variables with non-zero variances
where at most one component is Gaussian. Let e = Dz,
where D € R¥ XK has full rank. If a post-hoc transforma-
tion M € RN*N results in mutually independent compo-
nents (21,...,2%) = 2z’ = Me, then Me = PSz, where
P c REXK js g perm. and S € RE*K is a diag. matrix.

This result shows that stochastic independence of the ground
truth components leaves a strong trace in the embeddings
that can be leveraged. Algorithms like fast ICA (Hyviri-
nen and Oja, 1997) can find the concept directions M by
searching for independence (Comon, 1994). We conclude
that ICA is suited for post-hoc concept discovery under
independent components.

In summary, we have transferred two results from the com-
ponent analysis literature to the setup of post-hoc conceptual
explanations. However, these results do not allow to recover
components that are correlated or follow a Gaussian dis-
tribution. This limits their applicability in practice where
concepts often appear pairwise (e.g., darkness and jack-o-
lanterns, cf. Fig. 1). We will bridge this gap in the remainder
of this paper by introducing two new identifiable discovery
methods based on functional properties of the generation
process that we term disjoint and independent mechanisms.
A summary of identifiability results is provided in Tab. 1.

scale matrices. They do not have to be equal between the theorems.
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Dependency Marginal Dist. Transform Criterion

uncorr.  uneq. variances orthogonal non-correlation (PCA)
independent non-Gaussian invertible independence (ICA)

arbitrary arbitrary invertible disj. mechanisms (DMA)

arbitrary arbitrary invertible indep. mechanisms (IMA)

Table 1: PCA and ICA provably identify concepts via their
distributions. DMA and IMA utilize functional properties.

3.3 IDENTIFIABILITY VIA DISJOINT
MECHANISMS

Instead of placing independence assumptions on z, we pro-
pose a concept discovery algorithm that makes use of natural
properties of the generative process g. In particular, gener-
ative processes in vision are often compositional (Ommer
and Buhmann, 2007): Different groups of pixels in an image,
like a bird’s wings, legs, and head, are each controlled by
different components. Effects of tiny changes in components
are visible in the Jacobian Jg, where each row points to the
pixels affected. Thus, a compositional process will follow
the disjoint mechanisms principle.

Definition 3.1 (Disjoint mechanism analysis (DMA)) g
is said to generate x from its components z via disjoint
mechanisms if the Jacobian Jg(z) € REXE exists and is
a block matrixVz € Z. That is, the columns of Jg4(z) are
non-zero at disjoint rows, i.e. |Jg(z)|"|Jg(2)] = S(z),
where 8 € REXK s a diagonal matrix that may be
different for each z and | - | takes the element-wise absolute
value.

Note that this definition does not globally constrain the lo-
cation of affected pixels. The components may still alter
different but disjoint pixels for each image. In real con-
cept discovery, we do not have access to the generative
process g but can only access the encoder f. However, an
encoder corresponding to g will not be arbitrary and its
Jacobian J; € RE*L will have a distinct form in practice:
First, to maintain the component information the compo-
sition f o g will be of the form f(g(z)) = Dz, with a
yet unknown matrix D € R¥*K Furthermore, we expect
encoders to be rather lazy, meaning they only perform the
changes to invert the data generation process but are al-
most invariant to input deviations not due to changes in the
components. This is in line with the classic interpretabil-
ity literature, where gradients of models were observed to
noisily highlight the relevant input features (Baehrens et al.,
2010; Simonyan et al., 2013) and form the basis of popular
attribution methods such as Integrated Gradients (Sundarara-
jan et al., 2017). Technically, the changes effected by the
components form the linear span(Jg(2)), whereas entirely
external changes are given in its orthogonal complement
span(Jg(z))*. Thus, for v € span(Jg(z))+ C RL the en-
coder should not react to these change and the corresponding

gradients of the encoder for these changes should be zero,
e, J(g(2))v=0< v cker(Js(g(2))).

Definition 3.2 (Faithful encoder) f is a faithful encoder
for the generative process g if the ground truth components
remain recoverable, i.e., f(g(z)) = Dz, for some D €
REXE \with full rank. Furthermore, f is lazy and invariant
to changes in x which cannot be explained by the ground
truth components, requiring J¢(g(z)) and Jg4(z) to exist
and span(Jg(z))* C ker(J¢(g(2))), Vz € Z.

Having defined what realistic encoders look like through
the notion of faithful encoders, we find that there is distinct
property which can be leveraged to discover the directions
in M among faithful encoders: It is sufficient to find an
encoder M f whose Jacobian M J; will have disjoint rows.
Intuitively, this means searching for components whose
gradients affect disjoint image regions.

Theorem 3.3 (Identifiability under DMA) Let g have
disjoint mechanisms and f be a faithful encoder to g. If
a post-hoc transformation M € RE*E of full rank re-
sults in disjoint rows in the Jacobian MJ¢(g(2)), i.e.,
|IMJg(g(2))||MJgs(g(2))|" is invertible and diagonal
for some z € Z, then Me = PSz where P € REXK
is a permutation and S € RE>XX is q scaling matrix.

This theorem does not impose any restrictions on the distri-
bution z, making it applicable to realistic concept discovery
scenarios through leveraging the nature of the generative
process. The proof of this algorithm in App. B.5 also yields
an analytical solution. We will use it to verify conditions in
a controlled experiment in Sec. 4.1. We have thus identified
the DMA criterion that is sufficient to discover the compo-
nent directions when the rows of M J; point to disjoint
image regions. We can formulate this as a loss function and
optimize for M via off-the-shelf gradient descent:

L(M) = Egllarn [MJy(x)] arn [MJ;(z)] " — I|%.

ey
The expectation is taken over a collection of real data sam-
ples € = g(z). The arn-operator (absoute values, row

normalization) takes the element-wise absolute value and
subsequently normalizes the rows. This does not constrain
the norms of the Jacobian’s rows but only enforces disjoint-
ness.

3.4 CONCEPT DISCOVERY VIA INDEPENDENT
MECHANISMS

We can perform an analogous derivation for a class of
generating processes that is more general. Grounded by
causal principles instead of compositionality, the indepen-
dent mechanisms property has been argued to define a class
of natural generators (Gresele et al., 2021).
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Definition 3.3 (Independent mechanism analysis (IMA))
g is said to generate x from its components z via indepen-
dent mechanisms if the Jacobian Jg4(2z) of g exists and its
columns (one per component) are orthogonalVz € Z, i.e.,
J) (2)Jg(z) = S(z), where S € RE*K is a diagonal
matrix that may differ for each z (Gresele et al., 2021).

Gresele et al. (2021) and Zheng et al. (2022) used this char-
acteristic to find disentangled data generators, but we can
again transfer characteristics via faithful encoders: This time
we find that searching for an M J; with orthogonal (instead
of disjoint) rows permits post-hoc discovery of concepts.
We refer to is property of M J; as the IMA criterion.

However, as the class of admissible processes has been in-
creased, it is not strong enough to ensure identifiability in
the most general case. This is prevented under an additional
technical condition on the component magnitudes, which
we refer to as non-equal magnitude ratios (NEMR). Intu-
itively, the magnitudes of the component gradients have to
change non-uniformly between at least two points for the
conditions to be sufficient. If there were two factors that
always attribute to input pixels in the same way (imagine
the sky being partitioned into two components termed “left
sky” and “right sky”), they cannot be told apart anymore
since there can be other mixtures which would result in or-
thogonality (they could equally be “lower sky” and “upper
sky”).

Theorem 3.4 (Identifiability under IMA) Let g adhere
to IMA. Let f be a faithful encoder to g. Suppose we have
obtained an f' = M f with a full-rank M € RE*K gnd
orthogonal rows in its Jacobian M J¢(g(2)) = J; (g(2)),
ie, J;(9(2))Jp(g(2))" = X(z) where (z) is diago-
nal and full-rank at two points z € {z,, zp}. If additionally
3(z,)X(2p) "t has unequal entries in its diagonal (NEMR
condition), then Me = PSz, where P € REXK jsq
permutation and S € R¥*K is a scaling matrix.

The constructive proof in App. B.6 can also be condensed
into an analytical solution. Alternatively, one can again con-
struct a suitable optimization objective for the IMA criterion,
i.e., orthogonal Jacobians. This is achieved by removing the
absolute value operation from the arn-operator in Eqn. (1),
so that it solely performs a row-wise normalization. In sum-
mary, we have established the novel DMA and IMA criteria
that allow concept discovery under dependent components.

4 EXPERIMENTS

In the following, we perform a battery of experiments of
increasing complexity to compare the practical capabilities
of approaches for identifiable concept discovery. We start by
verifying the theoretical identifiability conditions (Sec. 4.1),
then perform evaluation under increasing multi-component

Traversals along each component  Gradients

F o IMA

2 0.24 £0.10

. 2 -2 F 0.0 DMA
=, 1.00+0.00

24 - -

5 - 0.2
u

(a) FourBars: DMA datasets can be solved by the DMA criterion.

Traversals along each component ~ Gradients
02 DCI Scores
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o4 m | — 1.00 & 0.00
=T R | K I
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—lml | 0 o1 0.26£0.05

- -0.2
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(b) ColorBar: IMA datasets can be solved by the IMA criterion.

Figure 3: Experiments on two synthetic datasets: We confirm
our analytical results and show that DMA (a) and IMA (b)
cover visual concepts such as colors and translations.

correlations for embedding spaces of generative and discrim-
inative models (Sec. 4.2 to 4.4), and finally use a large-scale,
discriminatively-trained ResNet50 encoder (Sec. 4.5).

We borrow the DCI metric (Eastwood and Williams, 2018)
from disentanglement learning with scores in [0, 1] to mea-
sure whether each discovered component predicts precisely
one ground-truth component and vice versa. Following
Locatello et al. (2020), we report additional metrics with
similar results in App. D, along with results on additional
datasets and ablations. For reproducibility, each experiment
is repeated on five seeds and code is made available upon
acceptance. In total, we train and analyze over 300 embed-
ding spaces, requiring about 124 Nvidia RTX2080Ti GPU
days. More implementation details are in App. C.

4.1 CONFIRMING IDENTIFIABILITY

We first confirm our identifiability guarantees with the an-
alytical solutions. To this end, we implement two realistic
synthetic datasets with differentiable generators. This allows
computing the closed form of J; and deliberately fulfilling
or violating the DMA, IMA, and NEMR conditions.

FourBars consists of gray-scale images of four compo-
nents: Three bars change their colors (black to white) and
one bar moves vertically, showing that the image regions
affected by each component may change in each image. The
plot of Jg in Fig. 3a shows that each component maps to
a disjoint image region. This fulfills DMA and thus also
IMA. However, all factors have the same gradient magni-
tudes, making it impossible to find two points with NEMR.
According to our theory, we expect DMA optimization to
work and IMA to fail as NEMR is essential to make to proof
of Thm. 3.4. The second dataset, ColorBar, contains a
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(a) Autoencoder (DipVAE)  (b) Autoencoder + DMA (ours)

Figure 4: DMA discovers directions m that control individ-
ual concepts (wall & floor color) of Shapes3D although they
are confused in the original embedding space (eq, ea, . . .).

single bar that undergoes realistic changes in color, width,
and its vertical position, see Fig. 3b. It conforms to IMA
and NEMR but not DMA. Our proofs indicate that IMA
should work, and DMA should fail. Completing the prob-
lem formalization in Sec. 3.1, we compute analytical faithful
encoders f for these datasets distorted by a random matrix
D. The solutions behave as expected: On FourBars only
the DMA criterion delivers perfectly recovered components
(DCI=1) whereas on ColorBars only IMA succeeds.

4.2 CORRELATED COMPONENTS

We now move to the common Shapes3D (Burgess and Kim,
2018) dataset. It shows geometric bodies that vary in their
colors, shape, orientation, size, and background totaling six
components. Compared to the previous section we train
real encoders. We start our analysis where disentanglement
learning is no longer possible: When components are cor-
related. Following Tréduble et al. (2021), the dataset is re-
sampled such that two components z;,z; € [0, 1] follow
z; — zj ~ N(0, s%). Lower s results in a stronger correla-
tion where only few pairs of component values co-occur
frequently. We choose a moderate correlation of s = 0.4
here and three pairs z;, z; that are nominal/nominal, nom-
inal/ordinal, and ordinal/ordinal variables. We train four
state-of-the-art disentanglement learning VAEs (BetaVAE
(Higgins et al., 2017), FactorVAE (Kim and Mnih, 2018),
BetaTCVAE (Chen et al., 2018), DipVAE (Kumar et al.,
2018)) from a recent study (Locatello et al., 2019) and apply
ICA, PCA, and our DMA and IMA discovery methods on
their embedding spaces to post-hoc recover the original com-
ponents. For DMA and IMA, we use the optimization-based
algorithms (Eqn. 1) since they find approximate solutions
through aggregation of many noisy sample gradients.

Tab. 2 shows the resulting DCI scores. In line with Triu-
ble et al. (2021), we find that the disentanglement learning
VAE:s fail to recover the correlated components on their own
due to their violated stochastic independence assumption
(Fig. 4a). In eleven of the twelve model/correlation pairs,
DMA or IMA identify better concepts than the VAE unit
axes and the PCA/ICA components with improvements of

Correlated floor & orientation & orientation &
components background background size
BetaVAE 0.497 4 0.03 0.581 4 0.04 0.491 £0.05

+PCA 0.263£0.03 -47% 0.310£0.02 -47% 0.324£0.04 -34%

+ICA 0.574+0.04 +16% 0.540+0.08 -7% 0.577+0.04 +17%

+Ours (IMA) 0.617 £0.02 +24% 0.60240.05 +3% 0.579£0.03 +18%
+Ours (DMA) 0.641 £ 0.03 +29% 0.624 £ 0.06 +7% 0.627 £ 0.03 +28%

FactorVAE 0.507 4 0.11 0.502 £ 0.08 0.712 +0.01
+PCA 0.358 £0.07 -29% 0.474+£0.05 -5% 0.556 £0.03 -229
+ICA 0.294 £0.07 -42% 0.263 £0.05 -48% 0.340+0.03 -52%
+Ours (IMA) 0.551£0.04 +9% 0.498£0.03 -1% 0.595+0.05 -16%
+Ours (DMA) 0.584 £ 0.05 +15% 0.510 = 0.05 +2% 0.556 +=0.04 -22%

BetaTCVAE 0.619 +0.01 0.613 £ 0.04 0.659 £0.01
+PCA 0.400 £0.03 -35% 0.421+0.07 -31% 0.450 +0.07 -32%
+ICA 0.540 £0.02 -13% 0.497£0.04 -19% 0.627+£0.02 -5%
+Ours (IMA) 0.623 £0.02 +1% 0.652+£0.03 +6% 0.638£0.04 -3%
+Ours (DMA) 0.666 +0.01 +8% 0.664 +0.02 +8% 0.748 +0.03 +14%

DipVAE 0.631 £ 0.02 0.652 4 0.02 0.548 £0.04
+PCA 0.158 £0.01 -75% 0.160+£0.02 -75% 0.170 £0.02 -69%
+ICA 0.630+£0.02 -0% 0.6514+0.02 -0% 0.5424+0.03 -1%
+Ours (IMA) 0.644 £0.02 +2% 0.624£0.01 -4% 0.558 £0.05 +2%
+Ours (DMA) 0.684 4+ 0.01 +8% 0.679 +0.01 +4% 0.601 & 0.05 +10%

=N

Table 2: DMA recovers the components best in 11 out of 12
cases across different models and correlated components of
Shapes3D. Mean =+ std. err. of DCI across all components.

0.75 1
0.50 1

0.25 1

DCI

T T T T T T T T T T T T
0.0 0.2 04 06 08 1.0 0 3 6 9 12 15

(a) Correlation strength (b) Number pairwise corr.

Figure 5: DMA and IMA recover the components even
under strong and multiple correlations between them.
and fail to return better components than the unit axes.

up to 29 %. This experiment shows that their concept dis-
covery works regardless of (1) the model type and (2) the
type of components correlated. On average, DMA delivers
better results than IMA (4-0.047), despite the generative
process of Shapes3D only being roughly IMA or DMA-
compliant. We therefore hypothesize that the DMA criterion
might be more robustly optimizable in practice. Fig. 4b visu-
alizes the performance achieved via DMA when traversing
the embedding space. It also shows that small DCI differ-
ences can mean a significant improvement. This is because
(1) the metric is computed across all six components and
the strong baselines already identify many concepts and
(2) a perfect score of 1.0 is usually not possible due to
non-linearly encoded components. We investigate other cor-
relation strengths with similar findings in App. D.3.

4.3 GAUSSIANITY AND MULTIPLE
CORRELATIONS

In this section, we increase the distributional challenges to
analyze whether our approaches are as distribution-agnostic
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Method s=0.1 5s=0.15 5s=0.2 5 =00
unitdirs.  0.238 £ 0.01 0.244 4+ 0.01 0.247 +0.01 0.286 4 0.02
PCA  0.238£0.01 0.376 £+ 0.03 0.373 +£0.03 0.343 +0.03
ICA  0.409 £ 0.02 0.309 £ 0.02 0.311+0.01  0.652 + 0.00
(Ours) IMA  0.295 £0.01 0.302 £ 0.01 0.333 +£0.04 0.266 + 0.12
(Ours) DMA  0.435+0.01 0.411+0.03 0.392+0.02 0.369 £ 0.05

Table 3: Without correlations (s = o0), ICA is able to
recover the components of a classification model. Under
correlations, DMA works best. Mean =+ std. err. of DCI.

as intended. We sample the components of Shapes3D from
a (rotationally symmetric) Gaussian. Additionally, we in-
troduce correlations between multiple components to its
covariance matrix. Details on how covariance matrices are
constructed are given in App. C.3.

First, we study a single pair of correlated components (floor
and background color) with increasing correlation strength
p- Fig. 5a shows that the BetaVAE handles low correlations
well but starts deteriorating from a strength of p > 0.5,
along with ICA. The DCI of our methods is an average con-
stant of 4+0.145 above the BetaVAE’s for p < 0.85. After
this, it returns to the underlying BetaVAE’s DCI, possibly
because the two components collapsed in the BetaVAE’s
embedding space. For Fig. 5b, we gradually add more mod-
erately correlated (p ~ 0.7) pairs to the Gaussian’s covari-
ance matrix until eventually all components are correlated.
Again, our models show a constant benefit over the underly-
ing BetaVAE’s DCI curve. This experiment highlights that
both DMA and IMA perform well with (1) strong and (2)
multiple correlations and (3) Gaussian components.

4.4 DISCRIMINATIVE EMBEDDING SPACES

We highlight that our approach is also applicable to classifi-
cation models that were trained in a purely discriminative
manner, e.g., the feature space of a CNN model. To investi-
gate this setting, we set up an 8-class classification problem
on the Shapes3D dataset, where the combination of the four
binarized components object color, wall color (blue/red vs.
yellow/green), shape (cylinder vs. cube) and orientation (left
vs. right) determines the class as visualized in App. C.4. To
make the setting even more realistic, we artificially add la-
beling noise close to the decision boundary, correlations as
in Sec. 4.2, and a small L2-regularizer on the embeddings to
keep them in a reasonable range. We train a discriminative
CNN with a K=6-dimensional embedding space.

The discriminative loss leads to a clustered distribution in
the embedding space. ICA expectedly works very well in
this highly non-Gaussian distribution, when no significant
correlations are present which is in line with the result in
Thm. 3.2. However, tables turn as we increasingly correlate
the floor and background color: Starting at s = 0.2, DMA
outperforms ICA and the other methods as can be seen in
Tab. 3. While IMA leads to better concepts over the unit

directions, it does not reach the level of DMA. We note that
both ICA and our methods improve again for very strong
correlations, where the setup approaches the case of three
independent components (the other two components being
treated as one) that is easier again. Overall, this demonstrates
that our methods are applicable to purely discriminative
embedding spaces and are more robust to high levels of
correlations than ICA.

4.5 REAL-WORLD CONCEPT DISCOVERY

Last, we go beyond the traditional benchmarks and per-
form realistic concept discovery: We analyze the embedding
space of a ResNet50 classifier (He et al., 2016) trained on the
CUB-200-2011 (Wah et al., 2011) dataset consisting of high-
resolution images of birds. This amplifies the challenges of
the previous sections, i.e., a discriminative space, non-linear
component dependencies of varying strengths across mul-
tiple components, and a large 512-dimensional embedding
space. One restriction of this experiment is that CUB has
no data-generating components to compare against, so we
cannot report DCI scores. However, we qualitatively show
that DMA can deliver interpretable concepts by matching
them to annotated attributes of CUB.

We apply DMA and IMA to discover K=30 concepts of
which the first two DMA concepts are shown exemplarily
in Fig. 6. The images with the highest positive scores on the
first component (on the right) consistently show white birds.
The other end of the component comprises birds whose
primary color is black. This gives a high Spearman rank cor-
relation with the CUB attribute “primary color: white”. The
second concept is similarly interpretable. To quantify this
across all K components, we provide an initial quantitative
evaluation based on the Spearman rank correlation between
components and attributes in App. D.7. It indicates that
ICA and PCA have problems providing such components
and the components identified by DMA usually correspond
more closely to the attributes. The concepts provided by
our method also compare favorably to those identified by
ACE (Ghorbani et al., 2019) and ConceptSHAP (Yeh et al.,
2019). While the construction of further quantitative eval-
uation schemes goes beyond the scope of this work, these
promising results highlight that DMA also works for high-
dimensional, real-world datasets.

S DISCUSSION

We conclude by discussing the limitations of this work and
related approaches and provide constructive guidance on
which approach to choose in practice.

Limitations. In order to overcome distributional assump-
tions, our approach requires other forms of constraints. Most
notably, we suppose that the generative processes comply
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Figure 6: Components discovered by DMA on CUB correlate with interpretable ground truth attributes. Images are ordered
by their concept scores (M e);, and the numbers show their ground truth annotated attribute score.

with the functional properties of Disjoint or Independent
Mechanisms. While they are intuitive and our empirical
results suggest that they are a useful approximation of real-
world images, we acknowledge that these requirements are
not strictly fulfilled in most practical scenarios and the qual-
ity of the results depends on the extent to which these con-
straints are violated. We investigate the robustness of our
methods to violations of the assumptions in App. D.5. Com-
pared to the classical methods such as PCA or IMA, the
gradient-based optimization requires additional resources.
However, the runtime strongly depends on hyperparameters
such as the number of optimization steps. We also show that
improved results can still be obtained time budget compara-
ble to that of PCA and IMA in App. D.5.

Choosing the right approach for concept discovery. Over-
all, our results show that unsupervised conceptual explana-
tions with guarantees are only possible under specific sets
of working assumptions. In this paragraph, we would like to
briefly summarize them and give constructive suggestions
on which approaches are best used when.

* PCA works with uncorrelated components that are or-
thogonally encoded. We believe that the assumption of
an orthogonal encoding is rather unlikely in practice,
even if non-correlation was possible.

* ICA works well under independently distributed com-
ponents but fails under dependent components. We
suggest using this method when there is evidence that
the ground truth components are independent.

* DMA does not require independence, but instead re-
quires a disjoint mechanisms process and a faithful
encoder to this process. This assumption is particularly
suitable for image-generating processes.

* IMA does not require independence as well, but re-
quires a faithful encoder to an independent mecha-
nisms process. The class of independent mechanism
processes is larger and may also cover non-image pro-
cesses (Gresele et al., 2021). However, it requires the
additional NEMR condition. We further empirically
observed that the objective derived from IMA is harder
to optimize for with SGD optimizers.

 Other approaches like ConceptSHAP (Yeh et al., 2019)

and ACE (Ghorbani et al., 2019) also come with cer-
tain restrictions: ACE requires a model that is scale
and shift invariant, while ConceptSHAP is specifically
designed for computer vision models with spatial fea-
ture maps such as ResNet (He et al., 2016). Further,
these approaches come without formal guarantees.

6 CONCLUSION

Summary. We proposed identifiability as a minimal require-
ment for concept discovery algorithms. Furthermore, we
suggested the two functional paradigms of disjoint and in-
dependent mechanisms and proved that they can recover
known components in visual embedding spaces. Extensive
experiments confirmed that they offer substantial improve-
ments on various generative and discriminative models and
remain unaffected by distributional challenges.

Outlook. We believe our work to be a valuable step to-
wards a rigorous formalization of concept discovery. How-
ever, the considered setup can be generalized in the future,
for instance to components that are not linearly encoded.
This would permit even stronger guarantees. While we have
taken a technical perspective here, future work is required
to investigate the effect of improved concepts on upstream
explanations.
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A ADDITIONAL RELATED WORK

Orthogonality constraints and disentanglement for generative models. In the context of generative adversarial networks
(GANs) [Goodfellow et al., 2014], the problem of analyzing and discovering interpretable directions has be studied recently
by Voynov and Babenko [2020]. Ren et al. [2022] propose a contrastive approach to discover interpretable directions using
pretrained generative models. Wei et al. [2021] have proposed an orthogonality regularization of the Jacobian, which resulted
in more interpretable generative abilities. Ramesh et al. [2018] constrain the right-singular vectors of a generator Jacobian
to be unit directions, which corresponds to column-wise orthogonal generator Jacobians. We go beyond these works by
providing rigorous results on identifiability and by extending the scope to a encoder-only models.

B PROOFS
B.1 ROTATIONS DESTROY ORTHOGONALITY LEMMA

We start by first proving an auxiliary lemma. We show that orthogonality of Jacobians, i.e., J JfT = S with a diagonal

matrix S will be destroyed in the general case when a rotation R is applied, such that JrfJ 5, = RJ;J/ RT = RSRT
is not a diagonal matrix anymore.

Lemma B.1 (Rotations destroy orthogonality patterns.) Let S € R¥*X be a diagonal matrix, S = diag (s) with
diagonal entries s > 0 and s; # s;,Vi # j, i.e., all diagonal entries of S are different and positive. Let R € RE*X be any
rotation matrix with R" R = I. If RSR is a diagonal matrix, R must a signed permutation matrix (a permutation matrix
where entries can be £1).

Proof. With RSR" = diag ()1, ... \x), we have for each unit vector e, i = 1,..., K, that
RSR"e" = \e® | 2

We can represent R by its rows, R = [rq,. .., rK]T where each r; € R¥ . In this notation, RTe® = T;, 1.e., multiplication
of the transpose with a unit vector will select the row r;. This results in

RSr; = \;el 3)

Because R is invertible and square, we can left-multiply the equation by R . Using R” e(9) = r; again, we arrive at
Sr; = \ir;. 4)
This implies that all ; are eigenvectors of the matrix S with the eigenvalues ;. By the initial assumption, S'is a diagonal

matrix with all-different entries s,. The eigenvectors of such a matrix are only scaled unit vectors e?). Thus, each r; will be

40 Accepted for the 39" Conference on Uncertainty in Artificial Intelligence (UAI 2023).



3.1 Uniquely Identifiable Conceptual Explanations

a scaled unit-vector. The constraint of R being an orthogonal matrix enforces the r; to be mutually different unit vectors
with length 1. Therefore, R necessarily has the form of a signed permutation. |

Note that the converse is also true. If R is a signed permutation matrix, RSR" will be diagonal.

B.2 PCA ENSURES IDENTIFIABILITY (THEOREM 3.1)

Theorem B.1 (PCA identifiability, Theorem 3.1) Let zx,k = 1,..., K, be uncorrelated random variables with non-
zero and unequal variancecs. Let e = Dz, where D € RE*¥ is an orthonormal matrix. If an orthonormal post-hoc
transformation M € RE*X results in mutually uncorrelated components (2}, ..., 2};) = 2’ = Me, then Me = PSz,
where P € REXK is q permutation and S € RX*X is a matrix where |s;;| = 1 fori € 1,... K.

Proof. Since both M and D are orthogonal, M D = @ is also orthogonal. Our post-hoc transformation resulted in uncorre-
lated components, i.e., Cov(Qz) = Q Cov(x)Q T is diagonal, where T is some diagonal matrix. Thus, Q@ Cov(z)Q is
diagonal, too. We also know that our original components are uncorrelated with unequal variances, i.e., Cov(x) = diag(s)
with s > 0 and s; # s;,Vi # j. Our helper Lemma B.1 then implies that Q must be a signed permutation. Thus,
z/:= Me= MDz = Qz =: PSz, where P € RE*X is a permutation and S € RX*¥ is a matrix where |s;;| = 1 for
iel,...K. O

B.3 ICA ENSURES IDENTIFIABILITY (THEOREM 3.2)

Theorem B.2 (ICA identifiability, Theorem 3.2) Let z, k = 1,..., K, be independent random variables with non-zero
variances where at most one component is Gaussian. Let e = Dz, where D € RE*X has full rank. If a post-hoc
transformation M € RN*N results in mutually independent components (2}, ...,z ) = 2’ = Me, then Me = PSz,
where P € RE*X is a permutation and S € RE*¥ is a scaling matrix.

Proof. (1) We know that 2’ = M Dz =: C’z. Let us start with an additional assumption that both 2’ and z have unit
variances. Then, by Comon [1994, App. A .1], C’" must be orthonormal.

Let us recall the following result

Theorem B.3 (Theorem 11 from Comon [1994]) Let x be a vector with independent components, of which at most one
is Gaussian, and whose densities are not reduced to a point-like mass. Let C be an orthogonal K x K matrix and z the
vector z = Cax. Then the following three properties are equivalent:

1. The components z; are pairwise independent.
2. The components z; are mutually independent.

3. C = SP where S is diagonal, P is a permutation.

Since z fulfills the conditions of this this theorem and 2’ has mutually independent entries, we know that C/ = SP.

(2) We now allow arbitrary variances, i.e., Cov(z’) = A and Cov(z) = T where both covariance matrices are posi-
tive diagonal matrices. 2’ = MDz = C'z = AV/2A-1/2C'T'/2I'~1/2z =: AV/2C"T~'/22. This is equivalent to
(A~1/22") = C"(T'~1/22). These rescaled random vectors both have unit variances, so (1) implies that C” = S’ P’. We
can plug this back into the previous equation and see that 2’ = AY/2C"T~'/2z = A1/28'P'T /22 =: P’S" 2. Thus,
2/ = Me =MDz = P'S"z, where P’ ¢ RE*X is a permutation and S§” € RE*¥ is a scaling matrix. O

B.4 TRANSFER LEMMA

DMA and IMA are based on structures in the Jacobian of the generative process. To be able to use them in the encoder and
ultimately discover concepts, we first show that if an encoder mirrors the behavior of the generative process, up to a rotation
and scale, its Jacobians must also mirror the Jacobians of the generative process.

Lemma B.2 (Transfer lemma) Let f be a faithful encoder for the generative process g and further f o g(z) = PSz

Vz € Z where P € RE*E is g permutation and S € RE*¥ is a diagonal matrix. Then J¢(g(z)) = P'S'Jg(z)" where
P’ ¢ REXK js a permutation and S' € R¥*¥ is a diagonal matrix.
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Proof. Let z € Z be arbitrary. (f o g)(z) = PSz implies J¢(g(z))Jg(z) = PS. Since f is faithful to g, S has full rank,
ie, S =diag(ay,...,ax) withay € Ry, k=1,... K.

Now, let us write J(g(2)) = [v1,...,vk]" with v; € RE. Similarly, we can write Jy(2) = [wy,..., wx] with
w; eREi=1,... K.

Let us focus on an individual row of Jy¢, i.e., let k € {1,..., K} be a fixed index of a row. Since J¢(g(z))Jg(2z) = PS
and P is a permutation matrix with exactly one 1 per row, there is precisely one column index &’ such that the k-th row
and k’-th column of PS is non-zero. This setup allows drawing certain conclusions about the vector vg. Let j = 1,..., K
denote an arbitrary column of P.S. Then,

(i) if j = K, then v wyr = ax # 0. In consequence, vy # 0, wy # 0 and so we can decompose vy, = ay, + by, where
ay € span({wy:}) \ {0} and by, € span({w}})*, where + denotes the orthogonal complement. Because span({wy}) =
Qg

\

{pwy | € R}, we know that ay, = Tw TE Wk’
712

(ii) if j # k', then v w; = 0. With (i), it follows that by, € span ({wy, ..., wx})" = span(J,(2))~.

Since f is faithful to g, we know that for each ¢ € span(Jy(2))*, J;(g(2))c = 0 ant therefore J;(g(z))bs, = 0 This

demands that the k-th component of the product is also 0, i.e., viby, = (ai + bk)Tbk = a;,rbk + b,;rb;C = 0. By design ay,

and by, are orthogonal such that immediately follows b;, = 0 Hence, vy, = a; + 0 = H’u‘iiklwwk/ + O for our selected row k.
115

Globally, this means J¢(g(z)) = P'S’J4(z) ", with some scaling matrix S’ and permutation matrix P’. O

B.5 DISJOINT MECHANISMS ENSURE IDENTIFIABILITY (THEOREM 3.3)

Theorem B.4 (Identifiability under DMA, Theorem 3.3) Let g have disjoint mechanisms and f be a faithful encoder to
g. If a full-rank post-hoc transformation M € RN results in disjoint rows in the Jacobian M Jy(g(z)) for some z € Z,
then Me = PSz, where P € R¥*X is a permutation and S € R¥*¥ is a scaling matrix.

Proof. We know that f o g = D and D has full rank. Since M also has full rank, there exists a non-singular matrix E’
such that M = E’D~'. We can rewrite E' = SE, where E has normalized rows and S is a diagonal matrix.

Since D~! f o g = I and g is DMA, we can apply the transfer lemma (Lemma B.2). It implies that D~*J(g(z)) has
orthogonal rows.

Suppose now for contradiction that E was not a permutation matrix. This means that without loss of generality the first
row must contain at least two columns whose entries are not equal to zero. Since E has full rank, there must be a second
row with a non-zero entry in at least one of these columns. Since D~1J¢(g(2,)) has disjoint rows, SED 1 J¢(g(2,)) =
M J¢(g(z,)) can no longer have disjoint rows. This contradicts the assumption. Hence, E must be a permutation matrix P.
This give 2/ = Me = PSD 'Dz = PS=z. d

B.6 INDEPENDENT MECHANISMS ENSURE IDENTIFIABILITY (THEOREM 3.4)

Theorem B.5 (Identifiability under IMA, Theorem 3.4) Ler g adhere to IMA. Let f be a faithful encoder to g. Suppose
we have obtained an f' = M f with a full-rank M € RX*X and orthogonal rows in its Jacobian Iy (g(2)), ie,
I (g(2))d (9(2))T = 2(2) where 3(2) is diagonal. If additionally for two points z4, z, € Z and vy; = g:gz)) and
Vi,j = 1..K,i# j:v; # v (NEMR condition), then Me = PSz, where P € RX*X is a permutation and S € RE*K
is a scaling matrix.

Proof. We know that f o g = D and D has full rank. Since M also has full rank, there exists a non-singular matrix F
such that M = ED~'. We will now show that the solution set of E can be constrained to be a permutation and scaling
operation in three steps.

(1) Jy is orthogonal, i.e., B(z) = (MJy(g(2.))(MJI;(g(z)T = (ED~'J;(g(z))(ED~"Jy(g(=))" =
E(D'J¢(g(24)) (D J4(9(24))) TET. Since D~1f o g = I and g is DMA, we can apply the transfer lemma
(Lemma B.2) and know that D~1J;(g(z,)) must have orthogonal rows, i.e., (D~ J;(g(24))) (D J(g(24))) " = Tas
where T, is some diagonal matrix with full rank. Substituting this back into the previous term, ¥(z,) = ET,ET. The
same holds for 2y, i.e., £(2) = ET,ET.
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(2) We’ve seen in (1) that both 3(z,) and T',, are the results of quadratic forms. Hence, their entries are all positive, and
strictly positive because they have full rank. Thus we can define @ := E(ZG)*I/ZEI‘}/Q. Dueto (1), QQT =1, ie.,Qis
orthogonal. It is easy to see that E = E(za)*l/ ZQI‘}/ % In other words, EZ must be a (twice) scaled orthogonal matrix.

(3) From (1) we get that

3(2,)%(2) "' = ET,E"(ET,E")™! &)
$(24)8(2) ' = ET, I, 'E™! (6)
E'Y(2,)E(2) 'E =T,I;" @)

Now we can insert the result from (2)
[,12Q7%(2,)?2(24) () ' B(2,) " /2QTY? =T, T, 8)
Q"E(2,)?2(24)2(2) ' 2(20)"V?Q = TV/?T, T, T, /2 )
Q'2(2,)2(z)'Q=T,T;"! (10
an

Due to the NEMR condition, X(z,)X(2;) 7! is a diagonal matrix with unequal positive entries. We can thus apply
Lemma B.1 which implies that Q = PS where P is a permutation and S a diagonal matrix. Inserting this back into
(2) gives E = ZJ(za)*lﬂ(;)l"(l/2 = Z](za)*l/QPSI‘,ll/2 = PS’, where S’ is a diagonal matrix. Hence, 2’ = Me =
PS'D 'Dz = PS'z. O

In the next section, we discuss how the proofs can be turned into analytical solutions to discover the ground truth components.

B.7 ANALYTICAL SOLUTIONS TO CONCEPT DISCOVERY
B.7.1 Disjoint Mechanisms

Under a perfect DMA process g and a noiseless faithful encoder f to g, we can compute an analytical solution for M that
will result in an encoder f/ = M f that is compliant with the DMA criterion, i.e., disjoint rows in its Jacobian. Suppose we
are provided with a gradient matrix of f, J¢(x,) € RE*L. We propose the following steps:

RKXK

1. Select a submatrix J,.q € of K linearly independent columns in J;(x, ), such that det(J,¢4) # 0.

2. Compute and return M = J !

reg

3. This will result in f* = M f having disjoint rows in its Jacobian.

Proof. J(z,) must be of the form Jy(z,) = H 'J(x,) for such an M to exist, where J- is the Jacobian of an
encoder f* with disjoint rows and H has full rank. J,.., can be written as J,..; = H‘lJf*Jeg, where J g« ¢4 is a square
submatrix of Jy+ with the same selected selected columns. The submatrix J s« ;.4 also will be of to be of full rank because
it can be written as H J,..4, which are both full rank. Because of the DMA principle, J = .4 again needs to be of the form
P S with one component active in each column. Furthermore, M = J,,.‘e}] = (H7'PS)"! = S~1P~'H. As the inverses
of scaling and permutation matrices have the same respective form again, M H~! = §'P’. Therefore, f' = S’ P’ f*,
maintaining its disjoint Jacobians.

B.7.2 Independent Mechanisms

Suppose we are given matrices X(z,) = Jf(za)Jf(zo)" = DT, (DY) T and B(2p) = J¢(xp)J () " . We then
apply the following steps

1. U = inverse(cholesky(X(z,))
2. V = eigenvectors(UX(2,)UT)
3.retun H=VTU
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Algorithm 1: DMA concept discovery with SGD.

Input: encoder f, images {x,,}n=1,.~
Jacobians «<— Gradient(f, {z,, },=1,... n).detach()
M < K-dim identity matrix
for L epochs, J¢(x) € Jacobians do
U+ [MJg(x)] // No absolute value operation here for IMA
U < row-normalize U
loss + |[UUT — Ik||r
loss.backwards() // Optimize M
end
return M/

Algorithm 2: DMA concept discovery with SGD (determinant loss).

Input: encoder f, images {x,, }n=1.. N
Jacobians < Gradient(f, {x,, }n=1,... n).detach()
M < K-dim identity matrix

for L epochs, J¢(x) € Jacobians do

U« [MJg(x)] // No absolute value operation here for IMA
V«Uuu'
loss < log ([ [, Vi:) — logdet (V)
loss.backwards() // Optimize M
end
return M

The first step implies that U~'U~T = 3(z,) and that UX(2,)UT = I. We have thus identified the matrix E from
step (2) of the identifiability proof, which has the form U = AY/2QT,, Y20 In step two we compute UX(2,)U T =
AV2QT, V1, T, /*QTAY?2 = VRV, where R holds the eigenvalues. Accordingly, by left and right multiplying
with V', we observe that (VTU)Z(z,)(VTU)T = R, i.e., (VTU) solves the orthogonality problem for (z;). We can
easily verify that H = V' TU is also a solution for 3(2,) by computing V'UX(2,)U "V = I. By the identifiability
result, H = VU = APM, a scaled and permuted version of D1, if the additional gradient ratio condition is fulfilled
with &, and x;.

B.8 ALGORITHMS

We present the SGD optimization for DMA in Algorithm 1. Note that the algorithm for IMA optimization via SGD can be
obtained by just omitting the absolute value operation in the line indicated by the comment. For the smaller toy datasets,
we experiment with a version of the algorithm that uses the determinant (see Algorithm 2), similar to the objective put
forward by Gresele et al. [2021]. As the determinant operation is hard to backpropagate through and might be unstable, we
recommend Algorithm 1 for real-world applications and observed no significant performance differences on the datasets
studied in this work.

B.9 EXTENDING GRADIENTS TO GENERAL ATTRIBUTIONS

We make an initial attempt to generalize our method, considering gradients as a simple form of attribution method. Intuitively,
Js = Vz(f(x)) contains input gradients (termed grad in the remainder) which can be thought of as a simple form of
attribution for each component [Simonyan et al., 2013, Shah et al., 2021]. Thus, on a more general level, our proposed
approach optimizes for the disjointness of attributions. Thus, we may use other forms of homogeneous attributions in place
of J. These are local attribution methods Ay : RE — RX*E for the encoder f with Aprg(z) = M Ag(x) that map an
instance @ to a matrix of attributions for each latent dimension. Besides the above input gradients, this class contains other
popular methods such as integrated gradients (IG) [Sundararajan et al., 2017] and smoothed gradients (SG) [Smilkov et al.,
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(a) Random samples in the FourBars dataset. (b) Random samples in the ColorBar dataset. (c) Disentangling gradients of
synthetic datasets with SGD.

Figure 7: Random samples drawn from the synthetic datasets (a,b). On the FourBars dataset, IMA fails to iterate towards a
disentangled solution, because the non-equal magnitudes condition is violated. However, IMA converges on the ColorBar
dataset, although at a slower rate (c)

2017] (because these methods are linear in f). Thus, we can formulate a generalized disjoint attributions objective:

N
min E
M
n=1

We indicate the row-normalization operation by the overbar, and denote by || the element-wise absolute values operation.
Without the absolute value operation this results in the independent attributions objective.

‘MAf(x)‘ ‘MAf(x)‘T Ik (12)

F

C EXPERIMENTAL DETAILS

We report the most important implementation details for our experiments in this section. Please confer the actual implemen-
tation available online' for full information.

C.1 SYNTHETIC DATASETS

We show random samples from both datasets in Figure 7. We provide an additional graphics with the behavior on the
synthetic datasets in Figure 7c. They show that SGD exhibits a convergence behavior as predicted by our theory and
comparable to the analytical solutions (shown in the main paper).

C.2 ARCHITECTURES

For the disentanglement models, we use the implementations provided by the open source li-
brary disentanglement-pytorch’. For the evaluation measures, we use the implementation of
disentanglement_1lib® with their respective default parameters. We use a simple encoder and decoder ar-
chitecture, that consists of five and six feed-forward convolutional layers respectively and relies on the ReLU activation
function.

C.3 CORRELATED SAMPLING

In this paper, we use two methods to introduce correlations between the ground truth components. Both methods rely
on proportional resampling: We first draw a batch that has multiple times the final batch size (we use factors from 3-6

'https://github.com/tleemann/identifiable_concepts
thtps ://github.com/amir—abdi/disentanglement-pytorch
3https ://github.com/google-research/disentanglement_lib
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Figure 8: Exemplary correlated densities of the components floor color and object scale under the correlated sampling setup
of Gresele et al. [2021] (a — ¢) and with our Gaussian sampling (d — f). The correlation strength is indicated on top. Purple
denotes a low and yellow a high density.

depending on the non-uniformity of the distribution), then compute the (non-normalized) probability of each sample under
a given distribution over the component values, and then resample a final batch (with replacement) proportional to these
probabilities.

The two methods differ in the probability distribution assigned to the component values. The first setting (used in Sec. 4.2)
uses the approach of Triuble et al. [2021]: As visualized in Fig. 8(a) to (c), we pick two components z; and zs, create
the grid of possible values, and then lay a diagonal line over this grid. Along this line, we set a normal distribution with a
standard deviation s. A higher s means that the distribution gives a higher probability to more component combinations of
the grid, whereas a smaller s is more restrictive. Mathematically, it is defined by Triduble et al. [2021] as:

(21 —om)” az2)2> : (13)

p(z1, 22) x exp (— 552

where v = 2" /z** brings the components to a same scale and s is similarly normalized to the maximum values that
z1 and z3 can take. The remaining components z;,¢ > 2, are marginalized out of this distribution and thus continue to be
sampled uniformly at random.

This setting is limited to one pair of components and also introduces a non-Gaussian distribution over all components. To
tackle these limitations and thus to make the distributional challenge harder, we use a different probability distribution in
Sec. 4.3. Here, we lay a normal distribution over all components, i.e., z ~ N (1, X), where i is centered in the middle of

the possible values, i.e., u = . ¥ is similarly normalized, since we decompose it into ¥ = diag(c?)I". The vector

max min
zZ —Z

2
o € RE, gives standard deviations for each component via 02 = ("*B&) ? such that the distribution stretches across the
grid of possible values. Note that the 4-0.5 is because the values are assumed to be zero-indexed. I' is a correlation matrix
with 1 on its diagonal. In the first experiment in Sec. 4.3, we correlate only one pair of variables and set their corresponding
off-diagonal entries in I to p. Fig. 8 (d) to (f) show the corresponding marginal distributions of these components. In the
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Figure 9: The decision tree setup that we use for the discriminative classification problem. Each image is assigned one out of
eight class labels y according to the following decision tree.
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second experiment, we fill I with several correlations in the following order:

z1 1 4 12 14 9

22 11 5 10 6

23 3 8 15

24 13 7 S
zZ5 2

Z6

where the component order of the rows and columns is z; = floor_color, zo = background_color, z3 =
object_color,z4 =object_scale, z; =object_shape, 26 = orientation. Here, itis important to ascertain
that the covariance matrix stays positive definite. Thus, we start with p = 0.7, check if the lowest eigenvalue of X is at least
0.2, and if not, reduce p by a factor of 0.9 until the eigenvalue fulfills this property. While technically it would be enough to
have the smallest eigenvalue anywhere above 0, we found that 0.2 helps in numerical stability, for instance when inverting
the covariance matrix to compute the multivariate normal distribution density.

C.4 DISCRIMINATIVE SETUP

The decision tree that is used to generate the class distribution is shown in Figure 9. It relies on 4 (binarized) components.
We trained a simple CNN classifier for this problem using the cross-entropy loss. In addition to the classification loss terms,
we add a regularizer ||z||2, which constrains the latent codes to not grow arbitrarily large, during training. To create a
realistic setup, we subsample the dataset to follow a normal distribution as shown in Fig. 8d. We also add label noise near the
decision boundary: For objects which have an orientation that is nearly centered, we follow each branch (left/right) with a
probability of 50 %. With increasing left-orientedness, the probability of following the left branch increases to almost 100 %
in form of a sigmoid function over the actual orientation. We follow the same procedure for the remaining features. We train
the classifier for 10k iterations at a batch size of 24 and verify that it reaches an accuracy close to the best-possible one
taking the mislabeled samples into account. We add correlations by increasing the chance of the the factors obj. color and
floor color taking the same binary value. We use our disjoint attributions approach to find a H € R**% matrix that should
map the 6-dimensional latent space of the model to the four binary concepts that are used in the classification task. For the
unit directions, we take the first four unit directions of the latent space, for PCA and ICA, we take the most prominent four
components discovered for the evaluation with the four annotated ground truth concepts.
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C.5 EVALUATION SCORES

Several scores to quantify disentanglement have been proposed in the literature and often emphasize a different aspect
of disentanglement [Sepliarskaia et al., 2019]. Among the most common scores is the Disentanglement-Completeness-
Informativenss score (DCI) by Eastwood and Williams [2018]. In their work, they propose a metric to measure Disentangle-
ment, that relies on training predictors Z; = f;(e) to predict each individual ground truth component z; from the learned
latent representation e. Furthermore, they compute normalized importance weights P;;, that quantify how important learned
component e; is for predicting the ground component z;. The disentanglement metric computes a row-wise entropy over the
P-matrix, which assigns a score of 1, if the learned component e; is useful for predicting only a single factor and as score of
0, if it is equally useful for predicting all factors. Other commonly used metrics include the Mutual Information Gap (MIG)
[Chen et al., 2018], Separated Attribute Predictability (SAP) [Kumar et al., 2018] and the FactorVAE metric [Kim and Mnih,
2018]. However, it is unclear which of these metrics (or if any) also provide useful results in the correlated setting Triuble
et al. [2021]. Therefore, to compute the reliable evaluations, we train the model (and the post-processing methods such as
PCA, ICA, IMA, DMA) on the correlated dataset, but compute the metrics on samples from the full, uncorrelated datasets
to avoid distortion in our scores. Triduble et al. noted that the DCI scores were able to discover entanglement between 2
variables [Trauble et al., 2021, Figure 11, Appendix], whereas most other metrics failed even in this case. Therefore, we
mainly rely on this score for our experiments but also report results corresponding to Sec. 4.2 for the other scores that show
a similar picture in this appendix (Appendix D.4).

C.6 CUB EXPERIMENTS

CUB-200-2011 is a fine-grained dataset containing a total of 11,788 images of 200 bird species (5994 for training and 5794
for testing). We trained a ResNet-50 with two fully-connected (fc) layers (the second fc layer served as a bottleneck layer
and took 2048-dim feature vectors as input and output 512-dim ones) on CUB for 100 epochs using a SGD optimizer with an
initial learning rate of 0.001. The input images were center cropped to 224 x 224 pixels. Trained on a standard cross-entropy
loss, the ResNet achieved a classification accuracy of on average 77.47% on five random seeds, indicating proper training.
After training the classifier, we applied our proposed method to discover components in the embedding space.

CUB provides no ground-truth components since it is a real-world dataset. It does, however, contain 312 attributes
semantically describing the bird classes, e.g., wing color or beak shape. These attributes have no guarantee to be complete,
but they offer 312 interpretable components. This allows for an attempt to quantify whether our discovered components are
interpretable and meaningful by comparing whether they match some of these interpretable ones.

Formally, we are given a set of image feature embeddings {e,, },=1,... N, €n € RZ and a matrix H = (h1,...,hg) €
RE*K that contains the directions of discovered components (I = 512, K = 30). A score s* of n-th image for the
k-th discovered component can be calculated by projecting the feature embeddings on that component direction, i.e.,
sk = (e, hy). One pitfall is that s* can be negative, indicating, e.g., a non-black bird for the component "primary color:
black", but this opposite attribute is usually encoded in a separate attribute in CUB, e.g., "primary color: white". Thus, we
separate the negative and positive values into two components (where we set values of the opposite sign to 0), resulting in

2 - K positive scores for each image.

To compare these component scores with the attributes, we make use of the numerical attribute values provided in CUB.
First, we average the 2 - K component values of all images of a class, to be comparable with the class-wise attributes
provided by CUB. This gives us a numerical 2 - K dimensional component description and a 312 dimensional attribute
description per class. Now, we match the discovered components to the attributes. We compare each discovered component
to each attributes via the Spearman’s rank correlation coefficient and consider the attribute with the highest score to match
the component. These are the matches used in Sec. 4.5. We further use the (average) Spearman’s rank correlation across
all components to their best-matching attributes to quantify how well the components match to interpretable attributes in
Appendix D.7.

C.7 HYPERPARAMETERS FOR THE DISENTANGLEMENT MODELS

We orient our hyperparameter ranges by the works of Trduble et al. [2021], Locatello et al. [2019]. The exact ranges
are provided in Tab. 4. We find the best hyperparameters in the ranges for each correlation strength/dataset/model triple
separately. Then we train five models from independent seeds to run our experiments. We use the Adam optimizer for all
model with a learning rate of 10™4, batch size of 64 and train for 300k iterations (equiv. to 40 epochs on Shapes3D).
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Model Ranges
BetaVAE Be{1,2,4,6,8 16}
FactorVAE v € {5, 8, 10, 20, 30, 40, 50, 100}
BetaTCVAE B e{1,2,4,6,8,10}
DIPVAEI Xoa € {1,2,5,10,20,50}

Table 4: The hyperparameter ranges considered in this work.

Dataset MPI3D-real
Correlated background & background &  robot arm dof-1 &
components object color robot arm dof-1 robot arm dof-2
BetaVAE  0.340 + 0.027 0.277 £ 0.026 0.300 £ 0.046
+PCA  0.116 £ 0.008 0.174 £+ 0.021 0.154 £ 0.015
+ICA  0.237 £+ 0.042 0.205 £ 0.023 0.180 £ 0.021
+Ours (IMA) 0.355 +0.033 0.349+0.015 0.337 +0.038
+Ours (DMA)  0.334 £ 0.025 0.317 £0.028 0.278 £ 0.030
FactorVAE  0.205 4+ 0.022 0.239 +0.017 0.171 £ 0.005
+PCA  0.179 £ 0.010 0.234 £0.012 0.171 £ 0.006
+ICA  0.066 & 0.009 0.090 £ 0.006 0.073 £0.011
+Ours (IMA)  0.201 £0.019 0.226 £ 0.010 0.191 £0.011
+Ours (DMA)  0.184 £0.013 0.218 £ 0.016 0.180 £ 0.013
BetaTCVAE 0.383 +0.022 0.359 +£0.026  0.309 + 0.036
+PCA  0.356 + 0.022 0.328 £0.017 0.295 £+ 0.038
+ICA  0.245 4 0.041 0.260 £ 0.024 0.170 £ 0.045
+Ours (IMA)  0.323 £ 0.025 0.316 £ 0.029 0.271 £ 0.033
+Ours (DMA)  0.327 £ 0.027 0.325 £ 0.025 0.272 £0.033
DipVAE  0.235 £ 0.019 0.181 £+ 0.049 0.232 £ 0.040
+PCA  0.090 + 0.005 0.088 £0.028 0.091 £0.011
+ICA  0.234+0.019 0.180 £ 0.048 0.232 £ 0.041
+Ours (IMA)  0.230 £ 0.022 0.182 £ 0.048 0.230 £ 0.042
Ours (DMA) 0.249 +£0.026 0.188+0.049 0.253 £+ 0.051

Table 5: MPI-3D dataset: Mean = std. err. of the DCI scores (across all components of the dataset) of several models and
post-hoc methods applied to their embeddings. Columns show which pair of components was correlated during training.

For the optimization of the post-hoc disentanglement problem, we use slightly different hyperparameters. We use the
RMSProp optimizer with learning rate of 10~ and a batch size of 48.

C.8 DETAILS ON THE INTRODUCTORY EXAMPLE

The introductory example is inspired by a real explanation generated for a missclassification of the ResNet50 model
pretrained on the ImageNet [Russakovsky et al., 2015] dataset delivered with the popular pyt orch [Paszke et al., 2017]
package. Using the approach devised by Leemann et al. [2022], we use the individual neurons of the classifier’s last-layer as
concepts and describe them by words. We obtain the conceptual explanation shown in Figure 10. We simplify the explanation
for the motivational figure and give the concepts relatable names. However, the gist of the example stays the same.

D ADDITIONAL RESULTS
D.1 RECONSTRUCTION QUALITY

As a check, we investigate the reconstruction quality of the disentanglement models. For the 3D shapes, the reconstruction is
very high, but we observe some more serious reconstruction errors on the MPI-3d dataset (see Appendix D.2). Figures 11 and
12 show the original images on the left and the reconstructions of a randomly chosen BetaVAE on the right. On Shapes3D,
the BetaVAE is able to reconstruct the image from its embedding representation. On MPI3D-real, it is able to reconstruct the
big image parts shared across many pictures (ground, background stripe and background), but becomes blurry in the smaller
and more nuanced robot arm and object shapes. This indicates that the information on these components might not be stored
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Prediction: jack-o-lantern No. | Top Concepls_ (jack-o-lal.llen?) _ Weight Act. candles, burning, flame, fire,
True class: traffic light 2 candles, burning, flame, fire, fires (rating: 2.28) 0.24 1.92 fires (rating: 2.28)
4 batting helmet, patella, spinal column, hindquarter, | 0.14 1.68

passenger car (rating: 2.09) pe
8 birds, flamingo, new world blackbird, duck, october | 0.22 0.74
(rating: 2.04)

1 A
No. | Top Concepts (traffic light) Weight Act. =
1 stoplight, traffic light, traffic, boulevard, transporta- | 0.28 1.04 ! [.'-
tion system (rating: 2.04) b bl
2 candles, burning, flame, fire, fires (rating: 2.28) 0.15 1.92 \ \ V) »
/ 4 towers, buildings, condos, lamppost, building (rat- | 0.19 1.18 g P
/ _) ing: 1.93)

Figure 10: Original local conceptual explanation of the missclassification. We find that the most activating concept “candles,
burning, flame...” activates for very dark images. This concept is also highly activated for the traffic light example. We
cleared up the description of the concepts for the motivational figure.

Figure 11: Random example images (left) and their reconstructions (right) of a BetaVAE on Shapes3D.

in the embedding space and is thus hardly disentanglable. A longer training (800k instead of 300k iterations) did not resolve
the issue. The issue might arise, following Gondal et al. [2019], because the input images were scaled down to 64x64 pixels
making the detailed objects hard to perceive, and because the same architecture as in the Shapes3D experiments was used,
which might not be expressive enough.

D.2 RESULTS FOR THE MPI-3D DATASET

In addition to 3Dshapes, we use the challenging MPI3D-real dataset [Gondal et al., 2019], which consists of realistic images
of a moving robot arm. It is by far more challenging, as the component is only present in a small portion of the images, and
the data consists of real photographs. We report the results on this dataset in Table 5. We saw low disentanglement scores
of both the base and post-hoc models on MPI3D-real compared to the performance on Shapes3D. This implies that the
embedding spaces of the VAEs was not trained well. In fact, this is supported by the reconstruction quality considerations on
both Shapes3D and MPI3D-real. Because our approaches are based on the given embeddings, they also struggle when they
incorrectly reflect the sample.

D.3 CORRELATION STRENGTHS AND ATTRIBUTION METHODS IN FIRST EXPERIMENT

In this section we provide additional ablations for the rectification experiment in Sec. 4.2. We investigate the impact of the
choice of attribution method (Appendix B.9) and the correlation strength s. The values (DCI scores) are shown in Tab. 8. As
expected, our approach offers the highest gains over the baseline when the correlation is higher. Starting at s = 0.4, our
runs start to reliably outperform the baselines. Regarding the attributions, there is no clear picture, but Grad and SG seem
to yield good results more stably across runs. DMA usually outperforms IMA, which supports our theoretical results on
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Figure 12: Random example images (left) and their reconstructions (right) of a BetaVAE on MPI3D-real.

identifiability.

D.4 FURTHER DISENTANGLEMENT METRICS

Tables 9 — 11 show the results of the experiment in Sec. 4.2 measured in the alternative metrics MIG, FactorVAE and SAP
score. For MIG, we see similar results as for DCI in Table 2 and in Table 5. The results in FactorVAE and SAP score are
slightly inferior but our approach still improves over the baseline in many setups. We also compute the disentanglement only
on the two correlated components for the first pair of factors in Table 7. This emphasized the improvement introduced by
our IMA and DMA approaches.

D.5 RUNTIMES AND FURTHER ABLATION STUDIES

Runtime. Runtime can be an important concern for algorithms in explainable Al, for instance when they are to be deployed
on embedded devices. We therefore report the runtimes required to obtain the results shown in Table 2 here:

Algorithm PCA ICA Ours-DMA  Ours-IMA
Runtime (sec) 316 £38 320+44 1140+97 1017 £ 121

For our SGD-based optimization, we note that the user can choose how many optimization steps are executed. In the present
work, we chose 20000 steps to make sure that the optimization has converged. Using these settings, the runtime of our
algorithms is approximately 3 times as high as that of the baseline. We think that this is not prohibitively more expensive.
However, convergence of the optimization is usually achieved much quicker.

Effect of less SGD iterations. To ablate the behavior of our approach with a smaller runtime budget, we rerun all the
approaches in Table 2 using only 8000 iterations, making the runtime approximately equal across methods. We report the
DCI scores as in the original table in Table 6 and see that our DMA approach still outperforms all the baselines in 10 of 12
settings. Thus, even when runtime is an important concern in the evaluation, our approach can still yield competitive results.

Robustness with respect to noise. While IMA covers a more general class of functions, we empirically observed superior
performance for DMA in most experiments. We therefore hypothesize that the performance difference stems from the
behavior of IMA and DMA under noisy gradients and from the approximate optimizers that we use. We conduct an ablation
study to obtain further evidence for these hypotheses. We modify the FourBars dataset to fulfill NEMR by adding varying
magnitudes of the component gradients in the rows of J;(g(x)). This dataset is now solvable by both IMA and DMA. We
then add noise to the analytical gradients. We perform a fixed number of 500 SGD steps of Algorithm 2 and otherwise use the
same optimizer parameters as in the main paper. We obtain the DCI curves across different noise levels shown in Figure 13.
Without noise, both algorithms find disentangled solutions with DCI scores >0.9 (practically perfect disentanglement when
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Dataset Shapes3D

Correlated floor & orientation & orientation & Correlated floor vs.
components background background size factors background
BetaVAE  0.497 £0.03 0.581 £ 0.04 0.491 £0.05 BetaVAE  0.579 &+ 0.089
+PCA  0.263+0.03 -47% 03104002 -47% 0.324+0.04 -34% sPCA  0.291 + 0.033
+ICA 0.574+0.04 +16% 0.540 £ 0.08 -7% 0.577£0.04 +17% +ICA 0.435 + 0.076
+Ours (OA)  0.533 £0.11 +7:/r 0.594 £+ 0.04 +3Z{ 0.576 £ 0.03 +l7‘r/é +IMA-SGD  0.738 & 0.072
+Ours (DA) 0472 +0.14 -5% 0.633+0.05 +9% 0.617+0.03 +206% +DMA-SGD 0.868 + 0.025
FactorVAE  0.507 +£0.11 0.502 £ 0.08 0.712 +0.01

FactorVAE  0.684 +0.163

PCA 0.358 +0.07 -29% 0.474 +0.05 -5% 0.556 £+ 0.03 -22%
* ‘ S ‘ +PCA  0.526 + 0.136

+ICA  0.294+0.07 -42%  0.263+£0.05 -48% 0.340£0.03 -52%

+Ours (OA) 05394004 +6%  0.498+003 -1%  0.568+006 -20% +ICA 0.363 +0.097
+Ours (DA)  0.567 £0.07 +12% 0.5314+0.04 +6% 05714002 -20% +IMA-SGD  0.779 £ 0.063
+DMA-SGD  0.847 £ 0.072
BetaTCVAE ~ 0.619 = 0.01 0.613 & 0.04 0.659 + 0.01
+PCA  0.4004+0.03 -35% 0.421+0.07 -31% 0.450+0.07 -32% BetaTCVAE  0.589 £ 0.005
+ICA  0.540£0.02 -13% 0497+0.04 -19% 0.627£0.02  -5% +PCA  0.388 +0.046
+O0urs (OA)  0.6354+0.04  +3%  0.648+0.03 +6% 0.682+£0.02  +4% +ICA  0.609 + 0.065
+Ours (DA)  0.644+0.01 +4% 0.659+0.02 +8% 0.724+£0.02 +10% +IMA-SGD  0.876 + 0.027
DipVAE  0.631 +0.02 0.652 = 0.02 0.548 + 0.04 +DMA-SGD  0.754 + 0.127
+PCA  0.158+£0.01 -75% 0.160+0.02 -75% 0.170+0.02 -69% DipVAE  0.615+0.114
+ICA  0.630+£002 0% 0.651+002 0% 05424003 -1% +PCA 0429+ 0.169
+Ours (OA)  0.640+£0.01  +1%  0.6214+0.02 -5% 05454005  -1% HICA  0.585 & 0.024
+Ours (DA) 0.683+£0.01 +8% 0.676+£0.01 +4% 0.591+0.06 +8% +IMASGD  0.798 % 0.099

+DMA-SGD  0.782 £ 0.009

Table 6: Using 8000 instead of 20000 SGD iterations: Mean =+ std. err.

of the DCI scores of post-hoc methods applied to the embedding spaces  Table 7: Mean =+ std. err. of the DCI scores

of four disentanglement architectures with different pairs of correlated  of four post-hoc methods applied to the em-

variables. Our DMA method still yields competitive results even with  bedding spaces of four disentanglement mod-

fewer SGD steps. els on two datasets with different pairs of
correlated variables. The DCI is computed
across the two correlated components of the
dataset.

evaluated on traversals). When we add noise, the disentanglement scores decrease as the working assumptions now only
hold approximately. At a noise level of 0.1, the actual gradients shown in Figure 3a are hard to see already with bare eyes.
At each point there is a small but consistent gap between the performance of IMA and DMA, indicating that the DMA
objective often finds better solutions with the standard SGD optimizer pipeline. This matches our empirical findings of the
real data experiments.

D.6 QUALITATIVE RESULTS ON SHAPES3D

In this section, we want to show another traversal plot like the one in Fig. 4 and more thoroughly analyze its latent space.
We chose another architecture (BetaTCVAE) and s = 0.2 with the usual correlated factors floor color and background color.
Out of the 5 independent runs, we selected the one with the highest DCI score (of the base model) for the analysis.

Linear entanglement matrix. To study which factors are encoded in which latent dimension, we compute a matrix of
linear entanglement. By our linear entanglement hypothesis, 2/ = Dz, where the matrix D = [d;,--- ,dg]| € REXK
contains the directions d; € R¥, in which the ground truth concepts are encoded. Changing the component i (entry z;) by
one unit will change the resulting embedding by d;. To find these d;, we take the factors at the origin of the traversal plot
and alter only a single component 7. We then encode the image corresponding to that change, and measure the change in
embeddings to find the linear direction d; that the corresponding component is encoded in (to be precise, we sample several
changes and take the largest eigenvector of the embedding changes covariance). Thus, we can estimate the matrix D. An
example is shown in Fig. 14a and provides evidence that linear entanglement is possible when training autoencoder models
from correlated data.

To estimate which factors are changing when a unit direction of the (plain or post-processed) embedding space is followed
(a change in z;), we can invert the equation to z = D~!2’. The columns in D! correspond to the change in ground truth
components that going one unit in the latent space coordinate 4 will entail. We refer to this matrix D ™!, that shows which
ground truth components will be altered by moving along one latent dimension as linear entanglement matrix.
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Figure 13: Robustness of optimization to noisy gradients. We use a variant of the FourBars dataset that can be identified
both by IMA and DMA (the NEMR condition holds) and add noise of increasing magnitude to the analytical gradients.
While the disentanglement scores (DCI) decrease for both methods, we observe that the performance of IMA under noise
is slightly worse than that of DMA. This may be one factor contributing to the weaker overall performance of IMA as
compared to DMA.

Figure 15 shows the traversals along with the corresponding linear entanglement matrices that correspond well to the
changes observed. For the plain method, the components that were correlated are deeply entangled (upper line). However,
our method (DMA, SG, lower line) is able to separate them well, which is testified both by the traversal and the linear
disentanglement matrix.

D.7 FURTHER RESULTS ON CUB

For a quantitative evaluation, we match the discovered concepts on CUB with the annotated ground truth attributes. we
report results for the quantitative comparison on CUB introduced in Appendix C.6 of our methods with PCA, ICA, and a
baseline of randomly sampled directions. Furthermore, we implement ConceptSHAP [Yeh et al., 2019] and ACE [Ghorbani
et al., 2019] and use them to discover concepts on CUB (using their default settings otherwise). The results of this metric are
presented in Table 12.

ICA failed to discover meaningful components, while PCA was only capable of discovering very few high-variance ones in
the beginning, but begins to fail for K > 10. This is possibly because in PCA, the directions are required to be orthogonal.
Surprisingly, both PCA and ICA were not much better than the random baseline. Regarding ConceptSHAP and ACE, we
find that ACE often focused on the background concepts and ConceptSHAP discovered concepts that are usually more
focused on the birds but hard to localize in a fine-grained manner. Our method constantly discovered components and
surpassed all three baselines. In particular, our method (DMA) lead to good performance. This leads us to the hypotheses
that for high-dimensional data, the disjointness principle is required to identify solutions. Figure 16 illustrates the correlation
between the ground-truth attribute representation (scores) and predicted representation by using our model (using plain
gradients) for the top discovered component. The two components are clearly correlated, but more in a block-sense: Classes
with low scores on the attribute received low scores on the discovered component. The same holds for high scores, but
within these, we observe stronger noise, which explains why the Spearman’s correlation values were imperfect. This can be
due to a certain degree of arbitrage in the ground-truth attribute values of each class. Here, Fig. 17, just like Fig. 6 in the
main paper, shows qualitative examples, including the ground-truth values which appear to fluctuate. We emphasize that
this analysis should be viewed as an initial take on quantifying the quality of interpretable components, but that a refined
benchmark is material for future work.
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Model BetaVAE FactorVAE BetaTCVAE DIPVAEI

Correlation s=0.2 s=04 s=o0 =02 s=04 s=o00 =02 s=04 s=o0 s=02 s=04 s=o0
unit dirs. 0.666 0.497 0.650 0.441 0.507 0.651 0.580 0.619 0.504 0.686 0.631 0.868
+0.030 +0.028  +£0.049  £0.065 +0.105  +0.087  +£0.022 +0.008 +£0.056  £0.072 +0.018  +0.052

PCA 0.287 0.263 0.357 0.312 0.358 0.484 0.341 0.400 0.396 0.266 0.158 0.215
+0.010 +0.028  £0.024  +£0.048 +0.075  +0.064 +0.018 +0.030  +£0.061 +0.029 +0.013  +0.037

ICA 0.394 0.574 0.674 0.193 0.294 0.390 0.516 0.540 0.642 0.672 0.630 0.870
+0.099 +0.040 +£0.012  +£0.052 +0.070  +0.109  +0.019 +0.023  £0.007 +0.073 +0.018  +0.049

Grad (IMA) 0.638 0.617 0.556 0.478 0.551 0.666 0.548 0.623 0.551 0.705 0.644 0.794
+0.067 +0.018  +£0.109  +£0.046 +0.040  +0.041 +0.035 +0.021 +0.038  £0.062 +0.019  +0.043

1G (IMA) 0.702 0.460 0.578 0.470 0.511 0.581 0.619 0.533 0.612 0.650 0.605 0.701
+0.035 +0.128  +£0.117  £0.035 +0.042  +0.066 +£0.024 +0.006 +£0.024  +£0.072 +0.006  +0.045

SG (IMA) 0.677 0.438 0.609 0.475 0.561 0.644 0.533 0.620 0.559 0.698 0.642 0.785
+0.037 +0.127 +0.131 +0.042 +0.040 +0.055 +0.028 +0.021 +0.040 +0.060 +0.017 +0.046

Grad (DMA) 0.645 0.641 0.690 0.547 0.584 0.385 0.629 0.666 0.598 0.717 0.684 0.857
+0.067 +0.031 +0.062 +0.056 +0.047 +0.169  +0.033 +0.010  +0.057  +0.059 +0.009  +0.037

1G (DMA) 0.645 0.530 0.548 0.573 0.615 0.631 0.607 0.624 0.584 0.703 0.659 0.771
+0.076 +0.106 +£0.114  £0.046 +0.045 +0.128  +£0.028 +0.021 +0.039  +£0.073 +0.008  +0.029

SG (DMA) 0.711 0.593 0.633 0.506 0.600 0.644 0.628 0.670 0.595 0.716 0.682 0.851
+0.040 +0.094  +£0.062  £0.057 +0.027  +0.066  +£0.033 +0.014  +0.059  £0.059 +0.010  +0.036

Table 8: Mean =+ std. err. of the DCI score of the experiments in Sec. 4.2 for the first correlated component pair (floor
vs background color) in Shapes3D, as an ablation study with further correlations strengths and attribution methods (see
Appendix B.9). We observe only small differences between attribution methods, with plain Grad and SG performing best in

the DMA setting.
Dataset Shapes3D MPI3D-real
Correlated floor vs. orientation vs. orientation vs.  background vs.  background vs.  robot arm dof-1 vs.

factors background background size object color robot arm dof-1 robot arm dof-2
BetaVAE  0.309 £ 0.031 0.426 £ 0.043 0.335 £ 0.059 0.232 £ 0.022 0.185 £+ 0.031 0.196 + 0.034
+PCA  0.111 £ 0.031 0.101 £ 0.009 0.092 & 0.031 0.095 £+ 0.010 0.105 4 0.023 0.123 +0.033

+ICA  0.360 £ 0.040 0.324 £ 0.054 0.277 £ 0.036 0.155 £ 0.025 0.163 £ 0.014 0.071 £ 0.014

+Ours (IMA)  0.511 +£0.029 0.437 £ 0.044 0.502 £0.030  0.239 £0.021 0.229 £+ 0.022 0.187 £+ 0.039
+Ours (DMA) 0.594 +0.023 0.485 +0.057 0.545+0.034 0.193 £+ 0.036 0.092 £ 0.038 0.080 £ 0.015
FactorVAE  0.297 £0.084 0.319+0.076  0.423 £0.018 0.079 £+ 0.001 0.103 4 0.020 0.080 £ 0.010
+PCA  0.202 & 0.057 0.135 4+ 0.028 0.2354+0.036  0.111+0.006 0.122+0.011 0.107 £+ 0.009

+ICA  0.199 £ 0.061 0.106 £ 0.025 0.078 £ 0.021 0.018 £ 0.008 0.061 £ 0.015 0.069 £+ 0.015

+Ours (IMA) 0.337 £0.033 0.322 +0.056  0.288 £ 0.092 0.070 £ 0.014 0.086 £+ 0.018 0.039 £ 0.014

+Ours (DMA)  0.276 £ 0.036 0.217 £ 0.064 0.213 £ 0.036 0.046 £ 0.021 0.045 £ 0.016 0.048 £ 0.015
BetaTCVAE  0.333 & 0.008 0.400 £ 0.046 0.4024+0.017 0.2794+0.025 0.223 +0.030 0.201 £ 0.039
+PCA  0.249 £0.033 0.145 £ 0.039 0.184 £ 0.062 0.265 £ 0.019 0.203 £ 0.028 0.213 £ 0.035

+ICA  0.390 £ 0.031 0.276 £ 0.043 0.346 £ 0.072 0.199 £ 0.040 0.158 £ 0.038 0.170 £ 0.033

+Ours (IMA)  0.484 £+ 0.025 0.490 £ 0.033 0.526 £ 0.036 0.092 £ 0.029 0.071 £ 0.029 0.041 £ 0.014
+Ours (DMA) 0.525 +0.014 0.540 £0.021 0.620 +£0.024  0.120 £ 0.037 0.122 £ 0.044 0.075 £ 0.028
DipVAE  0.493 £ 0.032 0.481 4 0.020 0.433 4+ 0.044 0.138 4 0.020 0.099 4 0.040 0.143 £+ 0.045
+PCA  0.063 £ 0.006 0.086 £ 0.027 0.108 £ 0.014 0.054 £ 0.016 0.042 £ 0.011 0.064 £+ 0.010

+ICA  0.495+0.032 0.438 £ 0.053 0.224 £+ 0.026 0.138 £ 0.023 0.096 £ 0.040 0.139 £ 0.047

+Ours (IMA)  0.512 4 0.042 0.425 £ 0.036 0.465 +£0.049 0.146 £0.019 0.105+0.033 0.136 £+ 0.049

+Ours (DMA) 0.591 +0.028 0.546 +£0.017 0.497 +£0.060  0.133 £ 0.029 0.094 £ 0.036 0.125 £ 0.045

Table 9: Mean = std. err. of the Mutual-Information Gap (MIG) scores of four post-hoc methods applied to the embedding

spaces of four disentanglement models on two datasets with different pairs of correlated variables. The MIG is computed

across all components of the dataset.
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Dataset Shapes3D MPI3D-real
Correlated floor vs. orientation vs. orientation vs.  background vs.  background vs.  robot arm dof-1 vs.

factors background background size object color robot arm dof-1 robot arm dof-2

BetaVAE 0.834 +0.022 0.839+0.053 0.828 £ 0.011 0.557 £ 0.032 0.490 £+ 0.044 0.412 4+ 0.022

+PCA  0.722 4+ 0.060 0.689 £ 0.047 0.716 £+ 0.035 0.393 £ 0.037 0.452 £ 0.031 0.398 £ 0.031

+ICA  0.797 £0.036 0.775 £ 0.083 0.794 £ 0.022 0.385 4+ 0.100 0.262 + 0.061 0.251 4+ 0.031

+Ours (IMA)  0.767 £ 0.108 0.808 £0.060  0.832 £0.022  0.565 £ 0.022 0.504 £ 0.036 0.443 £ 0.027
+Ours (DMA)  0.813 £0.087 0.829 £ 0.068 0.826 £0.029 0.567 £0.024 0.525 + 0.042 0.444 + 0.027

FactorVAE  0.636 & 0.045 0.622 £+ 0.064 0.595 £ 0.050  0.354 £0.016 0.389 +0.015 0.342 £+ 0.006
+PCA  0.627+0.071  0.680 +0.027 0.652+0.024 0.330£0.018 0.388 &+ 0.022 0.353 £ 0.016

+ICA  0.619+0.059 0.446 + 0.146 0.200 4+ 0.148 0.2774+0.013 0.242 4+ 0.082 0.304 +0.017

+Ours (IMA) 0.663 +0.022  0.661 £ 0.028 0.644 £+ 0.051 0.347 £ 0.007 0.386 £ 0.020 0.337 £ 0.013

+Ours (DMA)  0.646 £+ 0.026 0.637 £ 0.023 0.619 4 0.026 0.330 £ 0.015 0.375 £ 0.016 0.335 £ 0.013
BetaTCVAE  0.676 £ 0.012 0.814 £ 0.052 0.877+0.015 0.445 £+ 0.044 0.379 +£0.021 0.346 £+ 0.020

+PCA  0.761 £0.035 0.738 £ 0.063 0.794 £0.037  0.505 £0.040 0.425+0.012 0.389 £ 0.008

+ICA  0.834 +0.004 0.761 £+ 0.051 0.806 £ 0.051 0.149 £ 0.099 0.168 £ 0.053 0.057 £ 0.035

+Ours (IMA)  0.837 £+ 0.004 0.849 £0.015 0.879 £0.013  0.463 £ 0.048 0.401 £0.018 0.399 £+ 0.019
+Ours (DMA) 0.842 +0.000 0.854 +0.017 0.878 £0.013 0.460 £ 0.046 0.399 £+ 0.018 0.399 + 0.014

DipVAE 0.826 +0.006 0.839 4 0.006 0.785£0.033 0.517+£0.046 0.473 +0.046 0.430 £0.013

+PCA  0.671 £0.019 0.603 £ 0.064 0.653 £ 0.039 0.431 4+ 0.028 0.373 +£0.027 0.344 +0.021

+ICA  0.826 £ 0.006 0.831 £ 0.007 0.749 £ 0.027 0.434 £ 0.042 0.423 £ 0.027 0.424 £ 0.012

+Ours (IMA)  0.824 4+ 0.007 0.812 £ 0.018 0.785 £+ 0.029 0.503 £+ 0.044 0.471 £ 0.035 0.436 £+ 0.021
+Ours (DMA) 0.822+0.006 0.850+0.012 0.809+0.045 0.505 =+ 0.040 0.459 £ 0.040 0.448 £ 0.026

Table 10: Mean = std. err. of the FactorVAE scores of four post-hoc methods applied to the embedding spaces of four
disentanglement models on two datasets with different pairs of correlated variables. The FactorVAE score is computed

across all components of the dataset.

Dataset Shapes3D MPI3D-real
Correlated floor vs. orientation vs. orientation vs.  background vs.  background vs.  robot arm dof-1 vs.
factors background background size object color robot arm dof-1 robot arm dof-2
BetaVAE  0.086 =+ 0.003 0.119 4 0.004 0.100 £ 0.005 0.127 £ 0.014 0.098 £+ 0.015 0.092 + 0.025
+PCA  0.047 £+ 0.005 0.062 £ 0.006 0.066 £ 0.006 0.027 £ 0.005 0.055 £ 0.008 0.037 £ 0.006
+ICA  0.007 £0.001 0.013 £+ 0.001 0.019 4+ 0.004 0.017 £ 0.006 0.007 £ 0.002 0.004 £ 0.001
+Ours (IMA) 0.099 +£0.026  0.114 £ 0.008 0.112 £0.007  0.131£0.011 0.113 £ 0.005 0.082 4+ 0.024
+Ours (DMA)  0.094 +£0.020 0.127 £0.012 0.114 +£0.013  0.107 £ 0.025 0.059 £ 0.024 0.037 £ 0.013
FactorVAE  0.072 &+ 0.006 0.059 +£0.006 0.064 +0.001  0.059 & 0.004 0.066 £ 0.008 0.054 £ 0.003
+PCA  0.060 £0.006 0.066 +0.004 0.057+0.004 0.065+0.008 0.076 +0.004 0.071 +0.003
+ICA  0.013 £0.002 0.008 £ 0.001 0.006 £ 0.002 0.002 £ 0.000 0.002 £ 0.001 0.001 £ 0.000
+Ours (IMA) 0.077 £0.012  0.052 £ 0.005 0.054 £0.017 0.054 £ 0.006 0.059 £ 0.006 0.036 +0.015
+Ours (DMA)  0.071 +£0.014 0.053 £ 0.012 0.040 £ 0.010 0.041 £0.017 0.043 £ 0.015 0.044 £ 0.013
BetaTCVAE  0.052 £ 0.002 0.107 £0.013 0.096 £0.016 0.151+0.017 0.133 +0.007 0.117 +0.011
+PCA  0.073 £ 0.004 0.075 £ 0.011 0.107 +£0.015 0.148 £ 0.018 0.125 4+ 0.009 0.109 £ 0.007
+ICA  0.015 £ 0.000 0.010 £+ 0.001 0.011 4+ 0.002 0.011 £+ 0.004 0.005 £ 0.002 0.004 £ 0.002
+Ours (IMA)  0.105 £ 0.003 0.119 £0.012  0.130 £0.023  0.055 £ 0.017 0.059 £+ 0.016 0.056 £ 0.003
+Ours (DMA) 0.108 £0.005 0.127 +£0.013  0.109 £ 0.017 0.071 £ 0.020 0.072 £ 0.010 0.051 £ 0.015
DipVAE  0.083 +£ 0.004 0.084 £ 0.003 0.070 & 0.002 0.056 £ 0.011 0.039 £ 0.013 0.057 £ 0.016
+PCA  0.027 £+ 0.003 0.034 £+ 0.006 0.043 + 0.004 0.023 £+ 0.004 0.030 & 0.008 0.022 £ 0.005
+ICA  0.006 £ 0.001 0.003 £ 0.002 0.030 £ 0.002 0.011 £ 0.005 0.005 £ 0.003 0.005 £ 0.002
+Ours (IMA)  0.089 £ 0.012 0.082 £ 0.005 0.077 £0.002  0.060 £0.008 0.047 +£0.010 0.061 + 0.016
+Ours (DMA) 0.114 +0.003 0.105+0.008 0.084 +0.007 0.051 +0.008 0.043 £0.012 0.054 £0.016

Table 11: Mean = std. err. of the SAP scores of four post-hoc methods applied to the embedding spaces of four disentangle-
ment models on two datasets with different pairs of correlated variables. The SAP score is computed across all components

of the dataset.
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Figure 14: Empirical results for linear entanglement. For the model shown in Fig. 4 (trained on correlated data), we observe
almost perfect linear entanglement, i.e., that f o g = D: (a) There exist linear directions d; to dg in f’s embedding space
that encode the individual components. (b) However, these directions are not necessarily orthogonal; they can be entangled
as testified by non-zero cosine distances between them. See Fig. 15 for additional results.

Num. components K=1 K=10 K=20 K=30
PCA 0.789 +0.024 0.602 +0.007 0.497 £0.005 0.440 £ 0.006
ICA 0.515+0.028 0.4424+0.005 0.41240.006 0.390 & 0.007
ACE [Ghorbani et al., 2019]  0.623 £0.012  0.579 £ 0.010  0.550 4 0.008  0.527 % 0.007
ConceptSHAP [Yeh et al., 2019]  0.655 £ 0.014  0.596 4+ 0.006 0.568 +0.008  0.545 + 0.006
Ours-IMA,Grad  0.657 £ 0.025 0.601 £ 0.009 0.564 £ 0.009 0.535 £ 0.008
Ours-DMA,Grad  0.701 £ 0.045  0.626 = 0.029 0.585 £ 0.028  0.559 £ 0.011

Table 12: Quantitative comparison of discovered components using our methods, PCA, ICA and a random baseline. Mean

correlation score of top-K (K in column) discovered components are shown in (mean = std.) for five runs.
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Figure 15: Traversal plots from another model (BetaTCVAE) trained on the correlated dataset. As for all traversal plots
in this paper, we manually permuted the dimensions to match across plots. In addition, we compute a matrix of linear
entanglement that shows which ground truth factors is changed when moving into a certain direction (brightness corresponds
to maginitude of change). While none of the post-hoc methods manages to disentangle shape and size (most likely due to
their non-linear encoding), our model resolves the linearly entangled factors floor hue and wall hue fairly well, which can
also be seen from the entanglement matrix.
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Figure 16: Correlation between ground-truth attribute scores and our predicted scores for the best matched component. Each
dot represents a class.
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Figure 17: Examples of discovered components on CUB. The corresponding ground-truth attribute is shown under images
and the ground-truth value of each image is depicted above the image. “+/—" indicate the positive/negative direction along
the discovered concept.
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3.2 Counterfactual Explanations for Decisions with
Human Oversight

Publication 2

Tobias Leemann, Martin Pawelczyk, Bardh Prenkaj, and Gjergji Kasneci:
Towards Non-Adversarial Algorithmic Recourse. World Conference on Ex-
plainable Artificial Intelligence (XAI), 2024. Reproduced with permission
from Springer Nature.

J

Author Contributions. Gjergji Kasneci suggested the initial problem of differen-
tiating between counterfactual and adversarial examples to Martin Pawelczyk
and me. I developed the real-world use case to highlight the relevance of the
discussion to practitioners. I led the experimentation, which was supported by
Martin Pawelczyk, who contributed the synthetic data experiment and Bardh
Prenkaj, who contributed an experiment on adversarial training. Gjergji Kas-
neci and Martin Pawelczyk contributed significantly to the final write-up and
through discussions on the problem’s practical relevance through the GDPR’s
oversight requirements.

Summary. Human oversight is a fundamental principle in EU regulation. It is
required in Art. 22 of the GDPR (European Parliament, 2016), which asserts the
right of the data subject “not to be subject to a decision based solely on automated
processing which produces legal effects concerning him or her”. A slightly weaker
statement can be found in Art. 14(4d) of the AIA. Nevertheless, in the literature
on counterfactual explanations, the more realistic scenario where automated de-
cisions have to be approved by a human supervisory board has not been deeply
studied.

This contribution connects this case to the academic debate on the difference be-
tween adversarial examples (Goodfellow et al., 2014) and counterfactual expla-
nations. Adversarial examples and counterfactuals are computationally similar
as they are both concerned with finding a neighboring instance that is assigned
a different class label. It has been argued that the unique characteristic of adver-
sarial examples — as opposed to counterfactual explanations — is that they lead
to a misclassification compared to the ground truth. This difference is essential
when we consider machine-learned decisions that the human supervisory board
can override: Supposing that the human supervisors make the final decision, a
user who is assigned and implements an adversarial example will be approved
by the ML model, but rejected by the human oversight board in the end. This
highlights that in high-stakes situations, it is imperative to obtain counterfac-
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tual explanations that do not exhibit adversarial characteristics, referred to as
non-adversarial algorithmic recourse. We investigate how different components in
the setup, e.g., the machine learning model or cost function used to measure
distance determine whether the outcome can be considered adversarial or not.
Surprisingly, our experiments indicate that these design choices are often more
critical in deciding whether recourse is non-adversarial, than switching between
recourse or attack algorithms. Most prominently, using a robust and accurate
machine learning model results in less adversarial recourse in practice.

3.2.1 Discussion

Despite the surprisingly clear mandate that high-stakes decisions require human
oversight in the GDPR, the practical case where experts can overturn decisions is
seldom considered in the technical XAlI literature. Our work is one of the first to
explicitly model the human supervisors and the human recipient of the counter-
factuals in this realistic scenario. One of our main findings is that counterfactual
explanation algorithms often produce adversarial examples, while adversarial
attack algorithms often produce valid, non-adversarial counterfactuals. We con-
firm that many examples generated by current counterfactual explanation meth-
ods will flip the model decision but not change the ground truth assigned by
human experts. This issue drastically reduces the value of counterfactuals for
end users, who might not get approved by the human oversight board even af-
ter implementing the assigned recourse correctly. Our work goes beyond similar
tindings, e.g., by Pawelczyk et al. (2022), by providing practical technical guid-
ance for how counterfactuals should be computed in GDPR-compliant decision-
making, for instance by using robust and performant models. While our work
presents the problem and valuable first steps towards a solution, we think fur-
ther work is needed on aligning the predictive models and human experts to
systematically reduce the risk of adversarial recourse. It can, therefore, also be
seen as a contribution towards making explanations robust in adversarial set-
tings (Bordt et al., 2022).
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Abstract. The streams of research on adversarial examples and coun-
terfactual explanations have largely been growing independently. This
has led to several recent works trying to elucidate their similarities and
differences. Most prominently, it has been argued that adversarial exam-
ples, as opposed to counterfactual explanations, have a unique charac-
teristic in that they lead to a misclassification compared to the ground
truth. However, the computational goals and methodologies employed in
existing counterfactual explanation and adversarial example generation
methods often lack alignment with this requirement. Using formal defini-
tions of adversarial examples and counterfactual explanations, we intro-
duce non-adversarial algorithmic recourse and outline why in high-stakes
situations, it is imperative to obtain counterfactual explanations that
do not exhibit adversarial characteristics. We subsequently investigate
how different components in the objective functions, e.g., the machine
learning model or cost function used to measure distance, determine
whether the outcome can be considered an adversarial example or not.
Our experiments on common datasets highlight that these design choices
are often more critical in deciding whether recourse is non-adversarial
than whether recourse or attack algorithms are used. Furthermore, we
show that choosing a robust and accurate machine learning model results
in less adversarial recourse desired in practice.

Keywords: Counterfactuals - Adversarials - Algorithmic Recourse

1 Introduction

A continuous stream of predominantly independent research in the fields of
adversarial examples [26,58] and counterfactual explanations [47,61,63,65] has
sparked an ongoing scholarly discourse on their similarities and differences
[23,46]. While adversarial examples originate from the security literature, charac-
terizing instances capable of deceiving machine-learned classifiers into erroneous
decisions, algorithmic recourse has its roots in the trustworthy machine-learning
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Fig. 1. Overview of the realistic decision-making scenario considered in this
work. We consider the relevant case where an institution, e.g., a bank, deploys a
machine learning model to support decision-making overseen by human experts that
make final, case-based decisions based on the model’s score (left). In such a setting,
constructing recourse only based on the scoring model f may lead to unreliable recourse
because the experts’ final y decision is based on further restrictions, thereby represent-
ing a shifted decision boundary (right).

literature. Algorithmic recourse is primarily concerned with providing action-
able recommendations for changes that would lead to a different, more favor-
able outcome for the end user (e.g., changing a loan decision from rejection to
acceptance). Despite the apparent differences in goals and associated semantics
between adversarial examples and recourse, scholars have observed a strikingly
similar algorithmic foundation underpinning these two domains [23,46].

The current debate surrounding the potential distinctions between these two
concepts remains somewhat ambiguous. To provide greater context and signifi-
cance to this discourse, we establish a tangible connection to a real-world appli-
cation where the differentiation between counterfactual and adversarial examples
becomes intuitive and indispensable. To this end, we slightly modify the estab-
lished recourse problem in the context of loan assignments [62]. Unlike previous
work, which assumes that a machine learning system solely determines loan
assignments, we argue that this perspective oversimplifies the real world. Arti-
cle 22 of the European Union’s General Data Protection Regulation (GDPR)
[25], which asserts the right of the data subject “not to be subject to a decision
based solely on automated processing which produces legal effects concerning him
or her”, thereby suggesting that automated models alone cannot make legally
binding decisions. Consequently, we consider a more practical scenario where
algorithmic decisions are subject to scrutiny by a human expert panel. This
expert panel holds the authority to issue a final, case-specific decision and can
override the model’s recommendation. This refined setup is illustrated in Fig. 1.

Complementarily, the GDPR grants individuals who receive an adverse deci-
sion the right to receive “meaningful information about the logic involved” which,
in a broader context, can be interpreted as the right to “recourse” [64]. When
the model exclusively determines decisions, it is evident that recourse can be
directly computed from the model itself. However, in the more realistic scenario
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considered in this work, where human experts play a role in the final decisions,
the model’s output does not fully encapsulate the ultimate decision. This raises
the question of appropriate recourse design in such a scenario and how to recon-
cile these two GDPR principles — the right to receive meaningful recourse and
the prohibition of fully automated decision-making.

Under the premise that the model has been mainly distilled from past deci-
sions of the experts, we consider the experts as an imperfect oracle providing
ground truth labels,! whereas the model returns an imperfect approximation of
these labels. While the humans decide on a per-case basis, it is hard to directly
ask them for specific thresholds, as the interplay of the features quickly makes
the task intractable. Therefore, we are interested in computing counterfactual
explanations that do not only change the model’s prediction but also flip the
true labels. This perspective aligns with the argument made by Freiesleben [23]
that a distinctive feature of adversarial examples, as opposed to counterfactual
explanations, is their tendency to be misclassified regarding their true labels.
Since counterfactual explanations should also change the true label in this case,
this gives rise to the term “non-adversarial algorithmic recourse”; i.e., counter-
factual explanations that come with both a change in the model’s prediction and
a changed ground-truth label.

Unlike prior work taking a merely definitional view, this work additionally
contributes to implementing non-adversarial algorithmic recourse in practical
scenarios. In summary, we propose the following contributions:

— Introduction of a novel recourse problem: We introduce a novel recourse
problem that addresses real-world decision systems wherein human experts
play a pivotal role in making case-based decisions, while also considering input
from a machine learning model.

— Proposing non-adversarial recourse as a solution to the realistic
recourse problem: We consider prior work’s [23] distinction of adversarial
examples and counterfactual explanations and suggest a novel formal defi-
nition of non-adversarial algorithmic recourse, proving a conceptual bridge
between the academic discourse on distinguishing adversarial examples from
counterfactual explanations and practical decision-making.

— Promoting non-adversarial recourse theoretically: After a theoretical
analysis of the problem, we derive optimal cost functions that encourage non-
adversarial recourse. Our analysis underscores how feature attributions can be
leveraged to identify task-relevant features contributing to less “adversarial”
recourse.

— Empirical Insights: We are the first to consider several other key com-
ponents practitioners can manipulate to foster non-adversarial algorithmic
recourse. These include improving the robustness and accuracy of the machine
learning model and the recourse algorithms. In contrast to parts of the lit-
erature which argue that cost functions are central, we empirically find that
changes in the model are often more significant than the cost function.

! The oracle is imperfect as some labels are generated from “defaults”, i.e., false pos-
itives of expert decisions.
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2 Related Work

Human-Assisted Decisions. In crucial situations, societies rely on human
experts for decisions. However, delays and quality issues due to a shortage of
experts and a high volume of decisions, e.g., long waits for medical diagnoses,
have sparked a debate on when automated or human decision-making should
be deployed. A stream of prior works [10,51,59] argue that ML models should
make decisions in high-stake domains where they have matched or surpassed the
average of human performance. Nevertheless, their decisions can still be worse
than those of human experts [53] in some cases. In this direction, works such as
[13,14,43] propose to optimize ML models to operate under different automation
levels: i.e., take decisions on a fraction of the given instances and leave the rest
to human experts. In line with other works [21], we argue that the human factor
in the loop in a human-AI partnership cannot be neglected when considering the
application of AI on real-world problems [1,27]. This position is also cemented
in common data protection laws such as the EU’s GDPR [25], which grants indi-
viduals a right to object fully automated decision-making. For GDPR-compliant
decision-making, human oversight can thus be considered essential. Unlike pre-
vious works, we explicitly model a human expert panel in the decision-making
setup as depicted in Fig. 1, which makes the generation of reliable recourse much
more challenging.

Counterfactual Explanations. There is an established literature on the com-
putation of counterfactual explanations [2,8,34,37,41,50,54,61,65] in variegated
domains. According to Guidotti et al. [28], given a classifier f that outputs a
decision f(x) = y for an instance x, a counterfactual explanation of &’ is an
instance &’ such that f(x’) # y, and the difference between x and @’ is min-
imal. Current research streams include the robustness of counterfactual expla-
nations [18,48,60] and the compatibility with other GPDR principles [49]. We
briefly review this research field in the following but point the reader to recent
surveys [28,52,63] for a comprehensive overview. Mothilal et al. [41] solve an
optimization problem with various constraints, among which user-specified ones
for (im)mutable features, to ensure feasibility and diversity when producing a
set of counterfactuals for a given input. Carreira-Perpindn and Hada [8] propose
CEODT specifically designed for classification trees, including Oblique Decision
Trees (ODTs) [29]. Because the counterfactual optimization problem for ODTs is
non-convex, nonlinear, and non-differentiable, CEODT computes an exact solu-
tion via the optimization problem within the region represented by each leaf and
finally picks the leaf with the best solution. Lastly, Ustun et al. [61] were among
the first authors to address the problem of actionability in counterfactual expla-
nations (i.e., recourse). Their method constrains the generated counterfactuals
such that manipulations do not change immutable features. Overall, we note
that previous literature relies on the common assumption that an automated
model acts as a sole decision-maker, which might not be realistic in practical
scenarios.
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Adversarial Examples. Following Szegedy et al. [58], adversarial examples are
instances that contain subtle perturbations — usually via adding small amounts
of noise — to instances in the training set. These “new” instances, when fed to
an underlying ML model, produce an erroneous output with high confidence. It
is possible to build an adversarial example =’ which is indistinguishable? from
but is classified incorrectly, i.e., f(x’) # y. Successfully generating such exam-
ples gives rise to adversarial attacks [5,26,39], which can have potentially lethal
consequences (e.g., in biosecurity and biotechnology [45], autonomous driving
[20,66], and power grid blackouts [24]). Several methods have been proposed
in the literature to generate adversarial examples assuming varying degrees of
knowledge/access of the model, training data, and methods for injecting per-
turbations. Goodfellow et al. [26], Kurakin et al. [35], and Moosavi et al., [40]
propose methods with gradient and data access to find the minimum ¢.,-norm
(and fo-norm respectively) perturbations. With only assuming query access to
the target classifier, the authors in [11,44,57] design adversarial examples to
tightly control sparsity. We refer the reader to a well-established survey for a
comprehensive overview of adversarial examples [3].

Linking Counterfactuals and Adversarial Examples. Strikingly, counter-
factual explanations and adversarial examples have conceptual connections and
a similar formulation [6,23,65] (see also Sect. 3). Freiesleben [22] highlights con-
ceptual differences in aims, formulation, and use-cases between both sub-fields
and suggests that the distinctive formal feature of adversarial examples lies in
their misclassification concerning the ground truth. Concurrently, there have
been proposals to align recourse with a ground truth. Konig et al. [34] pro-
poses improvement-focused causal recourse, designed to change the true targets
instead of the predictions but relies on causal information. Laugel et al. [36]
proposes the notion of “justified recourse” that should be close to a correctly
classified instance. On the other hand, Browne et al. [6] focus on deep networks
and attribute conceptual differences to the interpretation of semantics in the
hidden layers of deep networks. Pawelczyk et al. [46] formalize the similarities
between popular counterfactual explanations and adversarial example generation
methods identifying conditions when they are equivalent. Trying to disentangle
and reconcile the various distinctions made in prior works, we provide formal
definitions in the next section. Besides Konig et al. [34], who rely on causal
information, there have been few attempts to implement recourse that follows
the ground truth. In this work, we provide valuable insights on how to implement
non-adversarial recourse in practical decision-making.

3 Preliminaries

We first formalize the general problem considered in this work, before we pro-
vide the relevant distinctions between adversarial examples and counterfactual
explanations.

2 We invite the reader to think about images in this context, as described in [26].
Additionally, some works analyze perturbations — e.g., adversarial patches — that
are perceptually distinguishable by humans but fool the classifier f [16,19,67].
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3.1 The General Problem

Both recourse and adversarial methods consider a fixed machine learning model
f:X =Y, where X C RF. We usually consider the binary classification problem,
where the label is binary, i.e., Y = {0,1} or a numerical score, ) = R.

We suppose there is another function y : X — ) that assigns the true labels
and represents the human experts in our introductory example. In practice, it
is impossible to perfectly learn this function with a model, for instance due to
insufficient data coverage or additional circumstances that can be taken into
considerations only by the human experts. However, it is possible to query y a
limited number of times, as it is possible to present the experts with an example
and ask for their decision. We model the expert predictions y in the scenario
outlined as

y(@) = g(z, f(2)), (1)

where g models the human expert committee that can recalibrate the score in
light of the features in their entirety. However, we suppose that we usually have
y(x) = f(x), i.e., the original score is only lightly adapted through g. In practice,
models are fitted on a limited number of potential observations of the experts’
decisions.

As noted before [46], the classical optimization problem solved by both prac-
tical adversarial and counterfactual methods for a model f : X — ) a factual
input * € X, and a target label y; € ) is mathematically similar and can
usually be formalized as a special case of the following general optimization
problem [23]:

argmin dy (z, ') + M2 (f ('), 1), (2)
z'ex
where d; : X x X — R is a distance metric defined on the input space, ds :
Y x'Y — R is a metric on the output space and A € R>( is a non-negative
trade-off parameter. Intutively, the solution to this problem returns instances,
that are close to the factual  and have a label that is close (or corresponds
exactly) to the target label y;.

3.2 Algorithms for Computing Counterfactual Explanations
and Adversarial Examples

We briefly review the most common strategies to compute counterfactuals and
adversarial examples in practice.

Score CounterFactual Ezplanations (SCFE). For a given classifier f(h(x)) that
relies on logit scores h(x) and a distance function d : X x X — R, Wachter et
al. [65] formulate the problem of finding a counterfactual &’ for x as:

argming, (h(z') — 5)2 + Ad(z,x'), (3)

where s is the target score for &. The problem is solved for different values of
A until f(x') = s. More specifically, to arrive at a counterfactual probability of
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0.5, the target score for h(x) for a sigmoid function is s = 0. Using the inverse
logit transform h(x) = invlogit(f(x)), the first part of the objective can be
interpreted as a particular instantiation of dy in Eq. (2) when ) is taken to be
the interval [0, 1].

Diverse Counterfactual Explanations (DiCE). As different users may have dif-
ferent preferences (i.e., it might be easier for them to change one feature or
another), DiCE [42] generates multiple counterfactuals. An additional loss term
is added to the objective in Eq.(3) to encourage diversity. As users will only
choose one counterfactual in practice, we usually consider a randomly selected
instance of the discovered recourse candidate for evaluation as in [49].

Actionable Recourse (AR). The actionable recourse (AR) method by Ustun et
al. [61] sets up the following optimization problem:

min cost(d; x) (4)
st.flx+6)=+1,0 € A(z), (5)

where +1 corresponds to the positive outcome and a is an action set A(x). This
problem corresponds to Eq. (2) when using a distance function d; that returns
oo once § # A(zx) and the cost function otherwise. The distance ds can be
interpreted as the Dirac-distance, that is oo once f(a + §) # 1. They solve the
problem using mixed integer linear programming (MIP) for linear models.

Like counterfactual explanations, most adversarial example methods also
solve a constrained optimization problem to find perturbations in the input
manifold that cause models to misclassify.

CE&W Attack. For a given input x and classifier f, Carlini and Wagner [7]
formulate the problem of finding an adversarial example ' = x+§ such that

f&@') # [(=) as:

argmin ¢ - £(x') + d(x, ') s.t. a2’ €[0,1]% (6)
z' ex

where ¢ > 0 is a suitably chosen hyperparameter, and £(-) is an objective function
on the adversarial @’ s.t. f(a’) = y; iff £(x’) < 0 with y; being a target class.
The authors choose d(x,x’) to be the [, norm of 4, i.e., minimizing the p-norm
of 4 is equivalent to minimizing d(x, z').

DeepFool Attack. For a given instance x, DeepFool [40] perturbs it by adding
small perturbation dpr at each iteration. The minimal perturbation to change
the classification model’s prediction is the solution to the following objective:

Ohp(x) € argmin ||d]|2 s.t. sign(f(x + §)) # sign(f(x)) (7)
4 s.t.x+deX
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PGD Attack. PGD [38] is a first-order optimization technique. In the context of
adversarial examples, it is usually used to maximize?®, the objective for a specific
factual . This is because the objective is typically chosen to be the cross-entropy
loss L:

argmax L(f(x+9), f(x)) (8)

4 s.t. z+6€C

where 6 is the adversarial perturbation to be added to the factual x. PGD
maximizes the objective by taking steps along the gradient’s direction. After
each update, the current perturbation &* is projected onto a set of constraints
C. For instance, the adversarial examples are all constrained to a ball of size €
around x. We argue that the projection of the adversarials ' = x + § into an
e-ball could be interpreted as a d; distance function in Eq. (2), that returns an
infinite cost value for actions outside the e-ball. Meanwhile, the cross-entropy loss
subsumes the role of the da-cost function. Therefore, Eq. (8) can be considered
as a special case of Eq. (2) transformed into a maximization problem.

We invite the reader to notice that the approaches presented above — whether
adversarial attacks or counterfactual explanation methods — solve the same
objective. In fact, they can be interpreted as heuristics to optimizing an instance
of the formulation in Eq. (2), although pertaining to different “semantics” as
argued in [55]. However, a precise distinction between counterfactual explana-
tions and adversarial attack algorithms cannot be derived from their implemen-
tations. To this end, we investigate precise definitions for both problems in the
next section.

4 Definitions

4.1 Formalizing Adversarials and Counterfactuals

We take the definition of an adversarial example by Freiesleben [23] as a starting
point. It intuitively describes the properties that such instances should have. In
other words, they should be close to the original instance, change the model’s
predictions and be misclassified. Most notably and in contrast to other works,
Freiesleben argues that the misclassification is a distinctive property of adver-
sarial examples. This distinctive property has also previously been mentioned in
other works on adversarial examples more or less directly [56], giving rise to the
following definition:

Definition 1 (Adversarial Example [23]). An instance ' € X is an adver-
sarial example for a factual © € X and a classifier f : X — Y if the following
conditions hold:

(1) ' is close to x, i.e., di(x,x’) < ¢;
(2) the classifier output is changed, i.e., f(x) # f(a');
(3) ' is misclassified, i.e., y(x') # f(&').

3 Thus, projected gradient ascent is often the more appropriate description for this

attack. However, we will follow common practice and refer to the algorithm as PGD.
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Fig. 2. Visualizing our definitions. The space of valid recourse for a factual =
changes crosses the classifier f’s estimated decision-boundary (pink). The experts com-
bine it with their expertise and restrictions into a latent decision boundary (blue).
However, some recourse might not change the true label and is therefore considered
adversarial (dashed arrow). The challenge is to obtain recourse that convinces the
human experts. To this end, we are interested in finding the directions that lead to
non-adversarial recourse (solid arrow). (Color figure online)

We also consider the definition of recourse (or equivalently, counterfactual exam-
ples) by Freiesleben [23], which states that recourse &’ changes the classification
label and is the closest point to the factual that does so. We propose a slight
relaxation. In particular, we argue that even points that are not closest to the
factual are still valid (though possibly suboptimal) recourse.

Definition 2 (Recourse). An instance ' € X is recourse for a factual x € X
with f(x) # yt, a classifier f: X — Y, and a target label y € Y if the following
conditions hold:

(1) ' is close to x, i.e., di(x,x’) < ¢;
(2) the classifier output is changed to the target, i.e., f(x') =y # f(x).

These general definitions cover most definitions explicitly or implicitly used
in the literature (see [23] for details). We immediately see that our definition of
recourse abandons the final constraint in the definition of adversarial examples,
that =’ should be misclassified. For the two-class problem where 3, is just the
opposite class of f(x), according to these definitions, (a) all adversarial examples
are recourse?, and (b) there is a distinct (though potentially empty) subset of
examples, that are recourse, but are not adversarials, as visualized in Fig. 2.

4.2 Non-adversarial Algorithmic Recourse

In this work, we place our attention on the examples present in this subset,
that are recourse but not adversarial examples. We thus refer to them as non-
adversarial recourse and introduce a novel definition for this class of instances:

4 For multi-class problems, all adversarials which are classified as y, are recourse.
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Definition 3 (Non-adversarial Recourse). An instance £’ € X is non-
adversarial recourse for a factual © € X with f(x) # y, target label y € Y,
and a classifier f: X — Y if the following conditions hold:

(1) &' is close to x, i.e., di(x,x') < €;
(2) the classifier output is changed, i.e., f(x') =y # f(x);
(8) ' is not misclassified, f(x') = y(a’).

We observe that in the considered realistic decision-making scenario, we
desire recourse that convinces the human experts, i.e., also changes the true
label y. These correspond exactly to the instances described in the definition of
non-adversarial recourse.

5 Theoretical Analysis

As outlined in Fig. 2, we are interested in finding changes, or at least directions
of change, that lead to non-adversarial recourse efficiently. As it is impossible to
precisely model the ground truth y in our setup (otherwise, there would be no
need for an additional human expert), this is challenging in practice. However,
we can use some guidance from the model, which approximates the ground truth,
to find non-adversarial recourse.

5.1 Summarizing Influential Factors for Less Adversarial Recourse

We first take a step back and consider the general formulation of the problem
given in Eq. (2). We observe that the problem formulation features three poten-
tial factors of influence (the model f, the distance functions d; and ds) and
a hyperparameter (the choice of optimization algorithm) that can be changed
in practice to arrive at less adversarial recourse. If we follow the usual binary
classification setup where we chose A > 0 and dy to be the Dirac distance that
amounts to infinity if the target label is not met, i.e., da2(f(x'), ) = 6f(@/)=y,»
there are three remaining factors of influence, that we tackle in this study with
different outcomes (discussed in more detail in Sect. 6):

Machine Learning Model. Considering the model f first, we note that there is
a simple theoretical solution to non-adversarial recourse: If the model would
exactly match the theoretical ground truth, i.e., f = y, there would be no adver-
sarial recourse as every instance that leads to a different model prediction also
changes the ground truth. However, in the setup we consider, it is impossible
to perfectly learn y. Nevertheless, using the best possible model as close to the
ground truth as possible should be fruitful. Another way to improve the model’s
alignment with the ground truth — in case the truth is known to be smooth in
some measure — could be to potentially leverage regularization techniques such
as adversarial training [38] to rule out many adversarial instances in the first
place. We empirically find that more accurate and robust models lead
to less adversarial recourse.
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Input Space Distance Function. The distance function d; has been attributed
a crucial role when computing recourse or adversarial examples. For instance,
Wachter et al. [65] have claimed that, unlike recourse, none of the standard
works on adversarial perturbations use appropriate distance functions. In this
work, we follow the perspective of [6,23], who argue that the distance metric
is not definitional but may still play an essential role in making recourse non-
adversarial. Besides standard cost functions like p-norms such as the [y, I3, and
ls, we are interested in how feature weightings may potentially impact recourse.
We follow the intuition that some features are discriminative in the ground truth
problem, e.g., income determines creditworthiness. However, ML models may
rely on many more features, as the model designers cannot precisely specify
a priori which features will be relevant for the task. When non-discriminative
features are used in the task, they may open the door to adversarial changes as
they can be picked up by an ML model regardless of their irrelevance w.r.t. the
ground truth. In the next section, we will present an attempt to down-weigh the
influence of such features by individually assigning a cost to each of them. In
particular, we will consider distance functions of the form

dy s(z,x') ==6"868,8 = diag (s), (9)

where S € R*** is some diagonal matrix with diagonal s = [s1,...,s;]" € RY,
and § := &’ — x. For simple models analytical solutions of algorithmic recourse
exist [46]. This allows to set up a nested optimization problem, where besides
optimizing the recourse for a specific cost function, we find the cost function
such that the resulting optimal recourse remains most non-adversarial. We will
introduce the specific objective in the next section. We will see that the problem
of finding optimal values for s can be solved analytically based on the gradients
for linear models. Surprisingly, we empirically find that the cost function
does not play a key role in obtaining non-adversarial recourse.

Optimization Routine. As the general problem is highly non-linear for complex
models, it is hard to discover an optimal solution. As a result, algorithms to
compute recourse or adversarial examples include different heuristic optimiza-
tion routines such as stochastic gradient descent (deployed in SCFE, DICE,
and C&W), gradient projection (deployed in PGD), or discretization (deployed
in AR). The optimization procedure may thus also play a non-negligible role
in determining whether the nature of the resulting recourse is adversarial and
whether approaches designed for recourse yield fewer adversarial examples than
their adversarial counterparts. In this regard, we find that adversarial
methods succeed to compute non-adversarial recourse, but also incur
higher costs.

5.2 Optimal Cost Functions Under Linear Models with Noisy
Labels

In this section, we will restrict ourselves to the input space distance function d;
and study its influence on the recourse from a theoretical standpoint.
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We first introduce a measure to quantify the extent to which recourse is
non-adversarial. To be able to do so, we consider the simplified setup where we
have a feature set F and a subset of discriminative features Fgjc C F that
contains relevant information affecting the ground truth. The remainder of the
features are noise variables. Such features exist for many tasks; however, they
may require a change of representation to be axis-aligned. For instance, in image
generation models such as StyleGAN [32], the first latent variables control high-
level concepts in the generation, whereas the later variables merely add noise
that is unimportant for the classification output. Successes with dimensionality
reduction techniques through autoencoding [30] also show that important infor-
mation occupies only a subspace of tabular data. As outlined in Fig. 3, following
the discriminative features is essential for obtaining non-adversarial recourse. We
can quantify the share of the recourse that lies in the discriminative directions
over the entire length of the recourse vector through the following measure.

Definition 4 (NADV measure). Let p € NU {oo}. The non-adversarialness
measure NADV), is defined as

Ziej:dzsc |5Z|
161l

We consider linear models in our initial analysis, as they are the standard in
many industries (e.g., in financial applications such as credit scoring [12]) and
are commonly studied in the literature on algorithmic recourse [49,60]. They
model a generative process of the form

y(@) =BTz +e, (1)

NADV,(8) = (10)

where € ~ N(0, 02) is Gaussian noise of variance o2 and 3 € R* denotes the true
linear parameter vector. Such a model can be easily adapted to a classification
task by introducing a decision threshold, e.g., y(x) > 0 indicates a positive out-
come. As motivated in the introduction, the noise may represent uncertainty and
variance in the human labels. We are interested in weightings s; that minimize
this measure, potentially leveraging the empirical coefficients B obtained when
fitting a linear model to the noisy data.

Theorem 1 (Optimal feature weights for recourse in linear models).
Suppose the data-generating process in Eq. (11) and that for i ¢ Fyisc, we have
Bi =0, and for i € Fusc, |Bi] > a € R. We can mazimize the expected NADV,,
measure for p € {1,2,00} when using the empirical coefficients B of the fitted
model by setting the weights to

{1, if i=arg max; pdisc(Bj)a else oo} ifp=1
S; ~ ‘Bl ‘A y — s

Paisc (B0) ifp=2

|B:

where pdisc(ﬁi) 18 a probability of the feature being discriminative dependent
on its empirical coefficient, which has a tractable sigmoidal form given in the
Appendiz.

if p=o0
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Fig. 3. Role of discriminative features in providing non-adversarial recourse.
When features can be discriminative, (i.e., class-relevant) or non-discriminative
(i.e., noise features), exploiting the discriminative ones will eventually lead to non-
adversarial recourse, whereas solely relying on the non-discriminative ones will result
in an adversarial. Nevertheless, even when selecting the correct features, several retry
steps in the recourse direction may be required to cross the true decision boundary.
To align recourse with discriminative features, the gradients of the model may serve
as guidance, as we expect the discriminative dimensions to exhibit a higher gradient
magnitude.

We provide a proof of this result in Appendix A. This finding highlights that
in the case of discriminative and non-discriminative features in the data (even if
they are not known), different loss functions affect which share of the recourse
is awarded to the discriminative features. It also highlights the effect of the dif-
ferent norms. Optimizing the NADV; measure assigns infinite costs to all but
the dimension that is most likely to be discriminative (with the highest abso-
lute coefficient). On the other hand, the NADV,, measure is maximized if the
discriminative features exhibit the maximum change of all features, disregard-
ing changes in non-discriminative features. Therefore, the solution attempts to
change all dimensions equally through assigning more discriminative dimensions
a proportionally higher cost. This ensures that the less discriminative dimensions
are altered as well. We observe that p = 2 seems to constitute a suitable trade-off,
where dimensions with low probabilities of being discriminative (pdiSC(Bi) ~ 0)
are penalized by high costs, but the changes will otherwise be distributed evenly
among the remaining dimensions.

6 Experimental Evaluation

6.1 Experimental Setup

Datasets and Preprocessing. To link to the scenario considered in the intro-
duction, we consider four tabular datasets concerned with high-stakes decision-
making scenarios where human oversight may be required.

The Law School Admission data set® (“admission”) contains information
on students from law schools across the United States. Features are collected

5 https://github.com/mkusner/counterfactual-fairness.
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Fig. 4. Both adversarial and recourse methods can succeed in producing
non-adversarial recourse for ANNs. As it might not always be possible to change
the ground truth immediately, we study the share of non-adversarial recourse instances
after taking a certain number of retries r (a higher share is better). We experiment
with three recourse methods (SCFE, DICE, AR) and three adversarial methods (C&W,
PGD, DeepFool). Our results indicate that DICE and PGD usually perform best
in identifying non-adversarial counterfactuals. The other adversarial methods, C&W
and DeepFool, often outperform the standard recourse method SCFE regarding non-
adversarial recourse. Note that recourse methods strictly optimize for the lowest costs
and are therefore less robust than adversarial methods, which incur higher costs.

prior to their entry to law school and include race, sex, entrance exam scores
(LSAT), grade-point average (GPA), and regional group. The predicted vari-
able is the z-score of the first-year average grade (ZFYA). The German Credit
dataset (“german”) is taken from the UCI machine learning repository® and is
concerned with credit scoring. It contains the personal data of 1000 individuals
with a binary indicator named “credit risk” that serves as a prediction target.
The Home Equity Line of Credit (“HELOC”) data set” is a large collection of
HELOC applications from anonymized homeowners collected by the financial
services provider FICO. The target variable RiskPerformance is “Bad” if the
applicant was at least 90 days past due within the two years after opening the
credit account. The COMPAS data set® was initially collected by ProPublica and
contains features describing criminal defendants in Broward County, Florida. It
also contains their respective recidivism score provided by the COMPAS algo-
rithm and whether or not they reoffended within the following two years. For our

6 http://archive.ics.uci.edu/dataset /144 /statlog+german+credit+data.
7 https://community.fico.com/s/explainable-machine-learning-challenge.
8 https://www.kaggle.com/s/danofer/compass.
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analysis, we only kept features relevant for predicting recidivism within the next
two years and dropped irrelevant features such as name, date, sex, and race.

For all datasets, continuous features are standardized. Datasets with contin-
uous labels are used in a binary classification fashion where we only predict if
the z-score exceeds the population’s median.

Machine Learning Models. We use standard Artificial Neural Networks
(ANN) that reflect the implementation of the sklearn library but are imple-
mented in the PyTorch library to leverage automated differentiation capabili-
ties. We train the ANN model (two fully connected hidden layers of width 30)
using stochastic gradient descent with the ADAM optimizer. An overview over
implementation parameters is provided in the Appendix.

Adversarial Attacks and Recourse Algorithms. We implement three pow-
erful adversarial attacks and three recourse methods to study the problem from a
practical perspective. We stick to the methods introduced earlier, which include
SCFE [65], which uses a gradient-based objective to find recourses, DICE [42] with
an extra diversity constraint, and AR [61], which uses a Mixed-Integer-Program
on a discretized action set. Regarding the adversarial attacks, we use C&W [7] that
finds the minimum perturbation on the factual instance to make it change class,
PGD [38] that uses projected gradients to engender adversarials, and DeepFool
[40] that perturbs the input iteratively until the class changes. We adapt the
cost function of each optimization algorithm to reflect Eq. (2) and plug in the
different cost functions.

Ground Truth. Unfortunately, the number of instances with labels on real-
world data sets is limited, such that the ground truth function y is not explicitly
available. We, therefore, rely on a simulated ground truth, which uses a subset
of the training data that will not be used for model training or testing. We use
this data to construct a k nearest neighbor classifier (with k& = 5) that uses
a subset of features to simulate an expert committee relying on discriminative
features and deciding by majority vote. We manually select features that can
be considered directly discriminative for the task, which are listed in Table 2.
For instance on the COMPAS dataset, we use features such as the number of
priors, and whether recividism has occurred in the last two year. By doing so,
we can guarantee that we have discriminative and non-discriminative features.
We then use this ground truth y to predict the remaining instances of the train
set. Subsequently, the actual ML model is trained on the remainder of the data
and their predictions, making up tuples of the form (x,y(x)).

Evaluation Measures. Many recourse (and adversarial) methods are imple-
mented to stop right after the model’s boundary is crossed. However, this might
not initially lead to the non-adversarial recourse desired in practice, even if the
correct discriminative features are manipulated (see Fig.3 for an illustration).
We argue that in the practical use case, an individual would query the oracle
(e.g., submit their application to the bank again) after obtaining recourse. If the
recourse was ineffective in changing the loan decision, an individual could con-
tinue to move in the given direction (e.g., further increase their savings amount)
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Fig. 5. Cost functions can play a role in generating non-adversarial recourse.
(a) “admission” dataset with ANN model, DICE results shown. (b,c): Our NADV,
cost function helps in making recourse slightly less adversarial for several and thereby
reduces the number of retries required. However, analysing the standard deviations
does not confirm statistical significance.

until the loan is eventually awarded. We mimic this setup, by increasing the
magnitude of § = &’ — x by 10% in each step, thus considering /. = x + (1.1")d
after 7 > 0 retries. We additionally consider the canonical recourse costs in the
{1 and [ norm.

6.2 Choice of Optimization Algorithm

We first put all six implemented methods to the test and check the adversarial-
ness of their outputs. The results are visualized in Fig. 4. We consider the initial
recourse and up to 5 more steps in the initial direction. We observe that DICE
and PGD usually perform best in identifying non-adversarial counterfactuals.
However, the other adversarial methods, C&W and DeepFool, also often out-
perform the classical recourse method SCFE regarding non-adversarial recourse.
This underlines that, for tabular data, the methods do not reliably produce
adversarials. Indeed, they could be considered as recourse methods as well. How-
ever, we observe that the adversarial techniques usually result in higher costs,
because returning an optimal solution is not their main concern (it just needs
to be “close” to the input). In contrast, many recourse methods are designed
to provide cost-optimal solutions. Non-adversarial recourse is associated with
higher cost, leading us to believe that classical recourse methods may be overly
cost sensitive for this purpose. We obtained similar results using L2-costs.

6.3 Choice of Cost Function

We now study the different cost functions derived in Sect.5.2 to actual imple-
mentations of both recourse and adversarial methods on real data. In particular,
we compute the gradients of the model and use the cost weightings derived ear-
lier as well as the default lo-costs, squared gradient costs (32, should assign low
cost to non-discriminative features) and inverse squared costs (1/82) as base-
lines. DeepFool and AR do not allow for the simple, straightforward inclusion
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of arbitrary cost functions, so we only consider the four remaining approaches
for this experiment and modify their cost-function. The results are shown in
Fig.5. They show that cost weighting can steer the recourses towards the non-
adversarial features and align them better with the ground truth. However, in
Fig.ba, the differences remain statistically insignificant. We observe that the
NADV; optimal weighting scores best among all costs. Inversely weighting the
features (e.g., s; = Bf, which assigns low costs to features with almost zero
gradients and high costs to features with high gradients), preventing them from
being changed, results in the most adversarial recourse. Even though the gap is
small, the improvement seems stable across methods (see Fig.5b, ¢) with one
exception (C&W on German Credit). In conclusion, while the cost function can
help to make recourse less adversarial, its effect seems to be rather subtle.

6.4 Choice of Machine Learning Model

In our analysis section, we outlined how the machine learning (ML) model may be
crucial in determining whether the outcomes can be considered adversarial. We
first study the role of the goodness of the model fit. To this end, we train a model
on a version of the dataset, where a random sample of 25% of the data points
have flipped labels, which could reflect a realistic use case with noisy human
annotations. To rule out other confounding effects to the convexity or smoothness
of the model’s decision boundary (models trained on noisy labels may have very
sharp and more non-convex decision boundaries), we study logistic regression
models in this experiment and report the results in Fig. 6 (a, b). Surprisingly, the
drop in accuracy is not very high (it remains in a range of 1.5% to 5%), which
we attribute to the datasets being already very noisy previously. Nevertheless,
we observe a clear tendency for recourses to be less adversarial for the more
accurate models. This trend is stable across datasets and methods.

Adversarial training was proposed by Madry et al. [38] to make models more
robust against adversarial attacks. Therefore, it might also offer a suitable way
of mitigating adversarial examples in the recourse setup. We study the effect of
this form of regularization in an l,.-ball of radius e = 0.2 in Fig.6 (c,d). We
observe that substantial improvements are possible on the Admission dataset.
They are not as pronounced for the remaining datasets but remain visible for
most methods. We observe comparable results for the remaining two datasets.
Our results highlight that maintaining robust and accurate models is one of the
most promising strategies towards non-adversarial recourse.

7 Discussion

Adversarial Methods Compute Recourse on Tabular Data. Intriguingly,
we observe that despite their purpose, many adversarial attacks succeed in com-
puting non-adversarial recourse on tabular data. While many of the methods
were arguably designed with other data modalities, e.g., images, in mind, our
finding raises the question of how transferable existing attacks are to variants of
the canonical attack scenario. This observation is one in a series of recent claims

79



Chapter 3 Contributions

80

T. Leemann et al.

—o— SCFE |

DICE

—e— PGD

Share of non-adv. counterfactuals
Share of non-adv. counterfactuals
=4
e}
m
Share of non-adv. counterfactuals

-®- SCFE -®- C&W -®- SCFE -®- C&W —e— C&W e caw
g 02 DICE - ace=0.76 0.2 DICE - ace=0.73 no reg. oo no reg.
& --®- PGD ace=0.75 --®-- PGD ace=0.69 == lreg. ~ == l-reg.

) 0 1 2 3 4 5 0 1 2 3 4 0 1 2 3 4
Number of retries required Number of retries required Number of retries required

S R R B R
Number of retries required

(a) Admission (b) German Credit (c) Admission (d) German Credit

Fig.6. (a,b): More accurate models lead to less adversarial recourse. We
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datasets can be found in the extended Appendix (https://arxiv.org/abs/2403.10330).
(c,d): Regularization through Adversarial Training may improve non-
adversarialness. We robustify models through adversarial training, which improves

the share of non-adversarial recourses.

suggesting that current adversarial attacks may not be realistic in the majority
of practical use cases [4] or require a fundamental paradigm shift away from
norms as cost functions towards realistic measures of detector evasion [15].

An Implicit Pursuit Towards Non-adversarial Recourse. The recourse
literature suggests several strategies for improving the quality of recourse. Kom-
miya et al. [33] discovered that feature attributions and feature modifications in
recourses only partially agree, raising the question of how they can potentially
be used as guidance. Recent takes on robustifying recourse by going further than
mandated by the actual decision boundary [48,60] can be interpreted as another
take to reduce the possibility of ending up with an adversarial. Therefore, we
conclude that these works seem to have implicitly followed the goal of obtain-
ing non-adversarial recourse and can be interpreted as orthogonal attempts to
reach this common goal. We hope that our precise definition of non-adversarial
recourse allows for these efforts to be bundled and unified in the future.

Non-adversarial Recourse via Distributional Constraints. Another
avenue we have not followed in this work considers the feasible set. The fea-
sible set X many works have claimed that recourse should be actionable, leading
to realistic instances [50,61]. A fairly general way to arrive at this goal is to con-
strain the recourse to be in-distribution [17,31,47], which can be seen as another
strategy towards non-adversarial recourse: For in-distribution examples, every
model that is a suitable approximation of the ground truth should result in an
above-chance-level agreement between the model and the ground truth. We leave
an investigation of this connection to future work.

8 Conclusion

In this work, we explored the nuanced differences between adversarial examples
and counterfactual explanations, focusing on real-world high-stakes decision-
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making processes. For such scenarios, we introduced the desirable concept of
non-adversarial recourse, emphasizing that useful counterfactual explanations
should not only change the model’s prediction but also align with the ground
truth in contrast to adversarial examples.

Our theoretical and experimental analyses on multiple real-world datasets
illuminate different ways the model parameters can shape the generation of
non-adversarial recourse. Our findings suggest that choosing a suitable model
that is highly accurate and robust has more impact on whether recourse can be
considered adversarial than the choice of the cost function. For tabular data,
adversarial methods also succeed in computing suitable recourse. In summary,
we provided valuable insights into generating counterfactuals of reduced adver-
sarialness. Hence, this work lays a foundation for developing resilient recourse
models and their deployment in realistic decision-making scenarios.

Disclosure of Interests. The authors have no competing interests to declare that
are relevant to the content of this article.

A Derivation of Theorem V.I

This section presents the proof of Theorem1 proof. First, we show how the
probability of a relevant feature can be easily estimated in linear models. Suppose
we have obtained a data matrix X € R™**. Then, we can obtain the analytical
least-squares solution B = (XTX) !X Ty. We can estimate the variance of B
to be Var[B] = 0?(X " X)L, Simplifying through assuming the features in « to
be independent and of zero-mean, X " X is diagonal and we obtain

~ o2

Varldl = = e (12)

This allows to use of the estimated coefficients to estimate the probability of a
feature being relevant, pgisc through the following derivation:

Paise(Bi) = P(i € Faisc|B:) (13)
_ P(Bi, 1 € Faisc) (14)
p(Bi,i € Faise) +P(Bi, i ¢ Faisc)
—_ p(ﬂl‘z S -Fdisc) (15)
p(Bz“ S ]:disc) +p(Bz|Z ¢ ]:disc)m
p(Z € -Fdisc)
———
q
B (Blref ) = — 16)
p(Pil? disc 2 N
Lt pGiligrm TP (O‘ 20|3i] —log q)
= sigmoid (2a|ﬂAi| —a? +log q) . (17)
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The above calculation highlights that it is possible to use the coefficients B in the
linear model as noisy estimates for assessing whether a feature is discriminative.

We combine this insight with the optimal recourse found using a specific cost
matrix S. To this end, we leverage the analytical solution to this problem [9,
Lemma 4, Appendix]:

8(8) =L " Vg1 (18)

We can then compute the expected value of the measure of non-adversarialness
for the recourse that will be found with the corresponding cost function:

S |<sz-|} e pa |2
Eg [NADV,(S)] = By | =Sidee— | =y | ==t 19
p INADV,.(S) ,3[ 13, 5 141, 1
_ Sipanei BN pL(8)(S ) (20)
1S-18]l, 1S=18l,
_ Pa(B)(SIB) (21)
1S=11BI»

Taking the above expression, we can obtain optimal costs for different values of
p by solving

argmaxEj [NADV,(S)]. (22)

Continuing the calculation separately for the most common values p € {1, 2, 00},
we obtain the following cost weights s; that depend on the estimated f;:

p=1 p=2 p =00
implicit

-113] — R 13| — _Pdisc(B) -113| —
SRl = R max pase(Bo) SRl = r iz |5 1Al =1
explicit

) i i— (B ) 18] ) 3.
S~ {1, if 1= arg max; Paisc(B;), else oo} si~ —=Es si ~ | Bl
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B Experimental Details

We use the following experimental parameters (Table 1):

Table 1. Implementation parameters

415

Artificial Neural Network

Logistic Regression

éb Units [Input dim., 30, 30, 2] [Input dim., 1]
§ Intermediate activations RelL.U N/A

Last layer activations None Sigmoid

. -3

o Learning rate 10 N/A
= Regularization None l> with pen =1
=
E Batch size 32 N/A

Epochs 103 5% 10°
Method Optimizer Ir  Tterations A Additional Comments
SCFE Adam 107t 100 0.1 step = 0
DiCE RMSProp 107" 100 Two counterfactuals, one is randomly sampled for evaluation
AR Default as in [61] - Squared loss in cost function
C&W Gradient-based as in [7] 1072 1000 - Constant factor ¢ = 1
DeepFool - 50 2x 1072 Target label for attack directionality [40]
PGD 107! 10 107! a=10""e=2

Table 2. Features that are used by the experts (GT) and total number of features
available to adversarial methods and recourse methods on each dataset.

Dataset GT Features Tot. features
Admission ugpa, first_pf 4
German Credit | status, credit-history, 19
employment-duration, housing,
number-credits
COMPAS age, two_year_recid, priors_count 5
HELOC MSinceMostRecent TradeOpen, 22

NumTrades60Ever2DerogPubRec,
NumTrades90Ever2DerogPubRec,
NumTradesOpeninLast12M,
NumlInqglast6M,
NumlIngLast6Mexcl7days,
NumRevolvingTradesWBalance,
NumlnstallTradesWBalance, Num-
Bank2NatlTradesWHighUtilization
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Publication 3

Tobias Leemann, Alina Fastowski, Felix Pfeiffer, and Gjergji Kasneci: At-
tention Mechanisms Don’t Learn Additive Models: Rethinking Feature
Importance for Transformers. Transactions on Machine Learning Research
(TMLR), 2024.

Author Contributions. I developed the initial idea for this project together with
Gjergji Kasneci. Initial experimentation was done by Felix Pfeiffer, who created
the main part of the initial code base. Alina Fastowski contributed an experi-
ment on the Yelp-HAT dataset to assess the alignment with human explanations.
I wrote the final manuscript with significant help from Gjergji Kasneci, who con-
tributed valuable improvements to the presentation of the results. In particular,
he helped improve the clarity of the theoretical results by dissecting them into
smaller corollaries with nuanced discussion.

Summary. The transformer architecture (Vaswani et al., 2017) has set the stan-
dard in many domains and become the foundation of modern Large Language
Models (LLMs). The inputs for these models are usually represented as a to-
ken sequence. This makes it increasingly important to better understand the
relation between input tokens and the output for these models. In this work,
we both theoretically and empirically investigate the effect of applying classical
model-agnostic surrogate models such as LIME (Ribeiro et al., 2016) to trans-
former models. Surrogate model explanations offer the advantage that they di-
rectly describe the predictive model’s behavior around a specific instance. They
should have high fidelity, i.e., approximate the behavior of the predictive model
well in a local neighborhood. We observe that linear surrogate models are pop-
ular and most attribution methods, e.g., SHAP and LRP, give rise to an implicit
linear model. This canonical interpretation states that when a feature i is as-
signed an attribution of ¢;, removing the feature should roughly decrease the
output score by ¢;. However, we prove that transformer models strikingly strug-
gle to represent simple linear functions even with multiple layers. This is due
to the attention-mechanism’s softmax-normalization, which introduces depen-
dencies over the entire sequence length. Our work highlights a fundamental
misalignment between the transformer as a predictive model and popular sur-
rogate models resulting in low fidelity. For improved fidelity we propose the
Softmax-Linked Additive Log-Odds Model (SLALOM), a surrogate model that
can be easily represented by transformers and is better aligned with the trans-
former architecture. We prove that SLALOM is easier to learn for transformers
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and can be efficiently estimated. Experiments on synthetic and real datasets con-
firm our theoretical analysis, highlighting that SLALOM results in explanations
with higher fidelity. SLALOM quantifies the contribution of each token through
two values instead of one: a token value score (describing its independent contri-
bution) and an importance score (describing its interaction weight).

3.3.1 Discussion

This work shows that the classical linear interpretation of feature attributions
does not work well for transformers. Our work theoretically outlines why
transformers struggle or may even not be able to represent such a model at
all. Thereby linear explanations may only describe the model at an exact point
(similar to a derivative for a function), but do not generalize to a neighbor-
hood around the instance that is being explained. This renders the explana-
tions incapable of quantitatively describing the behavior of the model for prac-
tical changes such as token insertions and removal, which are discrete and non-
infinitesimal. We argue that such grounding is essential for auditing black-box
explanations. In a black-box setting, explanations can only be audited by sub-
mitting perturbed inputs and checking the resulting outputs against the expla-
nation, e.g., using the infidelity metric by Yeh et al. (2019). As tokens are discrete,
the valid area for the explanation needs to cover complete removals, and hyper-
local linear approximations are insufficient for auditing and may further open
the door to attacks such as “fairwashing” (Slack et al., 2020). Concerning the
user perspective, we find that our explanations align better with human percep-
tion, when we run an experiment about identifying the most essential tokens.
SLALOM has been successfully applied to explain online trauma detection in
follow-up work (Schirmer et al., 2024). We underline that there is no one-fits-all
explanation and encourage further work on the compatibility of XAI methods
and ML models, but also on multi-dimensional attribution methods that quan-
tify feature importance by more than one dimension.
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Abstract

We address the critical challenge of applying feature attribution methods to the transformer
architecture, which dominates current applications in natural language processing and beyond.
Traditional attribution methods to explainable AI (XAI) explicitly or implicitly rely on linear
or additive surrogate models to quantify the impact of input features on a model’s output.
In this work, we formally prove an alarming incompatibility: transformers are structurally
incapable of representing linear or additive surrogate models used for feature attribution,
undermining the grounding of these conventional explanation methodologies. To address
this discrepancy, we introduce the Softmax-Linked Additive Log Odds Model (SLALOM),
a novel surrogate model specifically designed to align with the transformer framework.
SLALOM demonstrates the capacity to deliver a range of insightful explanations with both
synthetic and real-world datasets. We highlight SLALOM’s unique efficiency-quality curve
by showing that SLALOM can produce explanations with substantially higher fidelity than
competing surrogate models or provide explanations of comparable quality at a fraction of
their computational costs. We release code for SLALOM as an open-source project online at
https://github.com/tleemann/slalom_explanations.

1 Introduction

The transformer architecture (Vaswani et al., 2017) has been established as the status quo in modern natural
language processing (Devlin et al., 2018; Radford et al., 2018; 2019; Touvron et al., 2023). However, the
current and foreseeable adoption of large language models (LLMs) in critical domains such as the judicial
system (Chalkidis et al., 2019) and the medical domain (Jeblick et al., 2023) comes with an increased need
for transparency and interpretability. Methods to enhance the interpretability of an artificial intelligence
(AI) system are developed in the research area of Explainable Al (XAI, Adadi & Berrada, 2018; Gilpin
et al., 2018; Molnar, 2019; Burkart & Huber, 2021). A recent meta-study (Rong et al., 2023) shows that
XAI has the potential to increase users’ understanding of Al systems and their trust therein. Local feature
attribution methods that quantify the contribution of each input to a decision outcome are among the most
popular explanation methods, and a variety of approaches have been suggested for the task of computing
such attributions (Kasneci & Gottron, 2016; Ribeiro et al., 2016; Sundararajan et al., 2017; Lundberg & Lee,
2017; Covert et al., 2021; Modarressi et al., 2022).

It remains hard to formally define the contribution of an input feature for non-linear functions. Recent work
(Han et al., 2022) has shown that common explanation methods do so by implicitly or explicitly performing a
local approximation of the complex black-box function, denoted as f, using a simpler surrogate function g
from a predefined class G. For instance, Local Interpretable Model-agnostic Explanations (LIME, Ribeiro
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Figure 1: Transformers cannot be well explained through additive models. Left: We exemplarily
show the log odds for the outputs of a BERT model and a linear Naive-Bayes model (“linear”) assigning each
word a weight trained on the IMDB movie review dataset. The token colors indicate the weights assigned by
the linear model. We pass two sequences to the models independently and in concatenation. For the linear
model, the output of the concatenated sequence can be described by the sum, but this is not the case for
BERT. We show that this phenomenon is not due to a non-linearity in this particular model but stems from
a general incapacity of transformers to represent additive functions. Right: To overcome this difficulty, we
propose SLALOM, a novel surrogate model specifically designed to better approximate transformer models.

et al., 2016) or input gradient explanations (Baehrens et al., 2010) use a linear surrogate model to approximate
the black-box f; the model’s coefficients can be used as the feature contributions.

Surrogate model explanations have the advantage that they directly describe the behavior of the model in
the proximity of a specific input, i.e., under small perturbations, a property known as fidelity (Guidotti
et al., 2018; Nauta et al., 2023). Fidelity can be quantified through the difference between the prediction
model’s outputs and the surrogate model’s outputs (Yeh et al., 2019; Zhou et al., 2019). Explanations that
quantitatively describe the prediction model’s output under perturbations with low error have high fidelity.

An implication of models with high representative capacity and high-fidelity explanations is the recovery
property: If the true relation f between features and labels in the data is already within the function class G,
the model will learn this function and we can effectively reconstruct the original f from the explanations.
For example, suppose that the black-box function we consider is of linear form, i.e., f(z) = w'«, and has
been correctly learned. In this case, a gradient explanation as well as continuous LIME (C-LIME, Agarwal
et al., 2021) will recover the original model’s parameters up to an offset (Han et al., 2022, Theorem 1).
Shapley value explanations (Lundberg & Lee, 2017) possess a comparable relationship: It is known that
they correspond to the pointwise feature contributions of Generalized Additive Models (GAM, Bordt & von
Luxburg, 2023). The significance of recovery properties lies in their role when explanations are leveraged
to gain insights into the underlying data. Particularly when XAT is used for scientific applications such as
drug discovery (Mak et al., 2023), preserving the path from the input data to the explanation through a
learned model is crucial. However, such guarantees can only be provided when surrogate function class G can
effectively mimic the model’s learned relation, at least within some local region.

In this study, we demonstrate that the transformer architecture, the main building block of LLMs such as
the GPT models (Radford et al., 2019), is inherently incapable of learning additive models on the input
tokens, both theoretically and empirically. By additive models, we refer to models that assign each token
a weight. The sum of the individual token weights then gives the output of the additive model. Linear
models are a subset of this class. We formally prove that simple encoder-only and decoder-only transformers
structurally cannot represent such additive models due to the attention mechanism’s softmax normalization,
which necessarily introduces token dependencies over the entire sequence length. An example is illustrated in
Figure 1 (left). Our finding that the function spaces represented by additive models and transformers are
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disjoint when dismissing trivial cases implies that prevalent feature attribution explanations are insufficient
to model transformers. They cannot possess high fidelity, i.e., they cannot quantitatively describe these
models’ behavior well. This also undermines the recovery property, highlighting a significant oversight in
current XAl practices. As our results suggest that the role of tokens cannot be described through a single
score, we introduce the Softmax-Linked Additive Log Odds Model (SLALOM, cf. Figure 1, right), which
represents the role of each input token in two dimensions: The token value describes the independent effect
of a token, whereas the token importance provides a token’s interaction weight when combined with other
tokens in a sequence. In summary, our work offers the following contributions beyond the related literature:

(1) We theoretically and empirically demonstrate that common transformer architectures fail to represent
additive and linear models on the input tokens, jeopardizing current attribution methods’ fidelity.

(2) To mitigate these issues, we propose the Softmax-Linked Additive Log Odds Model (SLALOM),
which uses a combination of two scores to quantify the role of input tokens.

(3) We theoretically analyze SLALOM and show that (i) it can be represented by transformers (i.e., the
fidelity property), (ii) it can be uniquely identified from data (i.e., the recovery property), and (iii) it
is highly efficient to estimate.

(4) Experiments on synthetic and real-world datasets with common language models (LMs) confirm the
mismatch between surrogate models and predictive models, underline that two scores cover different
angles of interpretability, and that SLALOM explanations can be computed that have substantially
higher fidelity or efficiency than competing techniques.

2 Related Work

Explainability for transformers. Various methods exist to tackle model explainability (Molnar, 2019;
Burkart & Huber, 2021). Furthermore, specific approaches have been devised for the transformer architecture
(Vaswani et al., 2017): As the attention mechanism at the heart of transformer models is supposed to focus on
relevant tokens, it seems a good target for explainability methods. Several works turn to attention patterns
as model explanation techniques. A central attention-based method is put forward by Abnar & Zuidema
(2020), who propose two methods of aggregating raw attentions across layers, flow and rollout. Brunner et al.
(2020) focus on effective attentions, which aim to identify the portion of attention weights actually influencing
the model’s decision. While these approaches follow a scalar approach considering only attention weights,
Kobayashi et al. (2020; 2023) propose a norm-based vector-valued analysis, arguing that relying solely on
attention weights is insufficient and the other components of the model need to be considered. Building on
the norm-based approach, Modarressi et al. (2022; 2023) further follow down the path of decomposing the
transformer architecture, presenting global-level explanations with the help of rollout. Beyond that, many
more attention-based explanation approaches have been put forward (Chen et al., 2020; Hao et al., 2021;
Ferrando & Costa-jussa, 2021; Qiang et al., 2022; Sun et al., 2023; Yang et al., 2023) and relevance-propagation
methods such as LRP have been adapted to the transformer architecture (Achtibat et al., 2024). A drawback
with these model-specific explanations remains the implementational overhead that is required to adapt these
methods for each architecture. On the formal side, there is no explicit method to quantitatively predict the
transformer model’s behavior under perturbations leaving the fidelity of these explanations unclear.

Model-agnostic XAI. In contrast to transformer-specific methods, researchers have devised model-agnostic
explanations that can be applied without precise knowledge of a model’s architecture. Model-agnostic
local explanations like LIME (Ribeiro et al., 2016), SHAP (Lundberg & Lee, 2017) and others (Shrikumar
et al., 2017; Sundararajan et al., 2017; Smilkov et al., 2017; Xu et al., 2020; Covert et al., 2021, etc.) are a
particularly popular class of explanations that are applied to LMs as well (Szczepanski et al., 2021; Schirmer
et al., 2023; Dolk et al., 2022). Surrogate models are a common subform (Han et al., 2022), which locally
approximate a black-box model through a simple, interpretable function.

Linking models and explanations. Prior work has distilled the link between classes of surrogate models
that can be recovered by explanations (Agarwal et al., 2021; Han et al., 2022, Theorem 3). Notable works
include Garreau & von Luxburg (2020), which provides analytical results on different parametrizations of
LIME, and Bordt & von Luxburg (2023), which formalizes the connection between Shapley values and GAMs
for classical Shapley values as well as n-Shapley values that can also model higher-order interactions.
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Interpreting feature attributions as linear models. Many feature attribution methods do not use
explicit surrogate models, e.g., SHAP or LRP. To predict model behavior under perturbations, they can be
intuitively interpreted as a linear surrogate model (cf. Yeh et al., 2019): If feature 7 has a contribution of ¢;,
removing ¢ should reduce the model output by ¢; (Achtibat et al., 2024), giving rise to an implicit linear
model.

We contribute to the literature by theoretically showing that transformers are inherently incapable to
represent additive models, casting doubts on the applicability of local LIME, SHAP, attention-based, and
other attribution methods to transformers. These methods fit an explicit additive surrogate model or can be
interpreted as one. Our finding that additive scores are insufficient to predict the behavior of transformers
leaves us with no method that enables strict fidelity. To bridge this gap, we provide SLALOM, a novel
surrogate model with substantially increased fidelity and a recovery property for transformers.

3 Preliminaries

" logit score 1

U

3.1 Input and output representations hf}ﬁ R hl}
xL

In this work, we focus on classification problems of token ;
sequences. For the sake of simplicity, we initially consider || fin fin
a 2-class classification problem with labels y € Y = {0, 1}. o 5 f
We will outline how to generalize our approach to multi-class 1‘, | I‘j P
problems in Appendix C.1. |

W Jo e T Wit o
The input consists of a sequence of tokens t= [tl, e ,t|t|]
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sentation amenable to processing with computational meth-
ods, the tokens need to be encoded as numerical vectors.
To this end, an embedding function e : V — R? is used,
where d is the embedding dimension. Let e; = e(t;) be the
embedding of the i-th token. The output is given by a logit
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Figure 2: Transformer architecture. In
each layer [=1, ..., L, input embeddings hil_l)
for each token i are transformed into output
embeddings hgl). When detaching the part
prior to the classification head (“cls”), we see
that the output only depends on the last em-

. (L—-1) .
3.2 The common transformer architecture bedding hy and attention output s;.

Many popular LMs follow the transformer architecture introduced by Vaswani et al. (2017) with only minor
modifications. We will introduce the most relevant building blocks of the architecture in this section. A
complete formalization is given in Appendix B.1. A schematic overview of the architecture is visualized
in Figure 2. Let us denote the input embedding of token ¢ = 1,...,|t| in layer [ € 1,..., L by hEFl)GRd,
where hgo):ei. The core component of the attention architecture is the attention head.! For each token, a
query, key, and a value vector are computed by applying an affine-linear transform to the input embeddings.
Keys and queries are projected onto each other and normalized by a row-wise softmax operation resulting in
attention weights a;; € [0,1], denoting how much token 7 is influenced by token j. The attention output for
token ¢ can be computed as s; = Z‘;’:‘l a;;v;, where v; € R? denotes the value vector for token j. The final
s; are projected back to dimension d by a projection operator P : R* — R? before they are added to the

corresponding input embedding hz(-lfl)

as mandated by skip-connections. The sum is then transformed by a
nonlinear function that we denote by ffn : R? — R?, finally resulting in a transformed embedding hgl). This

procedure is repeated iteratively for layers 1,..., L such that we finally arrive at output embeddings hEL).
To perform classification, a classification head cls : R* — RI¥! is put on top of a token at some index r (how

L Although we only formalize a single head here, our theoretical results cover multiple heads as well
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this token is chosen depends on the architecture, common choices include r € {1, |t|}), such that we get the
final logit output I = cls (th)). The logit output is transformed to a probability vector via another softmax
operation. Note that in the two-class case, we obtain the log odds F(t) by taking the difference (A) between

P . (y=1]t) _ —
the two logits, i.e., F(t) := log Z(zzolt) =A(l) =1 — .

3.3 Encoder-only and decoder-only models

Practical architectures can be seen as parametrizations of the process described previously. We introduce the
ones relevant to this work in this section. Commonly, a distinction is made between encoder-only models,
that include BERT (Devlin et al., 2018) and its variants, and decoder-only models such as the GPT models
(Radford et al., 2018; 2019).

Encoder-only models. Considering BERT as an example of an encoder-only model, the first token is used
for the classification head, i.e., r = 1. Usually, a special token [CLS] is prepended to the text at position 1.
However this is not strictly necessary for the functioning of the model.

Decoder-only models. In contrast, decoder-only models like GPT-2 (Radford et al., 2019) add the
classification head on top of the last token for classification, i.e., r = [¢|. A key difference is that in GPT-2
and other decoder-only models, a causal mask is laid over the attention matrix, resulting in o; ; = 0 for j > 4.
This encodes the constraint that tokens can only attend to themselves or to previous ones.

To make our model amenable to theoretical analysis, the transformer model in our analysis contains one
slight deviation from practical models. We do not consider positional embeddings, which are added to the
embeddings based on their position in the sentence. We will empirically demonstrate that using positional
embeddings does not affect the validity of our findings on practical models.

4 Analysis

Let us initially consider a transformer with only a single layer and head. Our first insight is that the
classification output can be determined only by two values: the input embedding at the classification token r,
h&o), and the attention output s,.. This can be seen when plugging in the different steps:

1t
A (cs(hOY) — a(h® + P(s,))) = gD 5.) = (RO, S ars0;).
F(t) A(cl (h( )) A(cls (ff (hO 4 P( )))) g(h©, s,) g(ho j;a ) (1)

The attention output is given by a sum of the token value vectors v; weighted by the respective attention
weights a;.;.

4.1 Transformers cannot represent additive models

We now consider how this architecture would represent a linear model. In this model, each token is assigned

a weight w : V — R. The output is obtained by adding weights and an offset b € R, consequently requiring
It]

F([ti,t2,... ) :b+zw(ti) (2)

for all possible input sequences.

The transformer shows surprising behavior when considering sequences of identical tokens but of different
lengths, i.e., [7], [T, 7],... We first note that the sum of the attention scores is bound to be ZL11 apj = 1.
The output of the attention head will thus be a weighted average of the value vectors v;. We find that
the first-layer value vectors v;(t;) are determined purely by the input tokens ¢; (cf. full formalization in
Appendix B.1). For a sequence of identical tokens, we will thus have the same value vectors, resulting in
identical vectors being averaged. This makes the transformer produce the same output for each of these
sequences. This contradicts the form in (2), where the output should successively increase by w(t;). We are
now ready to state our result, which formalizes this intuition for the more general class of additive models
where the token weight may also depend on its position 4 in the input (equivalent to a GAM).
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Proposition 4.1 (Single-layer transformers cannot represent additive models.). Let V be a vocabulary and
C > 2,C € N be a mazimum sequence length (context length). Let w; : V — R, Vi € 1,...,C be any map that
assigns a token encountered at position i a numerical score including at least one token T € V with non-zero
weight w; (1) # 0 for somei € 2,...,C. Let b € R be an arbitrary offset. Then, there exists no parametrization
of the encoder or decoder single-layer transformer F such that for every sequence t = [t1,ta, ..., ty] with

length |t| < C, the output of the transformer network is equivalent to F([t1,ta,... ,tjy]) = b+ Z‘Zil w;(t;).

Proof Sketch. We prove the statement by concatenating the token 7 to sequences of different length. We then
show that the inputs to the final part g of the transformer will be independent of the sequence length. Due
to g being deterministic, the output will also be independent of the sequence length. This is contradictory to
the additive model with a weight w;(7) # 0 requiring different outputs for sequences of length j—1 and j.
Formal proofs for all results can be found in Appendix B. O

In simple terms, the proposition states that the transformer cannot represent any additive models on
sequences of more than one token besides constant functions or those fully determined by the first input
token. Importantly, the class of functions stated in the above theorem includes the prominent case of linear
models in Eqn. (1), where each token has a certain weight w independent of its position in the input vector
(i-e., w; = w, Vi, see Corollary B.2). We would like to emphasize that this statement includes the converse:

Corollary 4.2. Transformers whose outputs are not constant or fully determined by the first token of the
input sequence cannot be functionally equivalent to an additive model.

4.2 Transformer networks with multiple layers cannot represent additive models

In this section, we will show how the argument can be extended to multi-layer transformer networks. Denote

by hglfl) the input embedding of the ith token at the Ith layer. The output is governed by the recursive
relation

R = finy (b~ + Pi(s) = gi(h{ 7V, 5,). )

Exploiting the similar form allows us to generalize the main results to more layers recursively.

Corollary 4.3 (Multi-Layer transformers cannot learn additive models either). Under the same conditions
as in Proposition 4.1, a stack of multiple transformer blocks as the model F', neither has a parametrization
sufficient to represent the additive model.

Practical considerations. As stated earlier, the transformer model in our analysis does not consider
positional embeddings that are added on the token embeddings. However, this does not have major
ramifications in practice: While the transformer would be able to differentiate between sequences of different
lengths with positional embeddings in theory, the softmax operation must be inverted for any input sequence
by the linear feed-forward block that follows the attention mechanism. This is a highly non-linear operation
and the number of possible sequences grows exponentially with the context length and vocabulary size.
Learning-theoretic considerations suggest that this inversion is impossible for reasonably-sized networks
as outlined in Appendix C.2. We will confirm our results with empirical findings obtained exclusively on
non-modified models with positional embeddings.

5 A Surrogate Model for Transformers

In the previous section, we theoretically established that transformer models struggle to represent additive
functions. While this must not necessarily be considered a weakness, it certainly casts doubts on the suitability
of additive models as surrogate models for explanations of transformers. For a principled approach, we
consider the following four requirements to be of importance:

(1) Interpretability. The surrogate model should be simple enough such that its parameters are
inherently interpretable for humans (Molnar, 2019, Chapter 9.2).
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Figure 3: Transformers fail to learn linear models. We train different models on a synthetically sampled
dataset where the log odds obey a linear relation to the features. Fully connected models (2-layer ReLU
networks with different hidden layer widths) capture the linear form of the relationship well despite some
estimation error (a). However, common transformer models fail to model this relationship and output almost
constant values (b)-(d). This does not change with more layers.

(2) Learnability. The surrogate model should be easily representable by common transformers. Learn-
ability is crucial because using a surrogate model that is hard to represent for the predictive model
will likely result in low-fidelity explanations.

(3) Recovery. If the predictive model falls into the surrogate model’s class, the fitted surrogate model’s
parameters should match those of the predictive model. Together with learnability, recovery ensures
that a model can pick up the true relations present in the data and they can be re-identified by the
explanation, which is essential, e.g., in scientific discovery with XAT.

(4) Efficiency. The surrogate model should be efficient to estimate even for larger models.

5.1 The Softmax-Linked Additive Log Odds Model

To meet the requirements, we propose a novel discriminative surrogate model that explicitly models the
behavior of the softmax function. Instead of only assigning a single weight w to each token, we separate two
characteristics: We introduce the token importance as a map s : ¥V — R and a token value in form of a map
v : VY — R. Subsequently, we consider the following discriminative model:

ply = 1[t)

F(#) =log p(y = 0[t)

=3 ailt)u(t),  where a;(t) __owlst) (4)

et N Zt] ce exp(s(t)))

Due to the shift-invariance of the softmax function, we observe that the maps s and s’ given by s'(7) = s(7)+46
result in the same softmax-score and thus the same log odds model for any input t. Therefore, the
parameterization would not be unique. To this end, we introduce a normalization constraint on the sum
of token importances for uniqueness. Formally, we constrain it to a user-defined constant v € R such that
> ey 8(T) = v, where natural choices include v € {0,1}. We refer to the discriminative model given in
Eqn. (4) together with the normalization constraint as the softmaz-linked additive log odds model (SLALOM).

As common in surrogate model explanations, we can fit SLALOM to a predictive model’s outputs globally or
locally and use tuples of token importance scores and token values scores, (v(7), s(7)) to give explanations
for an input token 7. While the value score provides an absolute contribution of 7 to the output, its token
importance s(7) determines its weight with respect to the other tokens. For instance, if only one token 7
is present in a sequence, the output is only determined by its value score v(7). However, in a sequence of
multiple tokens, the importance of each token with respect to the others — and thereby the contribution of
this token’s value — is determined by the token importance scores s. This intuitive relation makes SLALOM
interpretable, thereby satisfying Property (1).
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5.2 Theoretical properties of SLALOM

We analyze the proposed SLALOM theoretically to ensure that it fulfills Properties (2) and (3), Learnability
and Recovery, and subsequently provide efficient algorithms to estimate its parameters (4). First, we show
that — unlike linear models, SLALOMSs can be easily learned by transformers.

Proposition 5.1 (Transformers can fit SLALOM). For any maps s, v, and a transformer with an embedding
size d and head dimension dn with d,d, > 3, there exists a parameterization of the transformer to reflect
SLALOM in Equation (4) together with the normalization constraint.

This statement can be proven by explicitly constructing the corresponding weight matrix (cf. Appendix B.5).
This proposition highlights that — unlike linear models — there are simple ways for the transformer to represent
relations governed by SLALOMs. We demonstrate this empirically in our experimental section and conclude
that SLALOM fulfills Property (2). For Property (3), Recovery, we make the following proposition:

Proposition 5.2 (Recovery of SLALOMS). Suppose query access to a model G that takes sequences of tokens
t with lengths |t| € 1,...,C and returns the log odds according to a non-constant SLALOM on a vocabulary
V, normalization constant T € R, but with unknown parameter maps s: V - R, v:V — R. For C > 2, we
can recover the true maps s, v with 2|V| — 1 forward passes of F.

This statement confirms property (3) and shows that SLALOM can be uniquely re-identified when we rule
out the corner case of constant models. We prove it in Appendix B.6.

Complexity considerations. Computational complexity can be a concern for XAI methods. To estimate
exact Shapley values, the model’s output on exponentially many feature coalitions needs to be evaluated.
However, as the proof of Proposition 5.2 shows, to estimate SLALOM’s parameters for an input sequence
of V tokens, only 2|V| — 1 forward passes are required, verifying Property (4). We empirically show that
computing SLALOM explanations is about 5x faster than computing SHAP explanations when using the
same number of samples in our experimental section.

5.3 Numerical algorithms for computing SLALOMs

Having derived SLALOM as a better surrogate model, we require numerical algorithms to estimate v and s.
Unfortunately, the strategy derived in Proposition 5.2 using a minimal number of samples is numerically
unstable. We make two key implementation choices for SLALOM to be used as an explanation technique.
First, we can control the sample set of features and labels obtained through queries of the predictive model.
Second, we can use different optimization strategies to fit SLALOM on this sample set. We suggest two
algorithms to fit SLALOMs post-hoc on input-output pairs of a trained predictive model:

SLALOM-eff. The first version of the algorithm to fit SLALOM models is designed for maximum efficiency
while maintaining reasonable performance across several XAl metrics. Obtaining a large dataset of input-
output pairs can incur substantial computational costs as a forward pass of the models needs to be executed
for each sample. To speed up this process, SLALOM-Eff uses very short sequences (we use only two tokens
in this work) randomly sampled from the vocabulary for this purpose. To efficiently fit the surrogate model,
we perform stochastic gradient descent on SLALOM’s parameters using the mean-squared-error loss between
the score output by SLALOM and the score by the predictive model as an objective. SLALOM-eff is our
default technique used unless stated otherwise.

SLALOM-fidel. We provide another technique to fit SLALOM optimized for maximum fidelity under
input perturbations such as token removals. To explain a specific sample, we sample input where we remove
up to K randomly sampled tokens. The sequences with tokens removed and their predictive model scores are
used to fit the model, similar to LIME (Ribeiro et al., 2016). Instead of SGD, we can leverage optimizers
for Least-Square-Problems to fit the parameters iteratively, however incurring a higher latency. We provide
details and pseudocode for both fitting routines in Appendix D.
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Figure 4: Verifying properties with synthetic data: SLALOM describes outputs of transformer
models well (a,b). We fit SLALOM to the outputs of the BERT and GPT-2 models trained on the linear
synthetic dataset. The linear and GAM models (despite having C'/2=15x more parameters) do not match
the transformer’s behavior. We provide another empirical counterexample and additional quantitative results
in Appendix F.1. Verifying recovery (c,d). We verify the recovery property on a second synthetic dataset
where features and labels obey a SLALOM relation. We train a 2-layer DistilBERT model on the data and
fit SLALOM to the trained model. We can recover the original logit scores (c) and see a strong connection
between original SLALOM parameters and the recovered ones (d). These findings verify the learnability and
recovery properties. More results in Appendix F.2.

5.4 Relating SLALOM scores to linear attributions

Importantly, SLALOM scores can be readily converted to locally linear interpretability scores where necessary.
For this purpose, a differentiable model for soft removals is required. We consider the weighted model:

Ztlet%eXP(S(ti))v(ti)
F(X) = Yo eehiexp(s(ti) ’

where \; = 1 if a token is present and \; = 0 if it is absent. We observe that setting A\; = 0 has the desired
effect of making the output of the soft-removal model equivalent to that of the standard SLALOM on a

sequence without this token. Taking the gradients at A = 1 we obtain % ox v(t;) exp(s(t;)), which can
ilx=1

be used to rank tokens according to the linearized attributions. We defer the derivation to Appendix B.7 and
refer to these scores as linearized SLALOM scores. As SLALOM is just another multi-variate function, it
also possible to compute SHAP values for it. We discuss this relation in Appendix B.7 as well.

6 Experimental Evaluation

We run a series of experiments to show the mismatch between surrogate model explanations and the
transformers. Specifically, we verify that (1) real transformers fail to learn additive models, (2) SLALOM
better captures transformer output, (3) SLALOM models can be recovered from fitted models with tolerable
error, (4) SLALOM scores are versatile and align well with linear attribution scores and human attention, and
(5) that SLALOM performs well in faithfulness metrics and has substantially higher fidelity than competing
techniques. For experiments (1)-(3), we require knowledge of the ground truth and use synthetic datasets.
To demonstrate the practical strengths of our method, all the experiments for (4) and (5) are conducted on
real-world datasets and in comparison with state-of-the-art XAI techniques.

6.1 Experimental setup

LM architectures. We study three representative transformer language model architectures in our
experiments. In sequence classification, mid-sized transformer LMs are most popular on platforms such as
the Huggingface hub (Huggingface, 2023) often based on the BERT-architecture (Devlin et al., 2018), which
is reflected in our experimental setup. To represent the family of encoder-only models, we deploy BERT
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(Devlin et al., 2018) and DistilBERT (Sanh et al., 2019). We further experiment with GPT-2 (Radford et al.,
2019), which is a decoder-only model. We use the transformers framework to run our experiments. While
not the main scope of this work concerned with sequence classification, we will also show that due to its
model-agnostic nature, SLALOM can be applied to LLMs with up to 7B parameters and non-transformer
models such as Mamba (Gu & Dao, 2023) with plausible results. We provide a proof-of-concept to show that
SLALOM can be applied to black-box models such as GPT-40 in Appendix F.7.

Datasets. We use synthetic datasets and two real-world datasets for sentiment classification. Specifically,
we study the IMDB dataset, consisting of movie reviews (Maas et al., 2011) and Yelp-HAT, a dataset of
restaurant reviews, for which human annotators have provided annotations on which tokens are relevant for
the classification outcome (Sen et al., 2020). We provide additional details on hyperparameters, training, and
datasets in Appendix E.

6.2 Evaluation with known ground truth

Transformers fail to capture linear relationships. We empirically verify the claims made in Proposi-
tion 4.1 and Corollary 4.3. To ascertain that the underlying relation captured by the models is additive, we
resort to a synthetic dataset with a linear relation. The dataset is created as follows: First, we sample different
sequence lengths from a binomial distribution with a mean of 15. Second, we sample words independently
from a vocabulary of size 10. This vocabulary was chosen to include positive words, negative words, and
neutral words, with manually assigned weights w € {—1.5,—1,0,1,1.5}, that can be used to compute a linear
log odds model. We evaluate this model and finally sample the sequence label accordingly, thereby ensuring
a linear relation between input sequences and log odds. We train transformer models on this dataset and
evaluate them on sequences containing the same word (“perfect”) multiple times. Our results in Figure 3
show that the models fail to capture the relationship regardless of the model or number of layers used. In
Appendix A, we show how this undermines the recovery property with Shapley value explanations.

Fitting SLALOM as a surrogate to transformer models. Having demonstrated the mismatch between
additive functions and transformers, we turn to SLALOM as a more suitable surrogate model. As shown
in Proposition 5.1, transformers can easily fit SLALOMSs, which is why we hypothesize that they should
model the output of such a model well in practice. We fit the different surrogate models on a dataset of input
sequences and real transformer outputs from our linear synthetic dataset and observe that linear models and
additive models fail to capture the relationship learned by the transformer as shown in Figure 4(a,b). On the
contrary, SALO manages to model the relationship well, even if it has considerably less trainable parameters
than the additive model (GAM).

Verifying recovery. We run an experiment to study whether, unlike linear models, SLALOM can be fitted
and recovered by transformers. To test this, we sample a second synthetic dataset that exactly follows the
relation given by SLALOM. We then train transformer models on this dataset. The results in Figure 4(c,d)
show that the surrogate model fitted on transformer outputs as a post-hoc explanation recovers the correct
log odds mandated by SLALOM (c) and that there is a good correspondence between the true model’s
parameters and the recovered model’s parameters (d).

6.3 Examining real-world predictions from different angles

We increase the difficulty and deploy SLALOM (fitted using SLALOM-eff) to explain predictions on real-
world datasets. As there is no ground truth for these datasets, it is challenging to evaluate the quality of the
explanations (Rong et al., 2022). To better understand SLALOM explanations, we study them from several
angles: We compare to linear scores obtained when fitting a Naive-Bayes Bag-of-Words (BoW) model, scores
on removal and insertion benchmarks (Tomsett et al., 2020; DeYoung et al., 2020), the human attention
scores available on the Yelp-HAT dataset (Sen et al., 2020), and provide qualitative results.

Explaining Sentiment Classification. We show qualitative results for explaining a movie review in
Figure 5. The figure shows that both negative and positive words are assigned high importance scores
but have value scores of different signs. Furthermore, we see that some words (“the”) have positive value
scores, but a very low importance. This means that they lead to positive scores on their own but are easily
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LM  values v

importances s

lin.

BERT 0.619 + 0.01 0.349 + 0.01 0.626 + 0.01
DistilBERT 0.692 + 0.01 0.373 £ 0.01 0.693 + 0.01
GPT-20.618 + 0.01 0.292 + 0.01 0.619 + 0.01

average

0.643

0.338

0.646

(a) Measuring average rank-correlation (Spear-
man) between Naive-Bayes scores and SLALOM
scores. Linearized performs best.

LM

values v

importances s

lin.

Bert 0.786 + 0.01 0.807 + 0.01 0.801 + 0.01
DistilBERT 0.688 + 0.01 0.681 + 0.01 0.686 + 0.01
GPT-2 0.674 + 0.01 0.685 =+ 0.01 0.683 + 0.01

average

0.716

0.724

0.724

BLOOM-7.1B 0.739 + 0.02 0.712 + 0.03 0.740 =+ 0.02
Mamba-2.8B 0.615 £ 0.03 0.437 £ 0.03 0.535 + 0.03

(b) Measuring average AU-ROC between SLALOM expla-
nations and human token attention. The importance scores
and most strongly predictive of human attention for the
classical models. Applying SLALOM to larger models un-
derlines its scalability, but it remains less reliable for non-
transformer models like Mamba.

LM

SLALOM-fidel

SLALOM-eff

v-scores

lin.

v-scores

lin.

LIME

SHAP

G

Grad

LRP

BERT
DistilBERT
GPT-2

0.025 & 0.002
0.028 & 0.003
0.052 £ 0.008

0.023 + 0.001
0.024 + 0.002
0.050 % 0.008

0.031 & 0.002
0.027 & 0.002
0.089 & 0.008

0.031 & 0.002
0.027 & 0.002
0.089 & 0.008

0.024 £ 0.002
0.027 + 0.003
0.230 £ 0.017

0.026 + 0.003
0.029 £ 0.003
0.042 £ 0.005

0.557 + 0.034
0.495 + 0.027
0.454 + 0.022

0.611 &+ 0.033
0.508 + 0.028
0.493 £+ 0.023

0.030 & 0.006
0.023 £ 0.002
0.069 & 0.010

average

0.035 + 0.004

0.032 + 0.004

0.049 + 0.004

0.049 + 0.004

0.094 + 0.007

0.032 £ 0.003

0.502 + 0.028

0.537 + 0.028

0.041 & 0.006

(c) Area Over Perturbation Curve for deletion. Linearized scores and SHAP performs best in the XAI metric.

Table 1: Evaluation of SLALOM scores (“values”, “importance”; “lin.”) with std. errors across explanation
quality measures highlights that SLALOM’s different scores serve different purposes. IMDB dataset shown.

overruled by other words. We compare the SLALOM scores obtained on 100 random test samples to a linear
Naive-Bayes model (obtained though counting class-wise word frequencies) as a surrogate ground truth in
Table 1a through the Spearman rank correlation. We observe good agreement with the value scores v and
the combined linearized SLALOM scores (“lin”, see Section 5.4).

Predicting Human Attention. To study alignment with a user perspective, we predict human attention
from SLALOM scores. We compute AU-ROC for predicting annotated human attention as suggested in Sen
et al. (2020) in Table 1b. We use absolute values of all signed explanations as human attention is unsigned
as well. In contrast to the previous experiments, where value scores were more effective than importances,
we observe that the importance scores are often best at predicting where the human attention is placed. In
summary, these findings highlight that the two scores serve different purposes and cover different dimensions
of interpretability. SLALOM offers higher flexibility through its 2-dimensional representation.

We also use this opportunity to study the applicability of SLALOM to larger and non-transformer models.
To this end, we train Mamba and BLOOM models (Le Scao et al., 2023) with a classification head on the
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Figure 5: Explaining a real review with SLALOM (qualitative results). SLALOM assigns two scores to each
token (a,b) and can be used to compute attributions via its linearization (c). We observe that the impactful
words have high importances and the value scores indicate the sign of their contribution (positive or negative
words). See Figure 12 (Appendix) for fully annotated plots.
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Figure 6: Assessing Fidelity. We plot the MSE for predicting model outputs under token removal and find
that SLALOM’s predictions have up to 70% less error than the closest competitor when up to 10 random
tokens from a sentence are removed (log-y plots). We interpret LRP scores as a linear model.

Yelp dataset. Our results in the lower part of Table 1b prove that SLALOM can be well applied to larger
models with sizes of up to 7B. For BLOOM the results are promising and reach the same level as for the
classical transformer models. SLALOM can also be applied to non-transformer models like Mamba (Gu &
Dao, 2023) due to its model-agnostic nature. Due to its general expessivity, the explanations are capable
of predicting human attention (at least the value scores), but we observe a slight reduction in quality. We
thus see SLALOM’s main scope with models that follow the classical transformer paradigm. We show that
SLALOM’s results for BoW correlations and human attention prediction are in the same range and often
outperform competing XAI techniques in Appendix F.3.2, but defer a comparative analysis to the next
sections.

Assessing Fidelity. Having established the roles of its components, we verify that SLALOM can produce
explanations that have substantially higher fidelity than competing surrogate or non-surrogate explanation
techniques. To assess this, we remove up to 10 tokens from the input sequences and use the explanations to
predict the change in model output using the surrogate model (SLALOM or linear). We compare the two
SLALOM versions to baselines such as LIME (Ribeiro et al., 2016), Kernel-SHAP (Lundberg & Lee, 2017),
Gradients (Simonyan et al., 2013), and Integrated Gradients (IG, Sundararajan et al., 2017) and layer-wise
relevance propagation (LRP) for transformers (Achtibat et al., 2024), a non-surrogate technique. We report
the Mean-Squared-Error (MSE) between the predicted change and the observed change when running the
model on the modified inputs in Figure 6. We observe that SLALOM-fidel offers substantially higher fidelity
with a reduction of 70% in MSE for predicting the output changes over the second-best method (LRP). Other
surrogate approaches and LRP remain cluttered together, potentially highlighting the frontier of maximum
fidelity possible with a linear surrogate model.

Evaluating XAI Metrics. There are several other metrics to quantify
the quality of explanations and to compare different explanation tech-

Approach  Avg. Time (s)

niques. As a sanity check and to show that SLALOM explanations do not Gr;‘g 8'8; i 8'88
lag behind other techniques in established metrics, we run the classical LRP 0.02 % 0.00
insertion/removal benchmarks (Tomsett et al., 2020). For the insertion SLALOM-eff 2.03 + 0.01
benchmark, we successively add the tokens with the highest attributions SLALOM-fidel 3.77 £0.24
to the sample, which should result in a high score for the target class. LIME 3.93 £0.19

. . . HAP 11.5 .
We iteratively insert more tokens and compute the “Area Over the Per- S 56 + 0.03

turbation Curve” (AOPC, see DeYoung et al. (2020)), which should be
low for insertion. This metric quantifies the alignment of explanations
and model behavior but only considers the feature ranking and not the
assigned score. For surrogate techniques (LIME, SHAP, SLALOM) we
use 5000 samples each. Our results in Tab. 1c¢ highlight that linearized SLALOM scores outperform LIME
and LRP and perform on par with SHAP. Removal results for IMDB and results on YELP with similar
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findings are deferred to Table 11 (Appendix). In conclusion, this shows that on top of SLALOM’s desirable
properties, it is on par with other techiques in common evaluation metrics.

Computational Costs. Finally, we take a look at the computational costs of the methods, which are
mainly determined by sampling the dataset to fit the surrogate model. We provide the runtimes to explain a
sample on our hardware when using 5000 samples to estimate surrogates in Table 2 with more results in
Appendix F.6. We observe that SHAP incurs the highest computational burden. Among surrogate model
explanations SLALOM-eff is the most efficient, being about 5x more efficient that SHAP and 2x more
efficient than LIME. Nevertheless, non-surrogate techniques are far more efficient as they require only one or
few (IG steps) forward or backward passes, but suffer from other disadvantages (e.g., implementation effort,
no explicit way to predict model behavior). Overall, our results highlight that the two SLALOM fitting
routines can produce explanations of comparable utility to other surrogate models at a fraction of the costs,
or produce explanations with higher fidelity at similar costs due to structurally better alignment between
surrogate and predictive models.

7 Discussion and Conclusion

In this work, we established that transformer networks are inherently incapable of representing linear or
additive models commonly used for feature attribution. We prove that the function spaces learnable by
transformers and linear models are disjoint when ruling out trivial cases. This may explain similar incapacities
observed in time-series forecasting (Zeng et al., 2023), where they seem incapable of representing certain
relations. To address this shortcoming, we have introduced the Softmax-Linked Additive Log Odds Model
(SLALOM), a surrogate model for explaining the influence of features on transformers and other complex
LMs through a two-dimensional representation.

Our work still has certain limitations that could be addressed in future work. SLALOM is specifically designed
to explain the behavior of transformer models and therefore aligned with the classes of functions commonly
represented by transformers. However, it would not be a suitable choice to explain models capturing a linear
relationship. While SLALOM is generally applicable to any token-based LMs, we recommend using SLALOM
only when the model is known to have attention-like non-linearities. Our results indicate that performance for
these models is highest. We also note that SLALOM operates at the token level by assigning each individual
token importance and value scores. Contextual or higher-order interpretability considering the meaning
and impact of phrases, clauses, or sentences is not covered by SLALOM. To complement this theoretical
foundation, future work will include further evaluation of SLALOM from a user-centric perspective, for
instance, on human-centered evaluation frameworks (Colin et al., 2022). From a broader perspective, we
hope that this research paves the way for advancing the interpretability and theoretical understanding of
widely adopted transformer models.

Broader Impact Statement

This paper presents theoretical work on better understanding feature attributions in the transformer framework.
We advise using caution when using our XAI technique or other model explanation as all explanations present
only a simplified view of the complex ML model. Our method works best with models of the transformer
architecture. Besides that, we do not see any immediate impact which we feel must be specifically highlighted
here.
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A Motivation: Failure Cases For Model Recovery

We provide another motivational example that shows a failure case of current explanation methods on
transformer architectures. In this example we test the recovery property for a linear model. We create a
synthetic dataset where each word in a sequence ¢ has a linear contribution to the log odds score, formalized
by

log PO=1) _ pry t]) = b S t 6
Ogm* ([t1, 27~~->|t\])* +;w(z) (6)

We create a dataset of 10 words (cf. Table 3) and train transformer models on samples from this dataset. We
subsequently create sequences that repeatedly contain a single token 7 (in this case, 7="perfect”), pass them
through the transformers, and use Shapley values (approximated by Kernel-Shap) to explain their output.
The result is visualized in Figure 7, and shows that a fully connected model (two-layer, 400 hidden units,
ReLU) recovers the correct scores, whereas transformer models fail to reflect the true relationship. This
shows that explanation methods that are explicitly or implicitly based on additive models lose their ability to
recover the true data-generating process when transformer models are explained.

expected fully connected
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Figure 7: SHAP values do not recover linear functions F' for transformers. We compute SHAP values

for token sequences that repeatedly contain a single token 7 with a ground truth score of 1.5 (i.e., F'([r])=1.5,
F([r,7])=3.0, ...) such that the ground truth attributions should yield 1.5 independent of the sequence
length. While this approximately holds true for a fully connected model, BERT and GPT-2 systematically
overestimate the importance for short sequences and underestimate it for longer ones.

B Proofs

B.1 Formalization of the transformer

Many popular LLMs follow the transformer architecture introduced by Vaswani et al. (2017) with only minor
modifications. We will introduce the most relevant building blocks of the architecture in this section. A
schematic overview of the architecture is visualized in Figure 2. Let us denote the input embeddings for
Layerle1,...L by HU-D = [h§l71>, o h‘(iﬁ)]T € RIt1*4 where a single line h; contains the embedding
for token i. The input embeddings of the first layer consist of the token embeddings, i.e., H® = E, where

E=ley,..., e|t|]T € RIt1X? is a matrix of the individual token embeddings. At the core of the architecture
lies the attention head. For each token, a query, key, and a walue vector are computed by applying an
107
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affine-linear transform. In matrix notation this can be written as

- 1 n’

QY = HI YWY 41,08 (7)
- 1 nt

KO =HOWD 1,60 (8)
T

v — HEOW 41,60 9)

where 1, € RI*l denotes a vector of ones of length |¢|, bg, bg), bg? € Rér, Wg), WI((D, W‘(,l) € R¥¥dn  are
trainable parameters and dj, denotes the dimension of the attention head.? Keys and queries are projected
onto each other and normalized by a row-wise softmax operation,

0 740N
QK) , (10)

AW = rowsoftmax
Vg

This results in the attention matrix A®) € RI!¥I where row i indicates how much the other tokens will
contribute to its output embedding. To compute output embeddings, we obtain attention outputs s;,

S = [Sl,. . .,Sm}—r = A([)V(l) (11)

t

Note that an attention output can be computed as s; = leil

a;jvj, where v; denotes the value vector in the
line corresponding to token j in V = [vy,..., vm]T and a;; = AflJ) The final s; are projected back to the
original dimension d by some projection operator P : R* — R? before they are added to the corresponding
input embedding hl(-lfl) due to the skip-connections. The sum is then transformed by a nonlinear function

that we denote by ffn : R? — R?. In summary, we obtain the output for the layer, hg”, with
h{" = fin, (B + P(s;)). (12)

This procedure is repeated iteratively for layers 1,..., L such that we finally arrive at output embeddings
H® . To perform classification, a classification head cls : R¢ — RIYI is put on top of a token at classification
index r (how this token is chosen depends on the architecture, common choices include r € {1, |t|}), such

that we get the final logit output I = cls (hg-L)). The logit output is transformed to a probability vector

via another softmax operation. Note that in the two-class case, we obtain the log odds F(t) by taking the
difference (A) between logits

=A() =1 — . (13)

B.2 Proof of Proposition 4.1

Proposition B.1 (Proposition 4.1 in the main paper). Let V be a vocabulary and C > 2,C € N be a
mazimum sequence length (context window). Let w; : V — R, Vi € 1,...,C be any map that assigns a token
encountered at position i a numerical score including at least one token T € V with non-zero weight w;(7) # 0
for some i€ 2,...,C. Let b € R be an arbitrary offset. Then, there exists no parametrization of the encoder
or decoder single-layer transformer F such that for every sequence t = [t1,ta, ..., 1] with length 1 < [t| < C,
the output of the transformer network is equivalent to

It|

F(lti tay. o tpg]) =b+ > wilts). (14)
i=1

Proof. We show the statement in the theorem by contradiction. Consider the token, 7 € V), for which
w; (1) # 0 for some token index j > 2 which exists by the condition in the theorem. We now consider

2We only formalize one attention head here, but consider the analogous caae of multiple heads in our formal proofs.
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sequences of length k of the form ¢, = [ 7,...,7 ] for k = 1,...,C. For example, we have t; = [7],

repeat k times
ty = [7, 7], etc. The output of the transformer is given by

i |t]

Ft)=yg h$0>,2arjvj =g e(T),ZOsz’U]' , (15)
j=1 j=1

where 7 is the token index on which the classification head is placed. Note that with r = |¢| for the decoder
architecture, the sum always goes up to |t| (for the encoder architecture this is always true). As all tokens in
the sequence have a value of 7, we obtain h\”) = e(t,) = e(7). The first input to the final part will thus be
equal for all sequences t;. We will now show that the second part will also be equal.

We compute the value, key, and query vectors for 7. v, k,q € R% correspond to one line in the respective
key, query and value matrices. As the inputs are identical and we omit positional embeddings in this proof,
all lines are identical in the matrices. This results in

v=We(r)+ by (16)
E=Wjle(r)+bx (17)
q= Wge(r) +bg (18)

We omit the layer indices for simplicity. As pre-softmax attention scores (product of key and value vector),
we obtain s = ¢ k/+/dy. Subsequently, the softmax computation will be performed over the entire sequence,
resulting in

a, = softmax([s,...,s]) = {%}EZ)} (19)
k times
1 1
:[EE} (20)
k ti

The second input Z‘Jtz‘l a,-jv; to the feed-forward part is given by

[t] k

k
Zarjvj = Z Qv = Z %v =, (21)
j=1 i=1 J=1

as a,; and v are independent of the token index j. We observe that the total input to final part g is
independent of k in its entirety, as the first input e(7) is independent of k and the second input is independent
of k as well. As g is a deterministic function, also the log odds output will be the same for all input sequences
t, and be independent of k. By the condition we have a non-zero weight w;(7) # 0 for some j > 2. In
this case, there are two sequences t;_1 (length j—1) and t; (length j) consisting of only token 7, where the
outputs of the additive model (GAM) follow

faam(t;) = b+ Z w; (1) (22)
=t Y i) +uy(r) (23
= faam(tj—1) +w;(7) (24)

As we suppose w;(7) # 0, it must be that foam(t;) # faam(tj—1) which is a contradiction, with the output
being equal for all sequence lengths.
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Multi-head attention. In the case of multiple heads, we have

HQ:A@MM%) (25)
—A Oﬂs(ﬂh(hgn—FI%Fﬂ(sle)%—I%:Q(SQZQ)4—...+—Iﬁ:4(sf:H)))) (26)
= g(h&o), sh=1 ... sh=H) (27)

As before, we can make the same argument, if we show that all inputs to g are the same. This is straight-
forward, as we can extend the argument made for one head for every head, because none of the head can
differentiate between the sequence lengths. The first input will still correspond to hio) = e(7), which results
in the same contradiction. O

B.3 Corollary: Transformers cannot represent linear models

Corollary B.2 (Transformers cannot represent linear models). Let the context window be C > 2 and suppose
the same model as in Proposition 4.1. Let w: YV — R be any weighting function that is independent of the
token position with w(T) # 0 where for at least one token 7 € V. Then, the single layer transformer cannot
represent the linear model

F([t1,ta,- o tn]) = b+ Y w(ti). (28)

Proof. This can be seen by setting w; = w for every ¢ in Proposition 4.1. With w(7) # 0, the condition from
Proposition 4.1, i.e., having one w; with w;(7) # 0 for ¢ > 2 is fulfilled as well such that the result of the
proposition as well. O

This statement has a strong implication on the capabilities of transformers as it shows that they struggle to
learn linear models.

B.4 Proof of Corollary 4.3

Corollary B.3 (Corollary 4.3 in the main paper). Under the same conditions as in Proposition 4.1, a stack
of multiple transformer blocks as in the model F neither has a parametrization sufficient to represent the
additive model.

Proof. We show the result by induction with the help of a lemma.

Lemma: Suppose a set S of sequences. If (1) for every sequence t € S the input matriz HO = [hgl), ey h‘(if]
will consist of input embeddings that are identical for each token i, and (2) single input embeddings also have
the same value for every sequence t € S, in the output HUD (1) the output embeddings will be identical for

all tokens i and (2) they will have equal value for all the sequences t € S considered before.

For the encoder-only architecture, the proof from Proposition 4.1 holds analogously for each token output
embedding (in the previous proof, we only considered the output embedding at the classification token 7).
Without restating the full proof the main steps consist of

o considering same-token sequences of variable length
o showing the attention to be equally distributed across tokens, i.e., a;; = 1/[¢|

¢ showing the value vectors v; to be equal because they only depend on the input embeddings which
are equal

¢ concluding that the output will be equal regardless of the number of inputs
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This shows that for each sequence t € S, the output at token ¢ remains constant. To show that all tokens
i result in the same output, we observe that the the only dependence of the input token to the output is
through the query, which however is also equivalent if we have the same inputs.

For the decoder-only architecture, for token i, the attention weights are taken only up to index i resulting in
a weight of % for each previous token and a weight of 0 (masked) for subsequent ones. However, with the
sum also being equal to 1 and the value vectors being equivalent, there is no difference in the outcome. This
proves the lemma.

Having shown this lemma, we consider a set S of two sequences S = {t;_1,t;} where k;_; contains j—1
repetitions of token T and ¢; contains j repetitions of token 7. We chose j > 2,7 such that w;(7) # 0, which
is possible by the conditions of the theorem. We observe that for H(® the embeddings are equal for each
token and their value is the same for both sequences. We then apply the lemma for layers 1, ..., L, resulting
in the output embeddings of H %) being equal for each token, and most importantly identical for tj_1 and t;.
As we perform the classification by F(t) = A (cls (hSL))), this output will also not change with the sequence

length. This result can be used to construct the same contradiction as in the proof of Proposition 4.1. [

B.5 Proof of Proposition 5.1

Proposition B.4 (Transformers can easily fit SLALOM models). For any map s, v and a transformer with
an embedding size d,dy > 3, there exists a parameterization of the transformer to reflect the SLALOM model
in Equation (4).

Proof. We can prove the theorem by constructing a weight setup to reflect this map. We let the embedding
e(7) be given by

e(r) = [s(7),v(7),0,0,...,0]. (29)

W,=0 (30)
b, =[1,0,...,0]. (31)
such that we have
Wye(r) + b = [1,0,...,0] (32)
For the query map we can use
W,=1 (33)
b, =0 (34)
such that
Wye(r) + b, = [s(7),v(7),0,...,0]. (35)

This results in the non-normalized attention scores for query 7 € V and key 6 € V
a(ti,t;) = (Woelt:) + by) " (Wie(t;) +br) = s(t)) (36)

We see that regardless of the query token, the pre-softmax score will be s(6). For the value scores, we perform
a similar transform with

W, = diag ([0,1,0,...,0]) (37)
b, =0 (38)
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such that
v, = Wﬂe(ti)—l—bv = [07071](1‘,7;)70,...70}. (39)
We then obtain

S, = Z AriV; = Z softmax;[s(t1), ..., s(t¢)]vs (40)

t;iet t;et
-
=10,0,)a;(t)v(t;),...,0 (41)
ti€t
We saw that the final output can be represented by
F(t) = A(cls (ffn (e(to) + P(sy)))) (42)

The projection operator is linear, which can set to easily forward in input by setting P = I. Due to the skip
connection of the feed-forward part, we can easily transfer the second part through the first ffn part. In the
classification part, we output the third component and zero by applying the final weight matrix

000 --- 0

Wclass = 00 1 --- 0

(43)

and a bias vector of 0.

Multiple Heads. Multiple heads can represent the pattern by choosing P = I for one head and choosing
P = 0 for the other heads.

Multiple Layers. We can extend the argument to multiple layers by showing that the input vectors can just
be forwarded by the transformer. This is simple by setting P = 0, the null-map, which can be represented by
a linear operator. We then use the same classification hat as before. O

B.6 Proof of Proposition 5.2

Proposition B.5 (Proposition 5.2. in the main paper). Suppose query access to a model G that takes
sequences of tokens t with lengths |t| € 1,...,C and returns the log odds according to a non-constant SLALOM
on a vocabulary V with unknown parameter maps s : V — R, v:V — R. For C > 2, we can recover the true
maps s, v with 2|V| — 1 queries (forward passes) of F.

Proof. We first compute G([7]),Vr € V. We know that for single token sequences, all attention is on one
token, i.e., (a; = 1) and we thus have

G([r]) = v(7) (44)

We have obtained the values scores v for each token through [V| forward passes. To identify the token
importance scores s, we consider token sequences of length 2.

We first note that if the SLALOM is non-constant and |V| > 1, for every token 7 € V, we can find another
token 6 for which v(7) # v(6). This can be seen by contradiction: If this would not be the case, i.e., we
cannot find a token w with a different value v(w), all tokens have the same value and the SLALOM would
have to be constant. For |[V| =1, SLALOM is always constant and does not fall under the conditions of the
theorem.

We now select an arbitrary reference token 6 € V. We select another token @ for which v(f) # v(6). By the
previous argument such a token always exists if the SLALOM is non-constant. We now compute relative
importances w.r.t. 6 that we refer to as ng. We let 79(7) = s(7) — s() denote the difference of the importance
between the importance scores of tokens 7,60 € V. We set 1y(6) =0

We start with selecting token 7 = 6 and subsequently use each other token 7 # 6 to perform the following
steps for each 7 # 6:
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1. Identify reference token 7. We now have to differentiate two cases: If v() = v(0), we select 7 = 0 as
the reference token. If v(7) # v(6), we select 7 = 6 as the reference token. By doing so, we will always have

o(7) # (7).
2. Compute G([r,7]). We now compute G([7,7]). From the model’s definition, we know that

657D =t o) (45)
exp(s(i?))ﬁg;(s(f))”(ﬂ (46)
) e ) (47)
) ety O (48)
:exp<s<i}§?(j(§i;<s<f>)0 7)) (49)
- (1 - eXp(s(i};I))(—i(g)zp))(s(%)Q G((71) (50)
which we can rearrange to
G((r,71) - G([#) = — 2B () — 6((#)) )

and finally to

exp(s(7)) G(r#) -G _ .
() +exp(s() G —aq I (52)
and
= g(r,?) (53)
1+ 220(2)
I exp(s(7))
©oma T et (54
& log (g( ) 1) = s(7) — s(7) =d(r,7) (55)

This allows us to express the importance of every token 7 € V relative to the base token 7.

3. Compute importance relative to 6, i.e., n9(7). In case we selected 7 = 0, we set ny(7) = d(7,7) =
s(1) — s(0). In case we selected 7 = 6, we set

no(7) = d(7,7) — d(8,6) = s(r) — 5(6) + (5(0) — 5(9)) = s(r) — 5(6) (56)

The value of d(f,6) is already known from the first iteration of the loop, where we consider 7 = 6 (and needs
to be computed only once).

Having obtained a value of 7y(7) for each token 7 # 8, with |V| — 1 forward passes, we can then use the
normalization in constraint to solve for s(#) as in

> (me(r) +5(9)) =' 0 (57)
TEV
such that we obtain
s(0) = Lrev 1 (7) (58)
V|
We can plug this back in to obtain the values for all token importance scores s(7) = s(6) 4+ ng(7). We have
thus computed the maps s and v in 2|V| — 1 forward passes, which completes the proof. O
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B.7 Relating SLALOM to other attribution techniques.

Local Linear Attribution Scores. We can consider the following weighted model:

/\7; expl(s ti v ti

F(n — Zrue Nep(t)t)
Ztiet Ai exp(s(t;))

where \; = 1 if a token is present and \; = 0 if it is absent. We observe that setting A\; = 0 has the desired

effect of making the output of the weighted model equivalent to that of the unweighted SLALOM on a
sequence without this token.

(59)

Taking the derivative at A = 1 results in

oF _ exp(s(t)o(t) (S, er s expls(ty)

: (60)
O (S0 hs exp(s(t,)”
exp(s(t) (S cusmi exp(s(z;j))v(tj)) o
(10 explst,))
Plugging in XA = 1, and using a;(t) = 5 exi(,séiﬁ()s oy Ve obtain
O =i e(t) (1~ ault) ~ (F(1) ~ asv(t) (©2
ila=1
= a; ((v(t:) — aiv(ti))) — (F(1) — a(ts))) (63)
= a; (v(t;) — F(1)) (64)
Noting that a; = W, where R and F(1) are independent of i, we obtain
OF
e _ ox v(t;) exp(s(t;)), (65)

which can be used to rank tokens according the locally linear attributions. We refer to this expression as
linearized SLALOM scores (“lin”).

Shapley Values. We can convert SLALOM scores to Shapley values ¢(i) using the explicit formula:

ZOREND SN (g (L EIGIEY ) (66)

" sciNI\(i)

" SN} 1=

_ 1 3 <”|;‘1> (ai(w —1fi(in {i}))> (68)

" sciN\iy

170[2'

However, computing this sum remains usually intractable, as the number of coalitions grows exponentially.
We can resort to common sampling approaches (Castro et al., 2009; Maleki et al., 2013) to approximate the
sum.
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C Additional Discussion and Intuition

C.1 Generalization to multi-class problems

We can imagine the following generalizing SLALOM to multi class problems as follows: We keep an importance
map s : ¥V — R that still maps each token to an importance score as previously. However, we now introduce a
value score map v. : V — R for each class ¢ € . Additionally to requiring

> s(r)=o. (70)
TEV
we now require
D velr) =0T €V (71)
cey
For an input sequence ¢, the SLALOM model then computes
Fu(t) =log PU =18 5=ty ), (72)
- TiEL

The posterior probabilities can be computed by performing a softmax operation over the F-scores, as in

exp(Fe(t))
ey eXP(Fc’ (t))

ply = clt) = 5 (73)

We observe that this model has (|| —1)[V| —1 free parameters (for the two-class problem, this yields 2|V| — 1
as before) and can be fitted and deployed as the two-class SLALOM without major ramifications.

C.2 Practical Considerations

Our theoretical model contains slight deviations from real-world transformers to make it amendable to
theoretical analysis. To represent token order, common architectures use positional embeddings, tying the
embedding vectors to the token position i. The behavior that we show in this work’s analysis does however
also govern transformers with positional embeddings for the following reason: While the positional embeddings
could be used by the non-linear ffn part to differentiate sequences of different length in theory, our proofs
show that to represent the linear model, the softmax operation must be inverted for any input sequence.
This is a highly nonlinear operation and the number of possible sequences grows exponentially at a rate
of |V|¢ with the context length C. Learning-theoretic considerations (e.g., Bartlett et al., 1998) show that
the number of input-output pairs the two-layer networks deployed can maximally represent is bounded
by O (dnnidden 10g(dnnidden)), which is small (d=786, nhigden=3072 for BERT) in contrast to the number of
sequences (C' = 1024, |V| ~ 3 x 10%). We conclude that the inversion is therefore impossible for realistic
setups and positional embeddings can be neglected, which is confirmed by our empirical findings.

Common models such as BERT also use a special token referred to as CLS-token where the classification
head is placed on. In this work, we consider the CLS token just as a standard token in our analysis. In our
empirical sections, we always append the CLS token as mandated by the architecture to make the sequences
valid model inputs.

D Algorithm: Local SLALOM approximation

We propose two algorithms to compute local explanations for a sequence t = [t1,...,t4] with SLALOM
scores. In particular, we use the Mean-Squared-Error (MSE) to fit SLALOM on modified sequences consisting
of the individual tokens in the original sequence t. To speed up the fitting we can sample a large collection of
samples offline before the optimization.
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D.1 Efficiently fitting SLALOM with SGD

For the efficient implementation SLALOM-eff given in Algorithm 1 we sample minibatches from this
collection in each step and perform SGD steps on them. We perform this optimization using b = 5000 samples
in this work. We use sequences of n = 2 random tokens from the sample for SLALOM-eff, making the
forward passes through the model highly efficient.

D.2 Fitting SLALOM through iterative optimization

For the high-fidelity implementation SLALOM-fidel (Algorithm 2) we first use a different set of sequences
and model scores to fit the surrogate: We delete up to 5 tokens from the original sequence randomly to
create the estimation dataset (similar to LIME). The fitting algorithm optimized for maximum fidelity uses
an iterative optimization scheme to fit SLALOM models. It works by iteratively fitting v and s to the
dataset obtained. Denote by f € R® the model scores obtained for the b input sequences t;,4 = 1...b. As
the SLALOM model in Equation (4) is a linear combination of the values score weighted by the normalized
importance score, we can set up a matrix A, where element a; ; = % provides the normalized
tiet;
importance for a given s. We solve ’

min(Av — £)" (Av = ) (74)

for v, which is a linear ordinary least squared problem that can be solved through the normal equation. This
results in the optimal v for the given s. In a second step, we keep v fixed and find better s scores. We can
reformulate the equations for the samples as

> exp(s(t)u(ty) = | Y exn(s(ty) | £ (75)

tjet; t;€L;
& > exp(s(ty))(v(ty) — fi) =0. (76)
tjetzﬁij—/

This problem can be written with a vector 5 € RVl and a matrix E € RP*IVl and results in an optimization
problem

mgn(Eg)T(Eg), (77)
st.8>0 (78)
[[8[lr = [V (79)

The conditions ensure that we can obtain the original s-scores as log§ (element-wise) and that the
trivial solution § = 0 is not assumed. We solve this problem using a solver implemented in
scipy.optimize.least_squares.

E Experimental Details

In this section, we provide details on the experimental setups. We provide the full source-code in our GitHub
repository.

E.1 Fitting transformers on a synthetic dataset
E.1.1 Dataset construction: Linear Dataset

We create a synthetic dataset to ensure a linear relationship between features and log odds. Before sampling
the dataset, we fix a vocabulary of tokens, ground truth scores for each token, and their occurrence probability.
This means that each of the possible tokens already comes with a ground-truth score w that has been manually
assigned. The tokens, their respective scores w, and occurrence probabilities are listed in Table 3. Samples of
the dataset are sampled in four steps that are exectued repeatedly for each sample:
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Algorithm 1 Local efficient SLALOM approximation (SLALOM-eff)

Require: Sequence t, trained model F' (outputs log odds), random sample length n, learning rate A, batch
size r, sample pool size b, number of steps ¢
Initialize v(t;) = 0, s(t;) =0 V unique ¢; € ¢
B <+ b samples of random sequences of length n obtained through uniform sampling of unique tokens in ¢.
Precompute F(B[i]),i =1,...,b # perform model forward-pass for each sample in pool
steps < 0
while steps < ¢ do
B’ < minibatch of r samples uniformly sampled from the sample pool B
loss « 137 | (F(B'[k]) — SLALOM, +(B’ [k]))? # compute MSE btw. F and SLALOM using precom-
puted models outputs F(B')
v < v — AV, loss # Back-propagate loss to update SLALOM parameters
s+ s — AVloss
steps < steps + 1
end while
return v, s — mean(s) # normalize s to zero-mean

Algorithm 2 Local high-fidelity SLALOM approximation (SLALOM-fidel)

Require: Sequence t, trained model F' (outputs log odds), max. number of deletions n, learning rate A,
batch size r, sample pool size b, number of steps ¢
Initialize s =0, s =0 V unique t; €t
B + b samples of random sequences of length n obtained through deleting up to n tokens randomly from ¢.
Precompute F(BJi]),i =1,...,b # perform model forward-pass for each sample in pool
steps < 0
while steps < ¢ do
v = argmin,, Zi.):l (F(B[i]) — SLALOM,, +(BJi]))* # Fiz s and optimize v, OLS problem
s = argming, ZLI (F(B[i]) — SLALOM,, o (Bli]))* # Fiz v and optimize s, Quadratic problem
steps «— steps + 1
end while
return v, s — mean(s) # normalize s to zero-mean

1. A sequence length |t| ~ Bin(p = 0.5,n=30) is binomially distributed with an expected value of 15
tokens and a maximum of 30 tokens

2. We sample [t| tokens independently from the vocabulary according to their occurrence probability
(Table 3)

3. Third, having obtained the input sequence, we can evaluate the linear model by summing up the
scores of the individual tokens in a sequence:

||

F(t) = F([t1,t2, ..., tp)) :Zw(ti)~ (80)

i=1

4. Having obtained the log odds ratio for this sample F(t), we sample the labels according to this ratio.
We have p(y = 1)/p(y = 0) = exp(F(t)), which can be rearranged to p(y = 1) = %. We
sample a binary label y for each sample according to this probability.

The tokens appear independently with the probability poccurrence given in the table.

E.1.2 Dataset Construction: SLALOM dataset

We resort to a second synthetic dataset to study the recovery property for the SLALOM. This required a
SLALOM relation between the data features and the labels. To find a realistic distribution of scores, we
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word “the” “we” “movie” “watch” “good” “best” “perfect” “ok” “bad” “worst”
linear weight w 0.0 0.0 0.0 0.0 0.6 1.0 1.5 -0.6 -1.0 -1.5
Poccurrence  1/6 1/6 1/6 1/6 1/15 1/20 1/20 1/15  1/20 1/20

Table 3: Tokens in the linear dataset with their corresponding weight

compute a BoW importance scores for input tokens of the BERT model on the IMDB dataset by counting
the class-wise occurrence probabilities. We select 200 tokens randomly from this dataset. We use these scores
as value scores v but multiply them by a factors of 2 as many words have very small BoW importances. In
realistic datasets, we observed that value scores v are correlated with the importance scores s. Therefore, we
sample

sy~ (vn)F) + 2 (0,1, (s1)

which results in the value/importance distribution given in Figure 8. We assign each word an equal occurrence
probability and sample sequences of words at uniformly distributed lengths in random [1, 30]. After a sequence
is sampled, labels are subsequently sampled according to the log odds ratio of the SLALOM.

E.2 Post-hoc fitting of surrogate models

We train the models on this dataset for 5 epochs, where one epoch contains 5000 samples at batch size of 20
using default parameters otherwise.

For the results in Figure 3, we query the models with sequences that contain growing numbers of the work
perfect, i.e. [“perfect”, “perfect”, ...]. We prepend a CLS token for the BERT models.

For the results in Figure 4(a,b), we then sample 10000 new samples from the linear synthetic dataset (having
the same distribution as the training samples) and forward them through the trained transformers. The
model log odds score together with the feature vectors are used to train the different surrogate models, linear
model, GAM, and SLALOM. For the linear model, we fit an OLS on the log odds returned by the model. We
use the word counts for each of the 10 tokens as a feature vector. The GAM provides the possibility to assign
each token a different weight according to its position in the sequence. To this end, we use a different feature
vector of length 30 - 10. Each feature corresponds to a token and a position and is set to one if the token 7 is
present at this position, and set to 0 otherwise. We then fit a linear model using regularized (LASSO) least
squares with a small regularization constant of A = 0.01 because the system is numerically unstable in its
unregularized form.

E.3 Recovering SLALOMs from observations

To obtain the results in Figure 4(c,d), we train the transformer models on 20 - 20000 samples from the second
synthetic dataset (SLALOM dataset). When using a smaller vocabulary size, we only sample the sequences
out of the first |V| possible tokens (but keeping the ground truth scores identical).

E.4 Training Details for real-world data experiments

Training details. In these experiments, we use the IMDB (Maas et al., 2011) and Yelp (Asghar, 2016)
datasets to train transformer models on. Specifically, the results in Table 1a are obtained by training 2-layer
versions of BERT, DistilBERT and GPT-2 with on 5000 samples from the IMDB dataset for 5 epochs,
respectively. We did not observe significant variation in terms of number of layers, so we stick to the simpler
models for the final experiments. For the experiments in Table 1b we train and use 6-layer versions of the
above models for 5 epochs on 5000 samples of the Yelp dataset. We report the accuracies of these models in
Table 4 and additional hyperparameters in Table 5.

SLALOM vs. Naive Bayes Ground Truth. To arrive at the Spearman rank-correlations between
SLALOM importance scores s, value scores v and their combination (exp(s) - v) with a ground truth, we fit
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Figure 8: Score distribution for the tokens for the analytical SLALOM used in the recovery experiment.

dataset DistilBERT BERT GPT-2

IMDB 0.88 0.90 0.74
Yelp 0.86 0.88 0.88

Table 4: Accuracies of models used in this paper. For IMDB (|trainset| = 5000), we use 2-layer versions
of the models. For Yelp, (|trainset| = 5000), we use 6-layer versions of the models. For both datasets, the
|testset| = 100. The models are trained for 5 epochs after which we found the accuracy of the model on the
test set to have converged.

SLALOM on each of the trained models and use a Naive-Bayes model for ground truth scores. The model is
given as follows:

ply=1t) . ply=1) p(tily = 1)
8y =o)  Epy=0) " tzetl"g p(tily = 0) (52

i

. p(tsly=1 . . . . .
We obtain % by counting class-wise word frequencies, such that we obtain a linear score w for each token
ly=

_ (#occ. of 7 in class 1)+«
~ (#occ. of 7 in class 0)+a

computed over a set of 50 random samples, where we observe good agreement between the Naive Bayes scores,
and the value and linearized SLALOM scores, respectively. Note that the importance scores are considered
unsigned, such that we compute their correlation with the absolute value of the Naive Bayes scores.

SLALOM vs. Human Attention. The Yelp Human Attention (HAT) (Sen et al., 2020) dataset consists of
samples from the original Yelp review dataset, where for each review real human annotators have been asked
to select the words they deem important for the underlying class (i.e. positive or negative). This results in
binary attention vectors, where each word either is or is not important according to the annotators. Since
each sample is processed by multiple annotators, we use the consensus attention map as defined in Sen et al.
(2020), requiring agreement between annotators for a token to be considered important to aggregate them
into one attention vector per sample. Since HAT, unlike SLALOM, operates on a word level, we map each
word’s human attention to each of its tokens (according to the employed model’s specific tokenizer).

To compare SLALOM scores with human attention in Table 1b, we choose the AU-ROC metric, where the
binary human attention serves as the correct class, and the SLALOM scores as the prediction. We observe
how especially the importance scores of SLALOM are reasonably powerful in predicting human attention.
Note that the human attention scores are unsigned, such that we also use absolute values for the SLALOM
value scores and the linearized version of the SLALOM scores for the HAT prediction.

T given by w(7) . We use Laplace smoothing with o = 40. The final correlations are
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parameter value

learning rate 5e-5 3 )

batch size 5 specification value

epochs 5 CPU core: AMD EPYC 7763
dataset size used 5000 Num. CPU cores 64-Core (128 threads)
number of heads 12 GPU type used 1xNvidia A100
number of layers 2 (IMDB), 6 (Yelp) GPU-RAM 80GB

num. parameter 31M - 124M Compute-Hours ~ 150 h

(a) Hyperparameters

(b) Hardware used (internal cluster)

Table 5: Overview over relevant hyperparameters and hardware

architecture L (num.layers) linear model GAM SLALOM
GPT-2 1 20.31 £2.02 4878 £2.70 16.92 £+ 1.33
GPT-2 2 24.81 £3.11 5433 £3.26 22.17 £ 1.98
GPT-2 6 32.66 £ 7.60 57.08 £ 7.19 21.59 4+ 4.14
GPT-2 12 25.74 + 4.18 54.36 £ 3.94 20.25 + 2.37
DistilBERT 1 28.28 4+ 4.30 44.43 + 222  10.83 + 2.13
DistilBERT 2 32.58 £ 7.75 53.87 £ 720 16.82 + 4.38
DistilBERT 6 3149 £4.06 49.35 £3.13 17.26 + 3.64
DistilBERT 12 50.82 £9.21  71.64 £9.19 27.50 + 4.18
BERT 1 26.33 £1.90 43.30 £0.88 7.34 £ 0.70
BERT 2 28.43 £3.75  48.28 £3.23 9.92 + 1.19
BERT 6 50.82 +6.34  68.23 £ 4.59  23.99 £ 3.38
BERT 12 44.58 +13.15 51.38 + 14.71  18.77 £+ 6.78

Table 6: MSE (x100) when fitting SLALOM to the outputs of transformer models trained on the linear
dataset. SLALOM manages to describe the outputs of the transformer significantly better than other surrogate
models even if the underlying relation in the data was linear.

F Additional Experimental Results

F.1 Fitting SLALOM as a Surrogate to Transformer outputs

We provide an additional emprical counterexample for why GAMs cannot describe the transformer output in
Figure 9. The example provides additional intuition for why the GAM is insufficient to describe transformers
acting like a weighted sum of token importances.

We report Mean-Squared Errors when fitting SLALOM to transformer models trained on the linear dataset
in Table 6. These results underline that SLALOM outperforms linear and additive models when fitting them
to the transformer outputs. Note that even if the original relation in the data was linear, the transformer
does not represent this relation such that the SLALOM describes its output better. We present additional
qualitative results for other models in Figure 10 that support the same conclusion.

F.2 Fitting SLALOM on Transformers trained on data following the SLALOM distribution

We report Mean-Squared Errors in the logit-space and the parameter-space between original SLALOM scores
and recovered scores. The logit output are evaluated on a test set of 200 samples that are sampled from
the original SLALOM. We provide these quantitative results in Table 7 in Table 8 for the parameter space.
In logits the differences are negligibly small, and seem to decrease further with more layers. This finding
highlight that a) transformers with more layers still easily fit SLALOMs and such model can be recovered in

120 1



3.3 High-Fidelity Explanations for Transformers

Published in Transactions on Machine Learning Research (12/2024)

Input Sequence BERT score GAM weight assignments

6

SLALOM weight assignments

Assign wy (“perfect”) = 2.5 Assign v(“perfect”) = 2.5

Assign we(“perfect”) = 0 Expected SLALOM output: 2.5

Assign wy (“worst”) = —2.6 Assign v(“worst”) = —2.6

Assign we(“worst”) = 0.1

¢ Expected GAM output Assign s(“perfect”) = s(“worst”) = 0
w1 (“perfect”) 4+ wq(“worst”) = 2.6 Expected SLALOM output: -0.05

Expected SLALOM output: -2.6

Figure 9: A simple empirical counterexample for why GANs cannot describe transformer output. We report
rounded scores by a real 4-layer BERT model (similar behavior was observed for other layers/architectures)
and iteratively fit the GAM F'(t) = >_, ., wi(t;) to match observed outputs on the two tokens “perfect” and
“worst”. We quickly arrive at a contradiction for the GAM. On the contrary, we can assign SLALOM scores
that model this behavior with minor error. Because transformers behave like a weighted sum of importances,
GAMs are insufficient to model their behavior. In conjunction with Figure 4(a,b) this underlines that GAMs
and linear models are insufficient as surrogates.

L (num.layers)  DistilBERT BERT GPT-2

1 0.002 £ 0.001 0.002 £ 0.000 0.011 + 0.009

2 0.003 £ 0.002 0.003 £ 0.002 0.017 £+ 0.011

6 0.001 + 0.001 0.011 £ 0.007  <0.001 % 0.000
12 <0.001 £ 0.000 <0.001 £+ 0.000 <0.001 + 0.000

Table 7: MSE (x100), logit space, averaged over 5 runs

parameters space. The results on the MSE in parameter space show no clear trend, but are relatively small
as well (with the largest value being MSE=0.015 (note that results in the table are multiplied by a factor of
100 for readability). Together with our quantitative results in Figure 4(c,d), this highlights that SLALOM
has effective recovery properties.

F.3 Additional Results on Real-World Data

We obtain SLALOM explanations for real-world data using the procedure outlined in Algorithm 1 (SLALOM-
eff) with sequences of length n = 2 and with Algorithm 2 (SLALOM-fidel) removing up to 5 tokens that
we compare with Naive-Bayes scores and Human Attention.

F.3.1 Additional Qualitative Results

Figure 12 shows the full results from the sample used in Figure 5, where we only visualized a choice of words
for readability purposes. After running SLALOM-eff on our trained IMDB models, we use to explain a
movie review taken from the dataset, visualizing value scores v against importance scores s.

L (num.layers)  DistilBERT BERT GPT-2

1 0.092 £+ 0.045 0.540 + 0.301  0.940 £ 0.392
2 0.094 £0.049 0.368 £0.085 1.652 £ 0.903
6 0.124 +£ 0.030 0.830 £ 0.182 0.569 £ 0.177
12 0.287 £ 0.088  0.394 + 0.255 0.385 £ 0.126

Table 8: MSE (x100), parameter space, averaged over 5 runs
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Figure 10: SLALOM describes outputs of transformer models well. Fitting SLALOM to the outputs
of the models shown in Figure 3 using the synthetic dataset. We show results for a sequence containing
repetitions of the token “perfect”. Note however that the models were trained on a larger dataset of random
sequences samples as described in Appendix E.1.1, but these sequences were chosen for visualization purposes.
Results on additional models. Despite having C'//2=15x more parameters than the SLALOM model, the
GAM model does not describe the output as accurately. We provide quantitative results in Table 6.

SLALOM-fidel SLALOM-eff
LM values v importances s lin. SLALOM values v importances s lin. SLALOM

DistilBERT  0.602 + 0.10  0.020 + 0.08 0.602 £ 0.10  0.692 + 0.05  0.373 £ 0.09 0.693 + 0.05
BERT 0.475 + 0.12 0.031 + 0.09 0.474 + 0.12 0.619 + 0.08 0.349 + 0.09 0.626 + 0.08
GPT-2 0.467 £0.17  0.017 £ 0.08 0.468 +0.17  0.618 £0.08  0.292 + 0.10 0.619 + 0.08

LM LIME SHAP 1G Grad LRP

Distilbert  0.691 £ 0.05 0.619 +0.06 -0.285 +0.12 -0.215 + 0.12  0.706 £ 0.05
BERT 0.616 +0.08 0.554 +0.09 -0.125 +0.14 -0.123 +0.14 0.639 £ 0.08
GPT2 0.213 £0.13 0.560 £ 0.09 0.033 +£0.13  0.031 +£0.13  0.615 + 0.08

Table 9: Correlation with linear Naive Bayes Scores. The scores obtained with SLALOM-eff (value, lin.) are
better than those from LIME, SHAP and comparable to LRP scores.

F.3.2 Correlation with Naive-Bayes Scores

We compare the scores obtained with SLALOM with the scores obtained with other methods in Table 9,
obtaining scores that are reliable with SLALOM-eff (value scores and linear scores) in particular. While
SHAP achieves higher correlation on BERT, SLALOM achieves higher correlation than LIME and SHAP
on all models and higher correlations than LRP for GPT-2 while obtaining slightly inferior values for the
BERT-based architectures.

F.3.3 Human Attention

In Figure 11, we show qualitative results for a sample from the Yelp-HAT dataset. After fitting SLALOM
on top of the resulting model, we can extract the importance scores given to each token in the sample. We
can see that the SLALOM scores manage to identify many of the tokens which real human annotators also
deemed important for this review to be classified as positive. We also show qualitative results for the other
methods. However, we suggest caution when interpreting explanations visually without ground truth. We
argue that (1) theoretical properties of explanations (2) comparing to a known ground truth as well as (3)
consideration of metrics from different domains, e.g., faithfulness, human perspective, are required to allow
for a comprehensive evaluation. This is the approach taken in our work.

We show a quantitative comparison of the scores obtained with SLALOM with the scores obtained with other
methods on the comparison with Human-Attention in Table 10.

F.4 Insertion and Removal Benchmarks

It is important to verify that SLALOM scores are competitive to other methods in classical explanation
benchmarks as well. We therefore ran the classical removal and insertion benchmarks with SLALOM
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Figure 11: Qualitative comparisons of attribution maps. We provide attribution maps for the different
techniques in this figure. Many words deemed important by human annotators are likewise highlighted by
SLALOM and other techniques.

15

ey
10 .,.v

1.0
st

B

e

importance score
importance score
¥
g

0.5
05

Foide

apis pated own - v

0.0 T Yo
0.0 g 2 . o " o | S

AR 0 e S ess W ganeio0
sWBritsrating  prevared pe s per
-05 oy “aod B .
sime
-05
-2 -1 0 1 2 3 -4 -2 0 2 4
value score value score
(a) BERT (b) GPT-2

Figure 12: Full scatter plots of SLALOM scores for the sample shown in the main paper (please zoom in for
details). We observe that words like “bad” or “fun” get assigned high importance scores and value scores of
high magnitude (albeit with different signs) by SLALOM.
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LM values v importances s lin. LIME SHAP LRP

Bert 0.786 + 0.01  0.807 &£ 0.01  0.801 £ 0.01 0.805 + 0.01 0.800 & 0.01  0.813 =+ 0.01
Distil-BERT  0.688 &+ 0.01  0.681 +£0.01  0.686 £ 0.01 0.702 + 0.01  0.668 £ 0.01  0.703 + 0.01
GPT-2 0.674 £0.01  0.685 +£0.01  0.683 & 0.01 0.632 £ 0.01 0.671 £0.01 0.699 + 0.01

Table 10: Comparison of techniques to predict Human Attention. SLALOM-eff (importances) perform better
than SHAP, comparably to LIME and slightly below LRP.

SLALOM-fidel SLALOM-eff
LM v-scores lin. v-scores lin. LIME SHAP 1G Grad LRP

BERT 0.893 + 0.012 0.901 + 0.012 0.881 + 0.010 0.885 £ 0.010 0.875 £+ 0.012 0.881 + 0.011 0.084 + 0.010 0.069 + 0.008 0.852 + 0.019
DistilBERT 0.841 + 0.014 0.854 4 0.013 0.888 + 0.008 0.886 + 0.008 0.838 £ 0.012 0.864 + 0.009 0.143 + 0.012 0.131 £ 0.012 0.865 + 0.011
GPT-2 0.837 £ 0.013 0.844 £+ 0.013 0.782 + 0.013 0.784 £ 0.012 0.479 £ 0.024 0.859 + 0.012 0.289 + 0.021 0.269 =+ 0.020 0.833 % 0.013

average 0.857 £ 0.013 0.866 + 0.013 0.851 £+ 0.010 0.852 £+ 0.010 0.731 + 0.016 0.868 + 0.011 0.172 + 0.014 0.156 + 0.013 0.850 £ 0.014

(a) IMDB: Area-Over Perturbation Curve (deletion, higher is better)

SLALOM-fidel SLALOM-eff
LM v-scores lin. v-scores lin. LIME SHAP 1G Grad LRP

BERT 0.015 + 0.005 0.011 + 0.005 0.011 + 0.005 0.011 £ 0.005 0.017 £ 0.009 0.012 4 0.005 0.224 + 0.024 0.214 + 0.022 0.010 + 0.005
DistilBERT 0.018 £ 0.006 0.019 £ 0.006 0.032 + 0.009 0.032 £ 0.009 0.014 £ 0.005 0.020 + 0.005 0.250 + 0.027 0.249 £ 0.026 0.017 + 0.009
GPT-2 0.033 £ 0.007 0.032 & 0.007 0.045 + 0.007 0.045 £ 0.007 0.129 £ 0.019 0.021 + 0.004 0.251 £ 0.024 0.244 £ 0.024 0.039 + 0.007

average 0.022 + 0.006 0.021 + 0.006 0.029 + 0.007 0.029 £ 0.007 0.053 £+ 0.011 0.018 £ 0.005 0.242 + 0.025 0.236 + 0.024 0.022 + 0.007

(b) Yelp: Area-Over Perturbation Curve (insertion, lower is better)

SLALOM-fidel SLALOM-eff
LM v-scores lin. v-scores lin. LIME SHAP 1G Grad LRP

GPT-2 0.747 £+ 0.024 0.753 £ 0.024 0.726 + 0.021 0.727 + 0.021 0.444 + 0.028 0.849 + 0.015 0.292 + 0.026 0.290 + 0.026 0.740 =+ 0.025
BERT 0.657 + 0.038 0.667 £ 0.038 0.865 & 0.012 0.863 + 0.013 0.797 £ 0.022 0.859 £ 0.013 0.249 + 0.028 0.281 + 0.029 0.855 =+ 0.017
DistilBERT 0.645 + 0.033 0.642 £ 0.033 0.813 + 0.017 0.813 £ 0.018 0.746 £ 0.025 0.854 + 0.013 0.201 + 0.026 0.243 £ 0.028 0.768 + 0.024

average 0.683 +0.032 0.687 + 0.032 0.801 £+ 0.017 0.801 £ 0.017 0.663 £+ 0.025 0.854 + 0.014 0.247 + 0.027 0.271 £ 0.028 0.788 + 0.022

(c) Yelp: Area-Over Perturbation Curve (deletion, higher is better)

Table 11: Additional results for removal/insertion tests: We show results on the IMDB dataset for removal as
well as insertion and removal on the Yelp datset.

compared to baselines such as LIME, SHAP, Grad (Simonyan et al., 2013), and Integrated Gradients (IG,
Sundararajan et al., 2017). For the insertion benchmarks, the tokens with the highest attributions are inserted
to quickly obtain a high prediction score to the target class. For the deletion benchmark, the tokens with the
highest attributions are deleted from the sample to obtain a low score for the target class. We subsequently
delete/insert more tokens and compute the “Area Over the Perturbation Curve” (AOPC) as in DeYoung
et al. (2020), which should be high for deletion and low for insertion. In addition to the insertion results in
Table 1c, the removal results are shown in Table 11a. We show results for the Yelp dataset in Table 11b and
Table 11c. We claim that linear SLALOM scores perform on par with LIME and SHAP in this benchmark,
but do not always outperform them in this metric. For surrogate techniques (LIME, SHAP, SLALOM) we
use 5000 samples each.

F.5 Error Analysis for non-transformer models

We also investigate the behavior of SLALOM for models that do not precisely follow the architecture described
in the Analysis section of this paper. In the present work, we consider an attribution method that is specifically
catered towards the transformer architecture, which is the most prevalent in sequence classification. We advise
caution when using our model when the type of underlying LM is unknown. In this case, model-agnostic
interpretability methods may be preferred.

However, we investigate this issue further: We applied our SLALOM-eff approach to a simple, non-transformer
sequence classification model on the IMDB dataset, which is a three-layer feed-forward network based on a
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SHAP LIME lin. SLALOM-eff

Insertion (lower) 0.0120 £ 0.005 0.0053 + 0.003 0.0039 + 0.001
Deletion (higher) 0.8022 + 0.026 0.9481 4 0.005 0.9601 + 0.004

Table 12: AOPC explantion fidelity metrics for the Fully Connected TF-IDF model. The scores highlight that
SLALOM can also provide faithful explanations for non-transformer models due to its general expressivity.

(a) DistilBERT
Approach / # samples 1000 2000 5000 10000

SHAP 235 +0.01 4.62+0.02 11.56 +0.03 23.08 £ 0.08

LIME 0.80 £0.04 1.58 £0.07 3.93 £0.19 8.04 + 0.39
SLALOM-fidel 0.74 £0.03 1.42 +£0.06 3.77 & 0.24 7.95 + 0.41
SLALOM-eff 0.42 +£0.01 0.80 £0.01 2.03 + 0.01 4.13 £ 0.02
LRP 0.02 £0.00 0.02+0.00 0.02 %+ 0.00 0.02 + 0.00

IG 0.02+0.00 0.02+0.00 0.02=0.00 0.02 £+ 0.00

Grad 0.01 +£0.00 0.01 £0.00 0.01 £ 0.00 0.01 £ 0.00

(b) BLOOM-7B
Runtime (s) SHAP LIME IG Grad SLALOM-eff
1000 Samples 25.04 +2.37 15.73 +£2.37 0.29 £ 0.04 0.06 £ 0.01 0.62 £ 0.02

Table 13: Runtime results for computing different explanations. SLALOM is substantially more efficient that
other surrogate model explanations (e.g., LIME, SHAP). Gradient-based explanations can be computed even
quicker, but are very noisy and require backward passes. Runtimes are given in seconds (s).

TF-IDF representation of the inputs. We compute the insertion and deletion Area-over-perturbation-curve
metrics that are given in Table 12.

These results show that due to its general expressivity, the SLALOM model also succeeds to provide
explanations for non-transformer models that outperform LIME and SHAP in the removal and insertion tests.
We also invite the reader to confer Table 1b, where we show that SLALOM can predict human attention for
large models, including the non-transformer Mamba model (Gu & Dao, 2023).

F.6 Runtime analysis

We ran SLALOM as well as other feature attribution methods using surrogate models and compared their
runtime to explain a single classification of a 6-layer BERT model. We note that the runtime is mainly
determined by the number of forward passes to obtain the samples to fit the surrogates. While this number
is independent of the dataset size, longer sequences require more samples for the same approximation quality.
The results are shown in Table 13.

While IG and Gradient explanations are the quickest, they also require backward passes which have large
memory requirements. As expected, the computational complexity for surrogate model explanation (LIME,
SHAP, SLALOM) is dominated by the number of samples and forward passes done. Our implementation
of SLALOM is around 2x faster than LIME and almost 5x faster than SHAP (all approaches used
a GPU-based, batching-enabled implementation), which we attribute to the fact that SLALOM can be fitted
using substantially shorter sequences than are used by LIME and SHAP.

We are interested to find out how many samples are required to obtain an explanation of comparable quality to
SHAP. We successively increase the number of samples used to fit our surrogates and report the performance
in the deletion benchmark (where the prediction should drop quickly when removing the most important
tokens). We report the Area over the Perturbation Curve (AOPC) as before (this corresponds to their
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Number of samples  Deletion AOPC

SHAP (nsamples=“auto”) 0.9135 + 0.0105
SLALOM, 500 samples  0.9243 + 0.0105
SLALOM, 1000 samples  0.9236 + 0.005
SLALOM 2000 samples  0.9348 & 0.005
SLALOM, 5000 samples  0.9387 4 0.005
SLALOM, 10000 samples  0.9387 4 0.005

Table 14: Ablation study on the number of samples required to obtain good explanations. The results
highlight that a number as low as 500 samples can be sufficient to fit the surrogate model at a quality
comparable to SHAP.

Comprehensiveness metric of ERASER (DeYoung et al., 2020), higher scores are better). We compare
the performance to shap.KernelExplainer.shap_values(nsamples=auto) method of the shap package in
Table 14. Our results indicate that sampling sizes as low as 500 per explained instance (which is as low as
predicted by our theory, with average sequence length of 200) already yields competitive results.

F.7 Applying SLALOM to Large Language Models

Our work is mainly concerned with sequence classification. In this application, we observe mid-sized models
like BERT to be prevalent. On the huggingface hub, among the 10 most downloaded models on huggingface, 9
are BERT-based and the remaining one is another transformer with around 33M parameters® (as of September
2023). In common benchmarks like DBPedia classification®, the top-three models are transformers with
two of them also being variants of BERT. We chose our experimental setup to reflect this. Nevertheless,
we are interested to see if SLALOM can provide useful insights for larger models as well and therefore
experiment with larger models. To this end, we use a model from the BLOOM family (Le Scao et al.,
2023) with 7.1B parameters as well as the recent Mamba model (2.8B) (Gu & Dao, 2023) on the Yelp-HAT
dataset and compute SLALOM explanations. Note that the Mamba model does not follow the transformer
framework considered in this work. We otherwise follow the setup described in Figure 3 and assess whether
our explanations can predict human attention. The results on the bottom of Table 1b highlight that this is
indeed the case, even for larger models. The ROC scores are in a range comparable to the ones obtained
for the smaller models. For the non-transformer Mamba model we observe a drop in the value of the
importance scores. This may suggest that value scores and linearized SLALOM scores are more reliable for
large, non-transformer models.

Applying SLALOM to blackbox models. Finally, we would like to emphasize that SLALOM, as
a surrogate model can be applied to black-box models as well. To impressively showcase this, we apply
SLALOM to OpenAl’'s GPT-4 models via the API (Appendix F.7). We use the larger GPT-4-turbo and
smaller GPT-40-mini for comparison. We prompt the model with the following template to classify the review
and only output either 0 or 1 as response.

SYSTEM: You are assessing movie reviews in an online forum. Your goal is to assess the reviews’
overall sentiment as ’overall negative’ (label ’0’) or ’overall positive’ (label ’1’). Your will see a
review now and you will output a label. Make sure to only answer with either 0’ or ’1".

USER: <the review>

We then use the token probabilities returned by the API to compute the score. We create 500 samples as
a training dataset for the surrogate model and fit SLALOM the model using SLALOM-eff. We obtain the
importance plots shown in Figure 13. This highlight that SLALOM scales up to large models. However, we
would like to stress that there can be no guarantees as we have no knowledge about the specific structure of
the model.

Shttps://huggingface.co/models?pipeline_tag=text-classification&sort=downloads
4https ://paperswithcode.com/sota/text-classification-on-dbpedia
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Figure 13: We apply SLALOM to OpenAl GPT-4-turbo and GPT-40 to showcase its scalability. We use
SLALOM-eff scores and linearize them to obtain the highlighed attributions.

F.8 Case study: Identifying Vulnerabilites and Weaknesses in classification models with SLALOM

In our public code repository, we provide a case study to highlight how SLALOM can be used to uncover
practical flaws in transformer classification models. We use a trained BERT model on IMDB sentiment
classification as an example and compute SLALOM scores for the tokens in the first 15 samples of the test
set (= 1200 tokens). SLALOM’s scores make it easy to see which tokens have a potentially severe impact on
the movie review outcome. We first select all tokens with an importance score > 2, all other words have no
substantial impact, in particular when added to a larger sequence. We provide a visualization of these tokens
in Figure 14. We then make some interesting discoveries mainly based on value scores:

1. There are more words that are negatively interpreted by the model than positive words

2. Out of the words that have highly negative value scores (+importance >2), we identify several words
that are some that are not directly negatively connotated, e.g., “anyway”, “somehow”, “never”,
“anymore”, “probably”, “doesn”, “maybe”, “without”, “however”, “surprised”
We then show that by a few (4) minor modification steps, e.g., adding some of these words to a review, we
can change the classification decision for a review from positive to negative, without essentially altering its
content (i.e., we manually construct an adversarial example.) This highlights how SLALOM can intuitively
help to uncover 1) the influential tokens that contribute most to the decision and 2) allow for a fine-grained
analysis that can help uncover spurious concepts and give practitioners an intuitive understanding of a
model’s weaknesses.
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3.4 Protecting User Consent in Models with Optional
Information

In the second part of this thesis, we consider privacy in machine learning. Pri-
vacy can be implemented at several stages in the ML pipeline: We first consider
privacy at the interaction between the user and the model owner by providing
the user with a choice to share data or not. Second, we consider how model own-
ers can effectively preserve privacy during training. We show that implementing
privacy at the first stage may entail a discrimination risk, while implementing it
at the second stage may entail an inaccuracy risk for users.

Publication 4

Tobias Leemann, Martin Pawelczyk, Christian Eberle, and Gjergji Kas-
neci: I Prefer not to Say: Protecting User Consent in Models with Optional
Personal Data. AAAI Conference on Artificial Intelligence, 2024.

Author Contributions. Gjergji Kasneci suggested the problem considered in this
work in a joint discussion between us. I formalized the problem and developed
the initial solution and theoretical results. Martin Pawelczyk then joined the
project and helped to further refine the formulation and design the experimen-
tal evaluation. Christian Eberle implemented the initial codebase and ran the
main experiments to show the bias that is introduced through the non-consent.
I implemented the remaining experiments. Gjergji Kasneci contributed to the fi-
nal narrative and supported us during the entire research process by providing
insights from industry practice.

Note. This publication is included together with the supplementary materials
in this thesis for completeness, but only the main paper is published with the
proceedings.

Summary. In this work, we consider a seemingly simple strategy for privacy
preservation: We allow users to voluntarily decide whether to share or not to
share some features with a decision-making system. However, the sharing de-
cision may be correlated with the label, e.g., in the example of health insurance,
fitter patients are more likely to share data about workouts. This raises discrim-
ination concerns, as users may be explicitly penalized for trying to protect their
privacy. Empirically, we find that these non-consenting users may receive signif-
icantly lower prediction outcomes than justified by their provided information
alone (i.e., when not using information about the non-consent). This observa-
tion gives rise to the overlooked problem of ensuring that users who protect
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their personal data are not penalized. We offer the first solution to this problem
by proposing the notion of Protected User Consent (PUC), which we prove to
be a loss-optimal trade-off between protection requirements and performance.
Briefly, PUC demands that a user who does not consent to sharing optional in-
formation should be treated as the average user with all available characteristics
being equal, independently of the sharing decision. When the data is shared,
the model owner may use the information passed to either increase, but also
decrease the score. We propose PUC-IDA, a model-agnostic data augmentation
strategy to implement PUC for any ML model. Our findings highlight the ef-
fectiveness of PUC at protecting non-sharing users from penalties. They also
confirm that the performance loss when introducing PUC is almost negligible.

3.4.1 Discussion

The principle of Data Minimization is anchored in the GDPR (Art. 5). Data Min-
imization limits data collection to the data that is strictly necessary for the pur-
pose of processing. Instead of leaving the choice of which data is necessary to
the model owner, we hand this decision back to the user by letting them decide
which information they want to share. This entails a discrimination risk that
cannot be mitigated through classical fairness notions (Verma and Rubin, 2018).
Our work shows that it is possible to prevent discrimination of non-consenting
users while leveraging the optional features to make more accurate decisions for
the consenting users. Notably, our work also explicitly models users that have
an incentive to obtain a high score (i.e., in credit scoring) and strategically decide
to share data. We find that in scenarios where the model owner is not allowed
to introduce a penalty for non-sharers (e.g., to comply with legislation that for-
bids such a penalization), this has little effect and PUC stays the loss-optimal
solution. With insurance and credit scoring companies more heavily relying on
optional data sharing,® we believe it is crucial to have such mechanisms in place.

8see https://www.sueddeutsche.de/wirtschaft/schufa-superscore-konto

auszug-konto-horror-1.5128963. This artical details an attempt by German credit
scoring provider SCHUFA to offer customers to share bank account statements to improve
their score (in German, accessed 5 January 2025)
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Abstract

We examine machine learning models in a setup where in-
dividuals have the choice to share optional personal infor-
mation with a decision-making system, as seen in modern
insurance pricing models. Some users consent to their data
being used whereas others object and keep their data undis-
closed. In this work, we show that the decision not to share
data can be considered as information in itself that should
be protected to respect users’ privacy. This observation raises
the overlooked problem of how to ensure that users who pro-
tect their personal data do not suffer any disadvantages as a
result. To address this problem, we formalize protection re-
quirements for models which only use the information for
which active user consent was obtained. This excludes im-
plicit information contained in the decision to share data or
not. We offer the first solution to this problem by propos-
ing the notion of Protected User Consent (PUC), which we
prove to be loss-optimal under our protection requirement.
We observe that privacy and performance are not fundamen-
tally at odds with each other and that it is possible for a de-
cision maker to benefit from additional data while respecting
users’ consent. To learn PUC-compliant models, we devise a
model-agnostic data augmentation strategy with finite sample
convergence guarantees. Finally, we analyze the implications
of PUC on challenging real datasets, tasks, and models.

Introduction

While the day-to-day impact of automated data process-
ing is steadily growing, modern regulations such as the
European Union’s General Data Protection Regulation
(GDPR) (GDPR 2016) or the California Consumer Privacy
Act (CCPA) (OAG 2021) strive to give individuals more
control over their personal data. In light of these regulations,
we consider machine-learned classifiers in which individu-
als have the freedom to decide themselves on which data
they would like to provide to an automated decision system.

Such systems are increasingly being deployed (Henning
2022): As a running example, we consider a realistic use-
case of health insurance pricing: Suppose in an automated
pricing model all potential customers are asked to fill out an
application form where they enter certain base features, for
instance information such as their state of residence and age.

Copyright © 2024, Association for the Advancement of Artificial
Intelligence (www.aaai.org). All rights reserved.
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required base
features

voluntary optional
feature

undisclosed optional

feature
[ 1] 8l
features a2

non-sharer
Goal: keep
information private,
no disadvantages

decision maker
Goal: make most accurate
predictions, respect legal
requirements

sharer
Goal: obtain more
accurate predictions

Figure 1: Overview of the relevant stakeholders. We con-
sider a case where users can voluntarily provide information
on optional features or choose to leave them undisclosed.
The goals of sharers, non-sharers, and the decision maker
have to be reconciled.

To improve the pricing model, the insurance offers an ad-
ditional service, a “companion fitness app”, through which
additional health data about the customer’s physical condi-
tion are collected. The customers decide whether to use the
app or not; alternatively, customers can sign up for a pol-
icy without consenting to use the app. The health data that
customers share may however influence the premium of the
insurance policy they receive. We refer to data that provide
additional, non-mandatory information beyond the base fea-
tures as optional features. With fitness trackers and smart-
watches rapidly gaining popularity (Reeder and David 2016;
Zimmer et al. 2020; Statista 2023), such systems are already
being deployed in practice, e.g., by major health insurance
firms in Australia (Henning 2022).

The outlined scenario is challenging as there are three
groups of stakeholders whose interests need to be recon-
ciled: (1) The group of non-sharing individuals who do not
want to provide additional information, for instance due to
privacy concerns. We refer to them as non-sharers. For this
group, the decision maker does not want to or cannot force
them to provide the additional information for legal reasons.
Consequently, the non-sharers do not want the additional in-
formation to be considered in the decision making process;
in return, they are willing to sacrifice some accuracy, but
they do not want to face other systematic disadvantages. (2)
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On the other hand, individuals who voluntarily share data
(sharers) explicitly want the additional information to be
considered and want to obtain more accurate predictions.
(3) Finally, the decision makers themselves desire the most
accurate predictions with the lowest overall costs while re-
specting the users’ privacy and legal requirements.

Among these requirements, it is crucial to the non-sharers
to explicitly exclude the information contained in the de-
cision to share or not to share. To see this, we note that
smartwatch users are more likely to exercise in general than
non-wearers (DeMarco 2023) which usually create lower
costs for the insurance company as fitter customers take less
sick days on average. Thus, only through observing the de-
cision to share data, the insurance firm could make infer-
ences about a person’s fitness. This is problematic for two
reasons: First, the company would unethically infer private
data, that the non-sharers explicitly did not give consent to.
Prior work (Wachter and Mittelstadt 2019) has argued for
a “right to reasonable inferences”. This rules out inferences
from unrelated factors that are purely predictive and may
infringe privacy, as they open the door for discriminatory
and invasive decision-making (Mittelstadt et al. 2016). Sec-
ond, this would lead to non-sharers being assigned a higher
insurance premium than the estimate of the legacy model
which only considered their base features. Many countries
have laws that prohibit insurers from raising the base pre-
mium for users who do not share their data, as this is seen
as a coercive and unfair practice. For example, the US only
permits five factors to affect the premium, which are loca-
tion, age, tobacco use, plan category, and dependent cover-
age (US Government. U.S. Centers for Medicare & Medi-
caid Services. 2023). It is however possible for insurers —
and desired by many users — to award bonuses which re-
duce the premium based on participation in optional reward
and incentive programs (Madison, Schmidt, and Volpp 2013;
Henning 2022).

To summarize, we study machine learning models that
can handle optional features and meet legal requirements
and desiderata of three groups of stakeholders: the sharers,
the non-sharers, and the decision makers. We consider it es-
sential for these models to not make inferences based on the
unavailability of a feature value for the non-sharers, a con-
straint that we term Availability Inference Restriction (AIR).
Finally, we are interested in obtaining models with optimal
performance under this requirement.

Contribution. We address the problem of how to fairly
and privately predict outcomes for users who share optional
data and those who do not. We tackle this overlooked issue
by making the following contributions:

* Definition. We introduce models with Protected User
Consent (PUC), which are optimal under our protec-
tion requirement AIR. We derive performance guaran-
tees, which formally show that it is possible to reconcile
the decision maker’s interest in improved predictions and
the non-sharer’s privacy preferences.

* Algorithm. We propose a PUC-inducing data augmenta-
tion (PUCIDA) technique that can be applied to any type
of predictive architecture (e.g., tree or neural network)
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and any convex loss function (e.g., mean squared error or
cross-entropy loss) to obtain such models

Analysis. We prove that predictive models trained with
PUCIDA satisfy PUC asymptotically, and provide fi-
nite sample convergence results that demonstrate that
PUCIDA produces PUC-compliant models in practice.

Empirical evaluation. We empirically show that with-
out enforcing PUC, the average absolute prediction out-
come (e.g., insurance quote) of users who do not share
data can be almost 20 % worse than justified by their base
data. We then evaluate our data augmentation technique
on various ML models and show that PUC is achieved
regardless of the model.

Related Work

In this Section, we review the most relevant streams of re-
lated work (see Appendix A.1 for additional references).

Classification with Missing Values. Classification mod-
els that can handle missing data have been studied previ-
ously with the goal of minimizing costs or increasing perfor-
mance (Zhang et al. 2005; Aleryani, Wang, and De La Igle-
sia 2020), obtaining uncertainty estimates (Kachuee et al.
2020), or fulfilling classical fairness notions (Zhang and
Long 2021; Jeong, Wang, and Calmon 2022; Wang and
Singh 2021; Fernando et al. 2021). However, the mech-
anisms underlying missingness is different in this work,
as missing values indicate explicit non-consent by the
user, leading to different implications. In a related line of
work, classification with noisy (Fogliato, Chouldechova,
and G’Sell 2020) or missing labels (Kilbertus et al. 2020;
Rateike et al. 2022) has been investigated, where the miss-
ingness is often a result of selection bias. The setting con-
sidered in this work is different in the sense that we are not
concerned with fulfilling a fairness notion with respect to a
sensitive attribute, but consider the interests of subjects that
have and have not provided optional information.

Data Minimization. The principle of Data Minimiza-
tion is anchored in the GDPR (GDPR 2016). Data Mini-
mization demands minimal data collection. Several works
are concerned with implementing (Goldsteen et al. 2021)
or auditing compliance with this principle (Rastegarpanah,
Gummadi, and Crovella 2021). Rastegarpanah et al. (Raste-
garpanah, Crovella, and Gummadi 2020) consider decision
systems that can handle optional features from a data min-
imization perspective where the decision maker decides
which features are collected for each individual. This prin-
ciple is distinct from the “right to be forgotten” (Biega et al.
2020), which enables individuals to submit requests to have
their data deleted. In response to these regulations, several
works consider the problem of updating an ML model with-
out the need of retraining the entire model (Wu, Dobriban,
and Davidson 2020; Ginart et al. 2019; Izzo et al. 2021; Go-
latkar, Achille, and Soatto 2020) or the effect of removals
on model explanations (Rong et al. 2022; Pawelczyk et al.
2023). Our work differs from these works as our goal is
to train a model where users decide themselves which data
they deem relevant through sharing one or many optional
features.
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Algorithmic Fairness. A multitude of formal fairness
definitions have been put forward in the literature (Verma
and Rubin 2018). Examples include statistical parity (Dwork
et al. 2012), predictive parity (Chouldechova 2017), equal-
ized odds, equality of opportunity (Hardt, Price, and Srebro
2016), and individual fairness (Dwork et al. 2012). How-
ever, they are still a topic of discussion, for instance, be-
cause these definitions are known to be incompatible (Klein-
berg, Mullainathan, and Raghavan 2016; Lipton, McAuley,
and Chouldechova 2018). Additionally, there are a several
definitions that rely on causal mechanisms to assess fair-
ness, e.g., counterfactual fairness (Kusner et al. 2017), and
the notion of unresolved discrimination (Kilbertus et al.
2017). While causal approaches to fairness might be prefer-
able, they require information about the causal structure of
the data generating process. Moreover, it has recently been
shown that causal definitions may lead to adverse conse-
quences, such as lower diversity (Nilforoshan et al. 2022).
We discuss how existing fairness definitions could possibly
be applied to the setting with optional features, but we find
that none of the fairness definitions aligns with our desider-
ata theoretically and experimentally (see Appendix A.2).

Strategic Classification. In an even broader context, this
work also relates to the field of strategic classification (Hardt
et al. 2016). However, it is worth noting that in strategic
classification research, the focus primarily revolves around
users strategically manipulating their features for optimal
outcomes, which may also involve information withholding
(Krishnaswamy et al. 2021). In contrast to our work, privacy
concerns are neglected in this research stream. As far as we
are aware, there are no prior works on the specific problem
of balancing the interests of all three groups of stakeholders
(the non-sharers, sharers, and the decision makers).

Problem Formulation
Formalization and Notation

In this work, each data instance contains a realization of a
number of base features b € X°, where X? C R™ is the
space of the base features. Furthermore, let there be some
optional information z € X?, where X* C R is the value
space of the optional feature.! It is the users’ choice to de-
cide if they want to disclose z to the system, which results
in an availability variable a € {0,1}. Accordingly, only
imputed samples z* = {z if a=1, else N/A} are observed,
where a value of N/A indicates that a user did not reveal the
optional information, e.g., did not use the companion app.
In summary, the data observations are tuples x = (b, a, z*)
that reside in X = X x {0, 1} x (X*U{N/A}). Each train-
ing sample comes with a label y € ). Further, there is a
data generating distribution p with support X x ) and we
have access to an i.i.d. training sample (x,y) ~ p. Figure 2
shows such a data sample. We denote the random variables
for the respective quantities by B, A, Z, Z*,Y . The label is
probabilistically determined through the base features B and
the hidden feature Z but the sharing decision does not influ-

'We extend our definitions to integrate multiple optional fea-
tures a later section.
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base features b opt. feat. z* a label y
state plan fitness scoreavail. treatment costs
New South Wales basic 87 % 1 3k$
Queensland gold N/A 0 17k$
New South Wales basic 92 % 1 5k$
New South Wales basic N/A 0 64k$
Victoria premium 56 % 1 22k$

Figure 2: Samples for the insurance use-case. We have two
base features b and one optional feature z*, which either
takes an observed value z, or it takes a value of N/A if un-
observed. The variable a € {0,1} indicates the availability
of the feature. The goal is to predict the label y.

ence the true label for a given B, Z, such that Y L A|B, Z.

In many applications, the goal is to find a function f :
X — ) that models the observed data. In particular, f :
X — [0,1] may predict a probability of a positive outcome
or f : X — R may return a numerical score. The test
data for which the model will be used come from the same
distribution p, though with the label y unobserved, and we
suppose that the information provided is always correct. We
consider a convex loss function £ : J) x Y — R, e.g., mean-
squared-error (MSE) or binary cross entropy (BCE), for
which we minimize the expected loss for a sample from the
data distribution. For instance, using the common MSE loss
L(f(x),y) = (f(x) — y)?, an optimal predictor is given by
fE(x) = argming Epyp [(f(x) —Y)?] = E[Y|x],
the conditional expectation. However, this notion can be
generalized to other loss functions: An optimal predictor
f7(x) for the loss function £ fulfills Vx:

fe(x) =Fg [Yx] = arg(rr;in Ep(vix [£(f(x), V)] (D)

We use F#[Y|x] to denote a generalized expected value that
minimizes the expected loss conditioned on x. To ease our
derivations, we suppose this minimum to be unique and fi-
nite. Intuitively, it represents the best guess of Y given x. For
the MSE-Loss, ¥ is equivalent to the expectation operator
E. In the following statements, the reader may thus mentally
replace ¥ with an expectation E without further ramifica-
tions in order to get the high level intuition. Finally, we in-
troduce two key terms, namely, base feature model and full
feature model. The former refers to a model trained on the
base features only, while the latter refers to a model trained
on all features where some strategy is used to replace un-
available feature values. Typically these strategies are called
imputation and replace unavailable values by zeros, a fea-
ture’s mean or median (Emmanuel et al. 2021).

Desiderata

Our goal is to learn models f : X — ) that comply with
the desideratum of Availability Inference Restriction, which
we briefly introduced in Section , to protect the interests of
the non-sharers. Under this constraint, the model should pro-
vide the best predictive performance to reflect the need of
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the sharers and the decision maker for most accurate predic-
tions.

Desideratum 1: Availability Inference Restriction. We
start by considering the intricate case of individuals who
do not want to share optional information. In this case, the
model should compute the prediction based on the infor-
mation the user gave their consent to. In particular, (a) the
model should only use the base features and (b) should not
use information that could be derived from the unavailabil-
ity of the optional features to compute the prediction to avoid
violating the user’s consent.

For (a), this requires that the predictor does not use the
information as an explicit input, i.e., the predictor should
behave as if it only used base features b via some function
g: X" =Y f._,(b,a,z*) = g(b). For (b), although a=0
is not an explicit input to g, a sufficiently complex function
may still be implicitly adapting to the group @ = 0 and thus
incorporate information that the user did not give their con-
sent to. We would like to make sure that the predictions of
g cannot use more information than contained in the over-
all conditional distribution, given the base features b. This
overadaption can be prevented by constraining the model’s
loss on the population of non-sharers to match the loss of the
optimal base model £} on this population. The reasoning be-
hind this rationale is that all models that would beat the per-
formance of this model must implicitly use some additional
side knowledge about this group that was not provided by
the users.

Definition 1 (Availability Inference Restriction). For in-
dividuals that choose not to provide the optional feature
(a=0), only the provided data b is used to compute the
outcome in the decision process, i.e., f|,_,(b,a,z*)=g(b),
where g : X* — )Y is a base feature model. Further, we
require

E[L(g(B),Y)[A=0] = E[L(fz(B),Y)[A=0]. (2)

This definition summarizes our intuition that the informa-
tion encoded through the unavailability of feature informa-
tion should neither be used explicitly (a) nor implicitly (b).
We show how this constraint can analogously be derived
from information-theoretic considerations in Appendix B.3.

Desideratum 2: Optimality. Our Definition 1 restricts
the information that the predictor can use when the optional
information is unavailable. To meet the interests of the deci-
sion maker and the sharers, we also want to find models with
optimal performance, i.e., lowest loss, under this constraint.

Protecting User Consent

We are therefore looking for an optimal model within the
class of predictors that comply with Availability Inference
Restriction. In this Section, we derive a novel notion called
Protected User Consent (PUC) that fulfills this purpose.

One-Dimensional PUC

The next result encodes an intuitive notion of protection for
the users that do not want to share data on the optional fea-
tures (a=0): Their prediction under f is then constrained to
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the best estimate for a user with the same base characteris-
tics, no matter if additional data was provided. Contrarily,
when additional information through the optional feature is
provided, the predictor returns the best estimate using the
available optional information:

Theorem 1 (1D-PUC). Let f : X — Y C R be a full fea-
ture model (i.e., including optional features). Among all pre-
dictors compatible with the Availability Inference Restric-
tion, a model f with minimal loss is given by:

FE[Y [b],
FE[Y b, A=1,2*

ifa=0

frue (0. = { A

We defer all proofs in this work to Appendix D. PUC
is different from existing notions of group fairness, that do
not fulfill the two desiderata in general (see Appendix A.2
for a discussion). Under the mentioned requirements, there
is no model that can outperform fg,-. We stress that 1D-
PUC-compliant models have performance guarantees. These
models match or improve upon an optimal base feature
model f7(B) = F [Y|b]. This model can be seen as an up-
per bound for practical models obtained after model selec-
tion. Therefore, models that can beat its performance may
offer improvements even after extensive hyper-parameter
tuning and model selection, a property which we refer to as
Predictive Non-Degradation (PND): a model f fulfills PND
if its loss is smaller than that of the base feature model:

E[L(Y, fz(B)] = E[L(Y, f(B, A, Z7))]. ()

We prove the following result:

Corollary 1 (Predictive Non-Degradation of f5,). For any
density p, a PUC-compliant model f3; fulfills Predictive
Non-Degradation, i.e., it has a loss upper-bounded by the
optimal base feature model f}.

This is a remarkable result as it testifies that the decision
maker can benefit from additional information in terms of
loss, while protecting the privacy of users. This highlights
that the interests of the different stakeholders are not contra-
dictory and models that benefit all stakeholders do exist.

PUC under Strategic Considerations and
Monotonicity Constraints

We have initially considered the case where the users desire
the highest possible accuracy under data usage restrictions.
However, in some cases such as our initial insurance exam-
ple, the motivation to receive a lower premium might be a
more important concern to some users than receiving an ac-
curate prediction or their privacy concerns. If all users have
full information (i.e., they see premiums with and without
their optional data) and act strategically by sharing the value
of z only if it would decrease their premiums, we obtain the
following result.

Theorem 2 (Optimality of fp; under strategic actions). Let
p' (B, Z,Y) be any prior density on base features, true op-
tional features and labels and let f (b,a = 0, z) = F*[Y|b],
i.e., the decision maker uses the base feature model when
no optional data is available. Further suppose that users
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strategically choose to share the optional feature z only if
f(bya = 1,2) < f(b,a = 0,N/A). Under these condi-
tions, the model fp; (Theorem 1) has minimal loss among
all predictors.

This result underlines that PUC models remain optimal
if the decision maker cannot increase the premiums be-
yond the predictions of the current base model for the non-
sharers. This is reasonable in many cases, where legal con-
straints mandate that the decision maker cannot implicitly
force users to share data by inflating the base premium, as
outlined in the introduction. The sharing decision can also
be automated for the users by simply dropping the optional
feature if it does not lead to a decrease in premiums. This
would result in the aforementioned bonus systems, where
sharing more data cannot increase the premium. We show
that among the class of models with such a monotonicity
constraint, the outlined PUC-model with automatic sharing
decisions is still optimal under the same conditions as in
Theorem 2 in Appendix D.5.

r-dimensional PUC

Next, we generalize our notion such that r features can
be provided optionally. For example, the insurance firm
might also accept voluntary results from prior medical ex-
aminations or diagnostic tests. Therefore, let there now
be r optional features such that z€AF x --- x A7 and
ac{0,1}", where X7 are the respective supports of each
optional feature. By ZC[r]={1,...,7}, we denote an
index set that contains all feature indices present, i.e.,
Z(a)={i|a; =1,i=1,...,r}. When we index vectors
with this set, e.g., Z7, we refer to the subvector that only
contains the indices in Z.

Definition 2 (Protected User Consent, PUC). Let f : X —
Y C R be a full feature model. The model ff that fulfills
Protected User Consent is given by

f;UC (b7 a, Z*) =

Fé.a.2+)op [Y’B = b, Az(a) =1, Z1(a) = z}(a)] ,

where Az(a) = 1 means that each element that is set to 1 in
a needs to be one in A as well.

For a single feature (r=1), the index set can either be
Z=0 or Z={1} and the definition corresponds to 1D-PUC.
The conditional expectation with Az(q)=1 effectively con-
strains the features in Z to be available, but marginalizes over
samples with or without further information.

Implementing Protected User Consent

In this section, we derive a model-agnostic approach called
PUC-inducing data augmentation (PUCIDA) to achieve
protected user consent. By using theoretical analysis, we es-
tablish that PUCIDA will result in exact protected user con-
sent. Furthermore, we establish performance guarantees that
provide an upper bound on the deviation between practical,
finite sample-based PUC-compliant models and their theo-
retical infinite sample limits.
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state plan score costs
NSW basic 87% 3k$
@® NSW basic N/A 3k$
NSW basic 92% 5k$
@® NSW basic N/A 5k$
NSW basic N/A 64k$

Figure 3: Explaining PUCIDA. Our data augmentation pro-
cedure expands each instance with optional information into
two samples: The original instance and a synthetic sam-
ple (®). The synthetic samples retain the base features and
the labels, but the information on the optional features is
dropped (fitness score — N/A). The model sees samples
with the same base features with a missing value and will
thus base its decision only on the base features. In this exam-
ple, given the base features (“NSW”, basic) and no optional
statements, the model would estimate the costs to be 24k$,
which is the dataset average conditioned on these values.

PUCIDA: PUC-inducing Data Augmentation

Intuitively, we want to prevent the model from making infer-
ence from a feature’s missingness patterns. The core insight
is to leverage synthetic samples that make the distribution of
the labels given missingness equal to the overall label dis-
tribution. Thereby, we prevent the derivation of predictive
information from the missingness itself (see Table 3).

For a single optional feature, extensively enumerating all
samples as in the table is possible while for multiple fea-
tures this may be intractable. Therefore, we do not list all
samples but propose a stochastic, multifeature variant of
the algorithm: (1) Instead of drawing samples with uniform
probability from the distribution p, we use non-normalized
weights w:

w(x) = w(b,a,z*) = 27, @

This step corresponds to the expansion of an instance into
2lZ(a)l synthetic ones; e.g., a sample with a single optional
feature is assigned a weight of two (cf. Figure 3). Train-
ing instances are drawn with a probability proportional to
these weights. This results in data instances with optional
information being more frequently sampled. (2) We require
a sample modification where optional features are randomly
dropped from the samples. For each sampled item, we drop
each available optional feature with probability p=0.5:

q; ~Bern(0.5),i=1,...,r; a=q0 a; 5)

zi ={z] ifa;=1, elseN/A},i=1,...,7 (6)
(3) We train the predictive model on the modified samples
(X,y)=((b,a,z*),y) ~ P derived through this procedure.
Theoretical Analysis

We summarize PUCIDA in pseudo-code in Appendix D.8
and provide the following theorem to demonstrate that
PUCIDA leads to PUC-compliant models.

Theorem 3. The loss-minimal model f(b,a,z*) =
IF% [Y|b, A = a,Z* = z*| on the modified distribution p
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fulfills Protected User Consent with respect to p, i.e.,
F5[YB=b,A=a,Z" =2"|

F5 [Y’B:vaI(a):]-vZI(a):Z}(a,)} = fpuc(b,a,z%).

This result is remarkable in its generality as it enables
PUC-compliant models using standard optimization proce-
dures by modifying the distribution of the data; i.e., PUCIDA
can be combined with any existing model and training
pipeline. Next, ‘we’ study the theoretical convergence be-
havior for PUCIDA on finite samples. To this end, we define
the PUC-Gap as the expected squared deviation from PUC:

PUC-Gap®(f,p) = (7)

Em,az~p|(f(B, A, Z*) — fiue(B, A, Z%))%].

We will restrict ourselves to £ = MSE and thus F£ = E,
and study a baseline conditional expectation estimator [i
which averages the labels conditional on all observations
with the same features x. For brevity, we refer to Ap-
pendix D.7 (Eqn. 51) for a formal definition of this estima-
tor. Since we usually cannot compute the exact expectation
from Theorem 3, we are interested in the number of samples
required from P to obtain a fixed average estimation error
for which we establish the following result.

Theorem 4 (Finite Sample Convergence). Let X = X° x
(X% U {N/A}) be finite feature space and let Y C R be
the label space. All conditional expectations ji(x)=Eg [y|x]
and the conditional variances o2 (x):= Varg [y|x] exist and
are finite. Then there exists a baseline non-parametric re-
gressor [i : X +— R from a finite number of N independent,
identically distributed observations (X;,y;);_, y from P
with a convergence rate of O(N~1); more specifically

PUC-Gap®(j1, p) = Ex~p [(ﬂ(X) - u(X))Q]

T 2(+2 2
< 2 |X| (U +.umax) +0 (L) ,

max
N N2

ap 2. 2 2 . 2
with 05, = maxxecx 0°(X) and pg . = MaxXxe x 12 (X).

In conjunction with Theorem 3, this result provides a
bound on the expected gap to perfect protected user consent
that is dependent of the sample size, which decreases with
arate of O (N _1). Several remarks are in place: We obtain
a multiplicative constant which depends on the number of
optional features r and the size of the feature space | X'|. The
square of this quantity enters the result because the number
of samples available to estimate each conditional mean is not
independent, as they need to sum up to V. For large feature
spaces, however, they are almost independent and we expect
the constant to scale almost linearly in |X’|. The growth of 2"
is attributed to the re-sampling strategy which might assign
a very low probability to certain inputs, which may only be
well approximated with a high number of samples. As the
number of optional features is typically limited in realistic
use-cases it will be well outgrown by N. Note that more
powerful model (e.g., Tree based model + PUCIDA) usually
outperform this baseline.
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data base model Full feature model PUCIDA

diab.(C)  33.84% +2.47 31.44% +2.19 34.01% +1.71
compas (C) 44.47% +0.37 41.47% £1.09 44.54% +0.54
adult (C)  13.37% £0.07 12.84% +0.28 13.41% +0.12
water (C*) 10.65% +1.64 10.00% +1.58 10.97% +1.21
colic (C*) 13.81% +0.82 11.34% +0.46 15.05% +0.68
income (R) 109.56 £1.00 109.11 £1.29  110.73 £1.29
calif. (R) 15.79 £0.10 15.16 +£0.28 16.18 +0.06
insurance (R) 283.47 +£0.53  279.78 +£0.42  285.31 £0.39

Table 1: Availability Inference Restriction is violated by
full feature models (Random Forests). As expected, the full
feature models always have lower losses than the base-
models, indicating that Availability Inference Restriction is
violated while PUCIDA fullfils Availability Inference Re-
striction. We report misclassification error rates for classifi-
cation models and MSE loss (x 100) for regression models.

Practical considerations. For smaller datasets, an alter-
native approach to random sampling is to use all possible
samples to approximate the distribution p by a method we
call “exhaustive augmentation”. This involves enumerating
all possible variations of the original samples, including any
optional features, to form a larger dataset D’. The model is
then trained on this expanded dataset.

Experimental Evaluation

Here, we empirically validate the effectiveness of our meth-
ods using eight real-world datasets and one synthetic dataset.
In particular, we highlight that (a) full feature models violate
the Availability Inference Restriction and make it harder for
non-sharers to obtain the positive outcome, (b) PUCIDA re-
sults in PUC-compliant models as suggested by our theory,
and that (c) the reduction in terms of model performance
due to using PUC are moderate relative to deploying a full
feature model.

Common datasets. We use eight real-world datasets
commonly found in the related literature. For classification
(C), the Diabetes (diab) and the horse colic dataset (colic)
study the prediction of diseases, the COMPAS dataset is
concerned with estimating likelihood of recidivism and UCI
Adult income dataset requires to predict whether individuals
have an income of over 50k$. The water treatment dataset
(water) predicts the operational state of a facility. We also
study the regression tasks (R) of house price estimation in
California (calif), income prediction (income), and inferring
information from insurance claims (insurance) to link to our
initial example. Details about preprocessing, dataset sources
and model hyperparameters are provided in Appendix F.2.

Availability. The colic and the water dataset come with
inherent missing values that we use (indicated through x).
For six more datasets we introduce availability dependent
on a feature’s value. We compute the probability of feature
unavailability p(A; = 0|z;) by applying a sigmoid function
centered at the feature mean and sample the availability a
from the respective conditional distribution. We additionally
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Full feature model PUCIDA
task  data optional ~ Base feature model pred. change pred. change
C diab. Glucose 60.27% 45.19% -15.08% +2.01 61.20% 0.93% +0.93
C  compas #priors 51.19% 32.86% -18.33% +0.89 51.34% 0.15% +0.59
C  adult edu-num 13.86% 11.44% -2.42% £+0.07 13.92% 0.06% +0.05
C*  water oxygen.dem. 87.10% 84.52% -2.58% £2.81 87.42% 0.32% +1.58
C*  colic  abdom. app. 6.39% 1.24% -5.15% £0.92 7.01% 0.62% +1.64
R income WKHP 100.0% 81.2% -18.8% +£0.61 101.2% 1.2% +0.19
R calif. m-_income 100.0% 94.4% -5.6% +0.67 103.8% 3.8% +0.42
R insurance experience 100.0% 94.8% -52% £0.09 100.1% 0.1% +0.05

Table 2: Measuring the average predictions for non-sharers. For classification tasks we report the positive outcomes (in %), and
for regression tasks, we report relative predictions to the base feature model (set to 100 %). The non-sharers face disadvantages
for not providing the voluntary information and are assigned less favorable prediction outcomes by the full feature models. This

discrepancy vanishes when PUCIDA is applied.

0.075
“a
&5 0.050
o)
E 0.025
- . . . .
DT  RF

0.000
ExtRa GBT MLP
classifier

B 10 opt. feat.
B zero-imputed
s PUCIDA

Figure 4: PUCIDA is model-agnostic. The PUC-gaps are
close to zero when applying our technique across a variety
of common models on the simulated dataset.

—— Baseline (f1)
—— Multi-layer Perc. (MLP)
—— RandomForest (RF)
—— ExtRa Trees (ExtRa)
—— Decision Tree (DT)

M —— Grad. Boost. Trees (GBT)
10° 10" 105 105 ---. O(1/N) rate
sample size

Figure 5: Convergence rate of models under PUCIDA. The
estimate of PUC converges to the true value at a rate of
O( %) for the baseline estimator /i and other commonly used
models.

study these datasets in the setting of strategic withholding.

Evaluating PUCIDA

Availability Inference Restriction is violated by full fea-
ture models. First, we demonstrate the effect that full fea-
ture models have on Availability Inference Restriction. We
follow common practices and use zero-imputation to deal
with unavailable feature values (Emmanuel et al. 2021).
Then, we train a Random Forest model on all features of the
dataset where we have introduced stochastic availability into
one feature (see previous paragraph). We also train a base
feature model that fully drops the optional feature from the

dataset. We consider the subset of individuals with unavail-
able feature values (i.e., a=0) and report the average loss
and absolute prediction of the positive class for both models
in Table 2. We observe that the full feature models use the
information contained in the missingness to obtain a lower
loss. This can reduce the chance of obtaining the positive
outcome from the full feature model compared to the base
feature model by significant margin of up to 18 % for non-
sharers. Hence, these results impressively show how the full
feature model implicitly infers information from missing-
ness and thereby violates protection requirements. This stays
the same when applying established fairness constraints on
the models (see Appendix F.1). In contrast, when applying
PUC using PUCIDA this gap vanishes or is significantly re-
duced. We show that the same effect can be observed inde-
pendently of the imputation techniques, the model class, and
the model hyperparameters in Appendix F.3.

Evaluating the Theoretical Bounds

PUCIDA guarantees Predictive Non-Degradation. Usu-
ally model performance degrades when training models
with additional constraints (e.g., see Corbett-Davies et al.
(2017)). To measure model performance, we use the mis-
classification rate for classification tasks (ROC-AUC scores
lead to qualitatively similar results, see Appendix F.4) and
the MSE for regression tasks. The results in Table 3a confirm
that PUCIDA (using exhaustive augmentation) improves
over the base feature model, suggesting that PUCIDA mod-
els benefits from using optional information. This is the case
even under under strategic actions where users only provide
data if it improves their outcome, and aligns with our the-
oretical result in Corollary 1. Under non-strategic actions,
the performance figures show the same characteristics (Ap-
pendix F.4). As expected, PUC-compliant models fare mod-
erately worse than full feature models which have no protec-
tion requirements.

We now compare two different PUCIDA variants on mul-
tiple optional features: the first strategy ensures a fixed
dataset size, i.e., the number of samples is equivalent to the
original dataset size. The second strategy, which uses ex-
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task data opt. feature base model PUCIDA Full feature model
C diab. Glucose 29.30% +0.62  26.61% +0.56 23.41% +0.69
C compas #priors 42.89% +0.10 40.85% +0.15 36.67% +0.36
C adult edu-num 16.05% +0.03  15.94% +0.05 14.86% +0.06
R income WKHP 85.07 £0.17 80.22 £0.15 73.25 £0.16
R calif. m_income 15.62 £0.14 14.79 £0.08 13.40 £0.03
R insurance  experience  262.43 £0.21  254.35 £0.39 236.92 £0.42

(a) One dimensional case, strategic withholding. Metrics: C: (1-Acc)x 100, R: MSE x 100

Fair models

Full feature model

task data (# opt.) Base feature model PUCIDA (f) PUCIDA (e) (X) zero-imputed
C diab. (2) 29.74 +£2.92 26.23 +4.42 25.58 +£3.69 2.2 24.16 +4.18
C  compas (5) 40.83 £0.56 37.65 £0.23 37.21 +£0.71 7.6 36.86 £1.20
C adult (5) 17.98 +0.37 1535 +0.36 15.27 £0.25 7.9 15.15 +£0.33
R income (3) 52.40 £0.92 4947 £1.71 5121 £0.86 34 46.15 £1.60
R calif. (4) 6.64 £0.79 6.83 £0.32  6.36 £0.08 5.1 5.69 +£0.22
R insurance (3)  271.72 £4.14  242.99 +4.47 260.77 £2.74 3.2  232.59 £2.39

(b) r-dimensional case. Metrics: C: (1-Acc)x 100, R: MSE x 100

Table 3: PUC-compliant models leverage optional information to improve predictive performance relative to base feature mod-
els This is in line with Corollary 1. In the bottom table, two strategies are considered to achieve PUC: fixed-size (f) and
exhaustive (e) PUCIDA. When using exhaustive PUCIDA, the predictive performance is always better than the performance of
the base feature model, and often similar to the performance of the full feature models.

haustive data augmentation, leads to an increased dataset
size. The factor by which the dataset size is increased is in-
dicated by (x) along with the results in Table 3b. We ob-
serve that competitive results can often be obtained without
any dataset increase; fixed-size PUCIDA even outperforms
the exhaustive variant on the larger income and the insur-
ance dataset, whereas the exhaustive augmentation leads to
a more reliable performance increase. We study the perfor-
mance for sharers in Table 6 (Appendix) and find that it re-
mains on par with the full feature model. Overall, our results
demonstrate that optional information can be leveraged in
a conscious way through PUC-inducing data augmentation
without suffering from prohibitive performance decrease for
the decision maker and the sharers.

Convergence of PUCIDA. Finally, we study the conver-
gence behavior of PUCIDA. As a measure of approxima-
tion quality, we use the PUC-Gap? defined in Equation (7),
which measures the squared deviation from perfect PUC.
As this notion requires the knowledge of the ground truth
distribution, we use a synthetic dataset for this experiment.
The dataset consists of eight binary features (five base, three
optional). All features in this dataset are sampled indepen-
dently. Labels are induced via a logistic distribution, and
availability of the optional information depends on the la-
bel. For experiments on a second synthetic dataset with five
continuous features (two base, three optional) and more de-
tails, see Appendix E.5.

First, we observe that PUCIDA is model agnostic, i.e., it
works with a variety of state-of-the-art models leading to
negligible PUC-gaps (see Figure 4). Second, we verify that
the PUC-Gaps converge to zero at the rate of O(%) as the
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sample size increases (Figure 5), confirming what we de-
rived in Theorem 4. While common models (e.g., Random-
Forest, MLP) have a lower error than the baseline estima-
tor j1 the models approach the baseline estimator with larger
datasets and the gap closes at the suggested rate.

Conclusion and Future Work

In this work, we studied machine learning predictions where
users have the option to disclose optional information. To
comply with legal regulations and respect user consent, we
introduced the notion of Protected User Consent (PUC)
that strikes a balance between the interests of sharers, non-
sharers, and decision-makers. We demonstrated that lever-
aging optional information from consenting users through
PUC results in superior performance compared to models
that disregard the optional information entirely.

Our work gives raise to several follow-up questions. It
would be interesting to study possible long-term effects of
PUC and how PUC incentivizes improvements. Further-
more, we have only considered users that act entirely strate-
gic or on privacy grounds. Modeling heterogeneous users,
who might be willing to accept a certain increase in costs in
return for their privacy could be a meaningful extension.

Additional Material

An extended version of this work including technical appen-
dices is available online?. We also publish our code as an
open-source project®.

*https://arxiv.org/abs/2210.13954
3https://github.com/tleemann/protectedconsent
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3.4 Protecting User Consent in Models with Optional Information

A Related Work and other Fairness Notions
A.1 Additional Related Work

Estimation of causal effects in the presence of missing data. The works by Mohan, Thoemmes, and Pearl (2018); Mohan
and Pearl (2021) introduce graphical models for incomplete data and study the consistent estimation of causal effects amidst
missing values. Our work differs as we are not concerned with estimating true causal effects but focus on building a definition
of fairness in the presence of optional data.

Implementing Fairness in ML Systems. There are different strategies to implement fairness and mitigate bias in practical
decision-making systems. This can be done by adding additional constraints to the optimization problem (e.g., Zafar et al.
(2019)). To solve the such an optimization problem, one can employ the reductions approach (Agarwal et al. 2018), where the
fairness constraint is reduced to a series of classification problems with different costs assigned to each sample. Furthermore,
another line of work consists of preprocessing approaches to obtain models that are compliant with classical fairness notions.
These work through sample selection (Roh et al. 2021; Abernethy et al. 2022) and reweighting approaches (Chai and Wang
2022; Li and Vasconcelos 2019; Li and Liu 2022) or through resampling of the sensitive attribute (Romano, Bates, and Candes
2020). While these approaches can help fulfill common fairness notions, they cannot easily be applied to obtain PUC.

Trade-offs between Privacy and Fairness. Possible trade-offs between classical notions of privacy such as Differential
Privacy (DP, Dwork et al. 2006) have been previously studied (Bagdasaryan, Poursaeed, and Shmatikov 2019; Ganev, Oprisanu,
and De Cristofaro 2022; Amiri et al. 2022), showing that imposing DP may lead to disparate outcomes across sensitive groups
or reinforce existing biases. Suriyakumar et al. (2021) recently found that imposing privacy constraints can lead to an undue
influence of majoritiy groups over miniories, thus possibly impacting fairness. Although we are considering personal data in
this work, this paper differs from classical privacy literature because we are not concerned with data leakage. Instead, we strive
to give users a better choice of which data to provide in the first place.

A.2 Common fairness notions are not applicable

As many definitions of fair outcomes between an advantaged and a disadvantaged group exist, we investigate whether existing
definitions can readily be applied or easily adapted to the optional feature setting considered in this work. In other words, here
we study whether existing fairness notions comply with our desiderata of Optimality and Availability Inference Restriction. In
the conventional fairness literature, the impact of a sensitive attribute on the prediction is restricted. However, in the optional
feature setting the point of departure is different since the optional feature may contain discriminative information that we
explicitly want to use in come cases (recall that the sharers would like to obtain the most accurate prediction given their
information). If not stated otherwise, we consider the availability feature A (see Figure 2) to be the sensitive attribute. We
denote the predicted label by Y and discuss binary labels Y € {0, 1} as in most of the original definitions.

Fairness through Unawareness. This notion demands that the availability indicator A is not used as an explicit input in the
decision-making process. Removing explicit information on the availability can be done easily by dropping the feature A. This
makes “Fairness through Unawareness” very easy to implement. However, the group information is still implicitly encoded in
the optional feature through the value N/A (see Fig. 2). A sufficiently complex classifier can infer this group information and
include it into its decision-making. Therefore, this fairness notion cannot be applied in the optional feature setting as it violates
Availability Inference Restriction.

Predictive Parity. This notion of fairness constrains the False Discovery Rates to be equal across groups, i.e., P(Y = O\Y =
1,A=0)=PY = 0|Y = 1,A = 1). We argue that this definition and other error rate-based ones will not work in our
setup because they bound performance an thus violate Optimality. It is desired by the sharers and the decision maker that the
predictions will be more accurate when the feature z is present (A = 1) because the information in z should explicitly be used
in the decision-making process if users decide to share their data on the optional features. One can make an analogous argument
for other error-rate based notions such as equalized odds and equal opportunity.

Equalized Odds and Equal Opportunity (Hardt, Price, and Srebro 2016). Equalized odds requires the predicted label Y
and the the protected attribute A to be conditionally independent given the true label Y. Formally, this means P(Y|A7 Y) =
P(Y|Y) for all values of Y, A, Y. This effectively constrains the true and false positive rates to be equal across groups. However,
by the desideratum of Optimality, it is required to use class-discriminative information in the optional feature, which will
necessarily lead to lower missclassification rates for subjects with A=1. Another fairness notion is Equal Opportunity which is
a relaxation of Equalized Odds that only demands P(Y|A=1,Y=1) = P(Y|A=0,Y=1), thus constraining the true positive
rates across groups. To fulfill this notion, for A=1, the true positive rate would have to be kept artificially low to match that of
the case A=0, with less information. This would thus result in a lower P (Y:l |A=0,Y'=1), than could be achieved otherwise.
Let Y'=1 be the desirable outcome (e.g., being assigned a low insurance quote); this means that less subjects are rewarded with
the justified positive outcome. This is incompatible with our desideratum of Optimality.

Statistical Parity (Dwork et al. 2012; Kusner et al. 2017). This definition is satisfied by a classifier if subjects in both
protected and non-protected groups have an equal probability of getting a positive classification outcome: P(}A/:1|A:O) =
P (f/:l |A=1). If the set of people providing additional information has more favorable base features in general, this definition
may lead to different thresholds where people that choose to provide information are getting a lower score to achieve parity. This
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definition would even forbid using this base features’ full distinctive power, because one has to equalize over both missingness
classes, thus contradicting Optimality.

Individual fairness (Dwork et al. 2012). Fairness definitions in this category use a distance metric m to define similarities
m(x;,X;) between individuals x; and z;. Considering the application in mind, the sensitive attributes should not play a role
in determining the distance. The classifier output distributions for f(x;) and f(x;) that are compared by some divergence D
should not differ more than the distance between these individuals, i.e., D(f(x;), f(x;)) < m(x;,x;) (Dwork et al. 2012). In
the considered setting, following the proposition by Verma and Rubin (2018), we could define the distance to be 0, if individuals
have the same base features b. This would effectively constrain the classification outcome to be identical independently of the
optional feature specified, effectively prohibiting its use. Even when defining other distance metrics, the classification outcome
will still be constrained to a certain range, again contradicting our desideratum of Optimality.

(Conditional) Statistical Parity. Statistical parity (SP) is known to be notoriously unfair on an individual level (Dwork et al.
2012). Therefore, Corbett-Davies et al. (2017) define the notion of conditional statistical parity (CSP), which is an extension of
SP, where some attributes are allowed to affect the decision. If we allow all base features b, the resulting definition expressed in
expectations would be P[Y'|B = b, A = 0] = P[Y|B = b, A = 1]. While this definition can be compliant with Availability
Inference Restriction, we show that CSP-compliant models cannot meet the desire of the sharers for most accurate predictions.
They cannot assign most accurate predictions to sharers or would encounter prohibitively high costs due to the CSP constraint
if they did so. Indeed, they can be worse than the performance of a base feature model, even when we assign the sharers the
most accurate predictions. This is the case even under idealized conditions (i.e., known expectations) and when Incentivization
is perfectly fulfilled. PUC-models do not suffer from this limitations and can assign sharers most accurate predictions while
always matching the performance of the base feature model.

Lemma 1 (CSP-compliant models can degrade model performance over base feature model). There exists a density p for which
a CSP-compliant model flgp : X — [0, 1] which assigns the most accurate predictions to the sharers, i.e., fésp‘a:l (b,a,z*) =
Fr[Yb, A = 1,2*] leads to higher expected losses (for MSE and BCE losses) than an optimal base feature model g}y, :

Ep[L (9pce(B), Y)] < EplL (fesp(B, A, 27), V). ®)

A proof is provided in Appendix D.1. There, we give a density p that serves as such a counterexample. We argue that this
fairness notion is incompatible with the desire of the sharers for accurate predictions and the decision makers desire for low
overall costs. Thus, we have established that common fairness definitions fail to conform to our desiderata of Availability
Inference Restriction or result in models with unreasonable performance characteristics.

B Intuition and Additional Examples

In this section, we provide a simple example to show the problem of possible unfairness and provide more intuition for our
notion of Protected User Consent.

B.1 Standard losses may lead to unfair treatment

We revisit the example of college admission, to show how imputation leads to possibly unfair treatment. Suppose we are given
the samples {( X'y )} N with N = 5 from Fig. 2. Using the standard Mean-Squared Error (MSE) loss, we solve the
following empirical risk 0 mlmmlzatlon problem:

fr=arg mlnz

feF 43

Wlth a sufficiently expressive function class F. For samples in the example data set, this will yield the outcome f*(x) =
W > {xi=x} Yi- the empirical mean. Consider the samples x! and x* in Fig. 2. Candidate 1 chose to share an additional

feature, while candidate 4 did not. Although they have the same base features, their classification will be different at test time
(as the data in the training set) with f*(x!) = 3k$ and f*(x*) = 64k$.

We argue that in the case of candidate 4, the availability information was implicitly used to compute the score and resulted in
a lower outcome. If only the base features had been available, i.e., f* would have been trained on the data set {(b’:, y) }i=1 o

the model outcome would be f*(b) = |{bi71:b}\ > {(bi=b} y® with f*(b*) = 24k$ which is the dataset average for all customers

from NSW with a basic coverage plan. In this work, we argue that the unavailability of certain features itself should not be used
in the determination of the model outcome when no additional information is available.

B.2 Example: Missing at random (MAR) data.

For missing at random data (Rubin 1976), the likelihood of unavailability can be entirely accounted for by the observed base
features b and is not affected by the partially observed z and the label y. Formally, for a single optional feature with random
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availability A, p(A = 0|b) = p(4 = 0|b, z,y) for every z € X'*,y € Y. Therefore,

o pPy,bA=0)  p(y)p(bly)p(A=0/b,y)
PO A== b a=0) ~ 5, p/)p(bly)p(A = 0b.¥) ®
p()p(dly)p(A=0b) _  pp(bly)p(A =0b) (10)
Z p(y)p(bly)p(A=0[b) p(A=0/b)>, p(y)p(bly)
p(yp(bly)
~ 3, pW)p(bly) =Pyb). (an

Therefore, we also have E[Y|B = b, A = 0] = E,, [Y|B = b, indicating that the missingness does not affect the expected
value of the label (or that of any other functional of p(y|b)) over the entire data distribution. Therefore, a perfect discriminative
model with f(x) = F5 [Y'|x] will fulfill Theorem 1, our definition of PUC, right away.

B.3 A probabilistic derivation of Non-Penalization

First, we require that the predictor does not use the information as an explicit input, i.e., the predictor should behave as if it only
used base features b via some function g : X’ by

flazo(bya,2%) = g(b). (12)

For (b), although a=0 is not an explicit input to g, a sufficiently complex function may still be implicitly adapting to the group
a=0 and thus incorporate information that the user did not give their consent to. Therefore, on its own, the constraint in eqn.
(12) is insufficient to enforce Availability Inference Restriction, and we need to formally define which predictors g are not
specific to the information provided by the group of non-consenting users. To make matters more concrete, we first consider the
case of binary classification with ) € {0,1} from a probablhsuc perspective and suppose g(b) returns a numerical probability
socre in [0, 1]. We let pg(Y\b) denote stochastic predictions V" defined through g where pg(Y = 1|b) := g(b). We would
like to constrain the information contained in the predictions G(b) to not use any additional information that the users did
not actively consent to. To come up with a suitable constraint, we consider two simple others predictors, where one should be
allowed and the other should be ruled out.

group-conditional »
group-specific

Y |b,A=0
a pYP, ) predictor non-group
= / v cond. predictor
=S .

... pY[b)

—— group-specific X —— non group-specific v/

Figure 6: In our definition, predictors are called group-specific (blue) if they are closer to the group conditional distribution
than to the overall label distribution (pink). Our requirement forbids the use of such group-specific predictors for the group of
users with no additional information.

There are two canonical examples: a probabilistic estimator that is certainly not adapted to a specific group would be the
one matching the ground truth overall conditional probability p (Y|b). On the other extreme, the predictor q equivalent to
q(Y|b) = p(Y|b, A=0) is fully leveraging the protected information and would thus be non-compliant. Generalizing this
insight, we rule out all probabilistic predictors that are closer to the most non-compliant predictor than the overall conditional
predictor, which we consider valid. These forbidden, group-specific predictors are visualized in Figure 6.

To this end, a suitable distance metric is required between the predictive distributions. A common choice is the Kullback-
Leibler divergence Dx; , which results in the following requirement for a predictor g:

Dx1 (p(Y|B, A=0)||py(Y'|B)) > D (p(Y|B, A=0)||p(Y|B)) . (13)
The condition from eqn. (13) can be equivalently stated in terms of expected loss for binary classification and regression prob-

lems; i.e., the above condition allows to derive a generalized principle of Availability Inference Restriction (see Appendix D.4
for the proof).
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C Effects of user choices in PUC-compliant models

In this section, we provide a brief discussion on the effect a user’s choice to provide or not provide optional information has for
the decision maker and for the affected end users.

Balancing the interests of consenting users, non-consenting users and decision makers. From the user’s viewpoint, we
would like to outline that a user’s choice to provide optional information or not may depend on different factors:

(a) Relevance of information: How relevant does the individual deem the information that is asked for. The user may (cor-
rectly or incorrectly) deem certain information irrelevant for the decision and therefore they may not be willing to provide
information on optional features.

(b) Sensitivity of information: How concerned is the individual about the optional information being unintentionally leaked or
intentionally passed on to a third party.

(c) Prior beliefs and expected outcomes: The user’s mental models of the decision system and the role their information plays
in the system could be essential as a user may be more inclined to provide information which they deem beneficial for their
prediction.

In summary, the utility of an individual for providing data is composed of several factors, including sensitivity, perceived
relevance and anticipated outcomes.

From the perspective of the decision maker, PUC models become increasingly more accurate with more data being voluntarily
provided. Therefore, from the perspective of the decision maker, it is important that users can also benefit from providing
optional information. This desiderata is captured by optimality requirement, which allows the decision maker to make the most
of all voluntarily provided information and allows the users to obtain more accurate decisions when additional information is
provided.

Can less information lead to more favorable predictive outcomes for users? A user’s predictive outcome depends on
which information was provided by the user, and the predictive outcomes do not need to be monotonic in the number of
optional features being provided; i.e., providing more information on optional features does not necessarily lead to a better
outcome for the user.

To see why this behavior is necessary and desired, we consider the two extreme cases on either side of the spectrum, where
(a) optional information may not impact the prediction outcome, and where (b) predictions can only get worse when providing
strictly less features. In case (a), where no changes to the predictions occur, the setup becomes trivial and results in the base
feature model. If this is the goal, then the collection of any additional information is useless for the decision and one should
refrain from collecting these data, directly following the principle of Data Minimization. In case (b), where users can only
get worse predictions with less information, a machine learning model would always have to treat users, who did not provide
information, as if the worst possible value of a feature was provided. This is to make sure that the prediction outcomes of
consenting users remains higher than the outcomes of non-consenting users with identical features. In the real-world setting of
college admission we considered throughout the main text, this would lead to severe penalization of users who did not share
optional test score results. This could de-facto rule them out entirely. We argue that this behavior is not desired as it implicitly
forces users to provide their data. If this is desired, then the decision maker should make this choice explicit and the feature
should then be mandatory. To conclude, for the setting of optional features with a decision maker who is interested in providing
users a real choice, any sensible notion of fairness must allow for differences in the outcomes depending on the provided
information.

D Proofs
D.1 Counterexample: Conditional statistical parity can be inferior to the base model

Expressed in terms of expectations, the notion of conditional statistical parity E[Y|B = b,A = 0] = E[Y|B = b, A = 1]
requires the prediction averages conditioned on b to be equal among groups that provided the optional features and those that
did not. We now consider a non-probabilistic prediction function Y = f (b, a, z*). Plugging in the functional form would result
in the following definition: f|,_(b,a = 0,2*) = Ez«p(z+|b,a=1) [f(b,a =1, Z*)],¥b. In the case & = 0, z* is constrained
to be N/A so we can ignore its value. The subscript is used to indicate the restriction of f on the set of points with a=0. This
definition constrains the output f|, _ , when no additional features provided, to match the average output of the individuals that
provided features.

We follow the requirement most accurate predictions by the sharers which requires f|,_, to be the best approximation of
E[Y|B, A = 1, Z*]. Thus, we would have to set f|,_, tobe f|,_ (b,a,2*) = Ez+ piz+pa=1) [E[Y|B =b,A=1,7"]] =
E[Y|B = b, A = 1] when marginalizing over Z*. Overall, this derivation results in a function f,, of the following form:

E[Y|b, A =1] ifa=0

Jesp(D, 0, 2%) = {]E[Y\b,A 1,2 =], ifa=1" (14)

In this section we present a simple example to show that this function f., derived from notion of conditional statistical parity
may lead to an increased Mean-Squared-Error (MSE) and Binary Cross Entropy (BCE) loss compared to the base model (not
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using the optional feature) even when the estimators of the conditional means are perfect. Note that in a binary space Y = {0, 1}
for both losses, predicting the conditional expectation is optimal.

For the example, we take any value b and suppose p(y|b, A, Z) depends on A but that Z is useless and does not contribute
any new information, i.e. Vz € X%, A € {0,1} : p(y|b, A, z) = p(y|b, A). Furthermore, we set the outcome to be deterministic
of A:

EY|b,A=0]=0 (15)
E[Y|b,A=1=1 (16)
EY|b]=p(A=1b)E[Y|b,A=0]+p(A=0b)E[Y|b,A=1]=p(A=1]b) =a. a7
Let p(A = 1|b) = o be in the range 0 < a < 1. The optimal base feature model g* would predict:
9" (b) = a, (18)
whereas the model based on CSP is given by:
fcsp(b) =1, (19)
independently of the realization of A (because it is not allowed to use this information). The expected MSE Loss is given by:
Lyase.msp = P(A = 0[b)(a = 0)* + p (A = 1|b) (o — 1)? 20)
=(l-a)x’+a(l-a)P=010-a)a(a+1-0a)=(1-a), (21)
Lease,sce = —p(A = 0[b)log(1 — o) — p(A = 1|b) log a < o0. (22)

If the notion derived from Conditional statistical parity is used, we would use f.s,(b) = E [Y|b, A = 1] = 1 to predict in both
cases and obtain:

Lesprse = P(A=0[b)(0~1)> + p(A=1b)(1 - 1)* =p(A = 0]b) =1~ a, (23)

Lesp.cr = —p(A=0|b)log(l —1) — p(A =1|b)logl = p(A = 0|b) = cc. (24)

For the BCE, we already see that the loss is unbounded in the case of CSP. One can construct the same example with non-infinite
losses by adding a slight probability of the other outcome, i.e., setting E [Y'|b, A = 1] = 1 — € with some small ¢ > 0 and
obtain an analogous result.

For the MSE, in every case with @ = p(A = 1|b) < 1 this results in:

Lesp=1—a>(1—a)a= Ligse. (25)

We have now shown that for an arbitrary b, the loss can be higher that of the base feature model. We can complete the example
to the overall loss over a distributions of b’s by supposing p(B = b) = 1, which would however be a degenerate distribution.
As a broader alternative, one can assume the above for a set of b € 13 and suppose any probability distribution with support in
B,ie.,p(B ¢ B)=0.

D.2 Proof: The notion of Protected User Consent is optimal in the set of predictors conforming to the two

desiderata

We can consider both predictors (for the case with and without optional features) independently. On the one hand, the notion
of Availability Inference Restriction demands that the base predictor f,_,(b) = g(b) should not outperform the optimal base
predictor f trained on the full data set,

Ep [L£(f2(B),Y)[A=0] <Ep [£L(9(B),Y)[A=0]. (26)

This directly provides us with one predictor g(b), that is optimal in terms of loss for these individual namely, g = f} where
J2(b) = Fz [Y[b]

On the other hand, for the group of individuals with optional information, we face no constraints and thus use the best
predictor possible, i.e.,

f\a:l (b7 a, Z*) = ]Fg [Y‘b A= 17 Z*} = ?{g mlri Ep(Y|b,A:1,z*) [,C(f(b, a, Z*), Y)] . (27)
b,a,z*

Together, this results in the given definition of PUC. g
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D.3 Proof: 1D-PUC obeys Predictive Non-Degradation
For the case of optional features (A = 1), we have:
[ (,a,2*) =F, [Y|b,A=1,2"] = a(rgmin) Ep(v(b,a=1,.+) [L(f(b,a,2*),Y)]. (28)
f(b,a,z*

As is is the optimal predictor, its loss on these samples is smaller than that of any model, including the optimal model on the
base features. Therefore, for each b, z*, we have:

Epvib,azt,-) [L(fFP(b,a=1,2%),Y)] < Epryb.az1,-) [L(fE(b),Y)]. (29)
Averaging over the entire class of samples with A = 1, we obtain:
Ep [£(fP°(B,A,Z%),Y)|A=1] <Ep [L(f+(B),Y)|4d=1]. (30)

On the other hand, the definition of PUC demands that the predictor in case A = 0 is equivalent to the optimal predictor on
the base features. Thus they have equal loss and:

Ep [£(f7C(B, A, 27),Y)|A=0] =Ep [L(f2(B),Y)|A=0]. 31
In total, we have
zPUC Ep [£(ffU°(B,A,Z*),Y)|A=0] p(A=0) + Ep [£ (fU°(B, A, Z%),Y)|A = 1] p(A=1) (32)
Ep [£(fz(B),Y)|A= 0} (A=0) +1Ep [£(fz(B),Y)[A=1]p (A—l) (33)
=Ep [L(f£(B),Y)] = L. (34)
g

D.4 The Generalized Principle of Availability Inference Restriction

We can reformulate the probabilistic definition of Availability Inference Restriction in terms of loss functions, which allows for
generalization. We define pg = p(B|A = 0). We start by the notion given in the definition:

Dir (p(Y[B, A=0)||py(Y|B)) = Dk (p(Y[B, A=0)[|[p(Y[B)) (35)
Eb~po DL (P(Y b, A=0)[|py(Y[b)) > Epnp, Dic (P(Y[b, A=0)[[p(Y|b)) . (36)
The Kullback-Leibler divergence can be decomposed as Dk 1, (p||q) = H(p) + CE(p||q), which results in:
= Epp,CE (p(Y[b, A=0)||py(Y'|b)) + Ep~p, H [Y|b, A=0] 37
2 B, CE (p(Y[b, A=0)[[p(Y|b)) + Epp, H [Y [b, A=0] (38)
= Epp, CE (p(Y|b, A=0)||p,(Y'|b)) > Ep~p,CE (p(Y [b, A=0)||p(Y'|b)) (39
<= EbupoEynp(vb,a=0) [~ 108 Pg(Y[b)] > Ebop, Eywp(vib,a=0) [~ log p(Y|b)] (40)
The inner expectation is equivalent to the BCE loss for a specific b. Averaged over all b ~ py we obtain.
Ep [BCE (9(B),Y)|A = 0] > E,, [BCE (e (B), V)| A = 0]. (1)
This notion allows for generalization by replacing BCE with some general loss function £. Doing so results in
Ep [£(9(B),Y)|A = 0] = E, [£ (f2(B), Y)|A = 0], (“2)
the version of the desideratum of Availability Inference Restriction mentioned in the main paper. g

D.5 PUC under strategic withholding of data

To prove Theorem 2, we first note that the decision maker can only realize improvements over the base model in the setup of
strategic interactions for individuals by offering them a lower premium than the prediction of the base model. Otherwise, they
would strategically not provide their data.

It is only beneficial for the decision maker to do so if there exists an ¢’ < ypase := FZ[Y'|b] with a lower expected loss, i.e.,

Ey [£(y,Y)B=b,Z = 2] <Ey [L(Yoase, Y ) B =b, Z = 7] (43)

Due to the convexity of the loss £, this expected value will as well be convex in the prediction 3’ and we will also have
F£[Y'|b, 2] < F#[Y|b]. The loss-minimal prediction would be f(b,a = 1,z) = F#*[Y|b, 2], which will not be hindered
through strategic actions. This however results in a PUC-model again, as F~[Y'|b, z] = FX[Y|b, A = 1, 2], because the sharing
decision does not influence the label given B, Z. g

PUC with monotonicity constraints. A similar argument can be made when monotonicity constraints need to be enforced,
i.e., the outcome can only decrease over the base model with more information provided. We can consider each optional feature
value z separately for sharers. If the sample comes with a better average F£[Y'|b, z] < F[Y'|b] than the base prediction, we can
confidently return this full-feature optimal prediction. In the contrary case, where F~[Y|b, 2] > F£[Y'|b], the best prediction
that the decision maker is allowed to make is the base feature models prediction (due to the convexity of the loss function). This
is equivalent to dropping the optional feature in this case and using the corresponding PUC model.
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D.6 Equivalence of Expectations for the Resampling model

In this section, we show that the resampling technique proposed in this work converges to the desired outcome. Therefore, we
show that in the infinite sample-limit, the optimum reached when optimizing the loss over the modified distribution corresponds
to the desired PUC model.

We introduce the usual mapping Z(a) == {i | a; = 1,i =1,...,7} to denote the set of all indices that are 1 in the vector a
but also use s to denote the binary indicator vector where all components corresponding to indices in .S are set to 1 and to zero
otherwise, i.e., (Is); = {1ifi € S, else 0}. Note that these operations invert each other such that I.7(4) = a. We can show that
the optimal prediction § = §(b, a, z*) is given by:

§=FlbazypplY D, A=a,Z" =2 = afg;linE((b,a,zﬂ,ywﬁ [L(7,y)b,A=a,Z" = 2] (44)
—argmin Y p(A=Is|B=b, Z7(a)=21(a) Ep [L(§,9)|A = 1s,B = b, Z1(a) = 27(a)) (45)
Y I(a)CS
= argminEy [£(7,y)|Z(a) € Z(A),B = b, Z1(a) = 21(a)) (46)
g
= argminE, [C(g},y)}Az(a) =1,B=b,Z74) = 27(a)] 47
9
= Ff): [Y‘B = ]Z)7 AZ(a) = 1, ZI(a) = zl(a)] . (48)

In Equation (45), we use the fact that we can express the distribution p for a subset of inputs with A = a as a mixture of p,
averaged over all subsets of inputs .S with more optional features than a, weighted equally but with the optional information
erased. This is a result of the data augmentation procedures that defines p. The total weight is just a factor and does not play a
role in the arg min operation. The following steps are just reformulations of the expression. g

D.7 Proof: Convergence of the sample approximation for a finite feature space

In this section we provide a general estimation of the error of a non-parametric regressor from a finite number of samples on
a finite feature space X (e.g., finite, discrete features) and a label space ) that can be either continuous or discrete. Before we
can prove the main result, we establish the following lemma.

Lemma 2. The density P that is obtained from p by applying the augmentation strategy described in the paper (PUCIDA) is
related to the original density through the following relation:

1
Vx € X :p(x) > 2—rp(x),

In particular, this implies that the support of D is at least as big as the support of p.

Proof. The resampling procedure consists of two steps. First, a reweighting is done. As we state in the main text, this

reweighting from P can be implemented through rejection sampling with samples from x = (b, a, z*) ~ p. Samples are

1Z(a) . . .
2 5— . Using this scheme, we know that for a certain x = (b, a, z*), the

probability of the sample to be observed after applying only the reweighting step is bounded by @p(x). To see this, we
can consider the worst case, where all other samples are passed on with probability 1 and only the considered vector x is

downweighted by a factor of 2‘12;‘1” . If the other samples are also downweighted, this is a strict lower bound. In the second step,

some optional features are dropped at random with a probability of % We are interested in p(x), the probability of obtaining
the exact original sample with all its optional features still present. The probability that all optional features remain present with
the Bernoulli distribution used, is given by ﬁ Bringing it all together we obtain:

passed on the the next stage with a probability of

_ olZ(a)l 1 1
Vx € X :p(x) > TWP(X) = gp(x). (49)

Theorem 5 (Convergence of Finite Sample Approximation). Suppose a finite feature space X and a numerical label space

Y C R. Suppose all conditional expectations pig(x) = Eg [y|x] and the conditional variances O'%(X) = Varg [y|x] exist (and

thus are finite). We can estimate a (discrete) non-parametric regressor i : X +— R from a finite number N of independent,
identically distributed observations D = (X;,Y;),_,  from P which satisfies:

Ex~p,D~5 [(u”(x) — p(x)) } < 2 nax) 4 - | (50)
N N
where 02, = maxyexy a%, (x) and p2,, = maxyex u%(x). The expected squared deviation to the optimal estimator

converges at an order of O (%)
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Proof. Before we proof the rate of convergence, we first define the estimator for which we establish this bound. We can draw
N samples D ~ (x;,y;) ~ D. Then, we split these into |X’| equal batches of size M = {%J samples. We can thus assign

each possible feature value x € X a batch Batch(x) C [N], of samples, although the value the features x; for ¢ in the batch
corresponding to x are still randomly distributed according to p. We only use M different samples to estimate each conditional
mean. Denoting the true conditional mean by px = up(x) and its estimate by 42 := 4P (x) for the feature x € X, we
estimate:

D Z(xi,yl)eBalch(x) yi&xi=x

X

B ’ 1)
1+ Z(Xi’yi)EBatch(x) 6xi:x

where dx,—x = {1 if x; = x, else 0} denotes the indicator function. Depending on the number by, = Z(x“yl) EBatch(x) Ox,=x Of

samples with matching feature values that are used in the estimation of /i, the estimator is slightly biased as E [ﬂf ‘ bx = q] =

Zi’i but the bias will vanish as bx — oco. Note that by is a random variable. The variance of the estimator on iid samples

is Varg [ﬂf’bx = q] = %. Without loss of generality, we will suppose B, = P(x) > 0: By Lemma 2, we obtain
P(x) > 5-p(x). Thus, p(x) = 0 implies p(x) = 0 and the error of the estimator will not play a role in expected squared error
we are interested in obtaining. By the well-known Bias-Variance decomposition, the square error of the single estimator p for
a given bx = ¢ can be written as:

Enwp [(i2 — ix)|bx = 0] = (Ep [0 [bx = a] — 11x)” + Varp [0 = ] (52)

qp ? qo; 1\? qo
_ X « + X — ’2(+ X 53
<q+1 “) (q+1)? (q+1> M g+ 1) 63

1 (g +1)o2 1

< 2 X = 2 +02). 54
Due to the sampling procedure, the by are independently binomially distributed with by ~ Bin (M, D, ). Therefore, we can first
aggregate the results for a single x and then average over the entire distribution over X'. We obtain:

M
Epp [ (2 = ix)"] = Y plbx = 0Bpep [(BF = 1) [0 = ] (55)
q=0
M 1 1
< ;Bin(% ‘N[?ﬁx)iq 1 (1 + 03) = (13 + 02) By Bin(r.5,) {7(] T 1} (56)
(2 2 1 (1= \M+1
2 2 1 2 2 1
< (it o) (@(MH)) <l tox) <ﬁxM>’ 9

where Bin(q; M, p, ) = (];I ) (Py)?(1 — Py )™~ 4 is the probability given by the binomial law and the equality in Equation (57) is
provided in (Cribari-Neto, Garcia, and Vasconcellos 2000, p.271). We aggregate this result to an expected value over samples
from the original distribution p. The sample x ~ p that the estimator is evaluated on and the data set D ~ p are independent,

and we can derive an expected error for the distribution p over all features x, as:

~ ~ 2
Expovp (%) = 5(x))°] = 3 pxEpep (42 ~ 1x)’] (59)
xEX
1 1
2 2 < G 2 2
<Y px (Ui +o3) (Iij) < 2P (i + %) (Ijxﬂi,) (60)
xeX xeX
2T (ILLIQHaX + g?nax)
< Z \Pmax = Tmax/
< M (61)
x€EX
_ ‘X|2T(u?mx + Thax) _ [P (Bhax + Ohae)) o 21X (o + Tha) )
M M|X]| = N —|X|+1
_ 21X (T ihax + Hinax) 1
- B +0(53) (63)

2

where we use the fact that 2" P, > p, and the definitions of 2, , 2, as specified in the theorem.

O
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Algorithm 1: PUC-SGD: SGD with Protected User Consent

Require: Data set D, Loss function £, predictor fg with parameters 0
w < {Distribution over D with w(x) o w(x)}
while » # 0 do
Sample batch (x™), yM) ... (x®) 4®)) ~ w

forj=1,...,kdo b x()=(b@), @), z*())
q < Bernoulli(0.5) > iid. Bernoulli vector

Ez(j):{ J)lfa( =1, elseN/A},iE[r]
<U0) (b, g0, z+))

end for

d0 Vo (£ 320, £ (fo(=),4))

0« 60— ~do

end while
return 6

D.8 Algorithms

An example of how Protected User Consent through data augmentation can be incorporated in an SGD-type algorithm is
provided in Algorithm 1.

E Protected User Consent on Simulated Distributions

In this section we introduce two types of parametric data distributions with optional information that we use in our experiments
with simulated data. They allow to independently control the complexity and to obtain as many samples as needed to study
the convergence behavior. The first family is based on a Naive Bayes model (Appendix E.1) with binary features, whereas the
second one introduced in Appendix E.2 allows for continuous features with logistic distributions.

E.1 Naive Bayes models revisited

We can also consider a Naive Bayes models with binary features which can possibly be unavailable as in Poole et al. (Poole,
Mehr, and Wang 2020). Suppose that we have a Naive Bayes model with independent availability mechanisms, i.e., the
availability of feature ¢ is only dependent on the label y and the corresponding feature value z; and thus p(b,a,z,y) =
(TTi=, p(bily)) (TTi—; p(z:ly)p(as]2:,y)) p(y). A graphical representation of this model can be found in Figure 7. In this case,
we can express the odds ratio as:

pY =1,b,z7,Az=1)
(Y:07ba217AZ:1) B

HprY—l p(z|Y=1)p(4;i=1]z,Y=1) | p(Y =1) 65)
(b:]Y =0) p(z[Y=0)p(A;=1|2,Y=0) | p(Y = 0)°

As we furthermore suppose the features are binary, the odds are specified through the ratios PUY=D) g b; € {0,1} and

p(b:[Y=0)
ggzigié; ggﬁiﬂz‘izég for z; € {0, 1}. This requires only 2r + 2n parameters to be specified in total.

odds(Y =1|b,z7,Az =1) =

(64)

E.2 A parametric familiy of distributions with logistic subset models

In this section, we describe a set of conditions that can be used to construct a family of densities that will have a logistic form
when applying PUC. Formally, this means that for each Z C [r] of optional features being present, there exists a w € R",

B € Rl and s € R that allow to represent the odds(Y = 1|b, z%, Az = 1) in the form:
pY =1B=b,Z; =25 Ar=1)
pY=0B=b,Z;=25 Ar=1)

=exp [W(Z) b+ B(T)" 25 + s(T)] .

This allows for complex dependencies (e.g., the base feature can influence availability and value of the optional features), while
also allowing to compute the ground truth PUC model relatively easy. Formally, we suggest the following assertions and show
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Figure 7: The Naive Bayes model with independent availability mechanisms. We observe the Label Y, the base features B; to
B,, and the possibly unavailable features Z = A; - Z;

Figure 8: The relaxed graphical model with independent missingness mechanisms given the the Label Y and the base features
By to B,,. The observed, possibly missing features are Z; = M, - Z;.

that they will result in logistic models for each set of features present:

C1: Base model is logistic: p(Y =1|b) = o(w b +1)
C2: Availability is cond. independent VI C[r]:p(Az =1lb,y) = H p(A; =1]b,y)
i€
C3: Mut. independence when present: VZ C[r]: p(zz|b,y, Az =1) = I_Ip(zi|b7y7 A;=1)
i€
C4: Availability is sigmoidal: p(4; =1b,Y =1) = N(b)o (u;rb + i)
p(4; =1b,Y =0) = N(b) —p(4; =1|b,Y =1)
C5: Base-dependent Normal distributions: p(zib,y, Ai=1) ~ N (Vin + 7:(y), ).

Intuitively, after ensuring that the base feature model has a logistic form (C1), the next two assumptions follow directly from
the graphical dependency model (C2, C3), see Figure 8. C4 suggests the availability should sigmoidally depend on the base
features with a different offset for each class. The last condition (C5) allows the z; to depend on the base features b with the
same v; for both classes y. However, a different offset by the coefficient 7; can be added for each class. The entire distribution
can be specified through the parameters w, ¢, and u,, v;, A;, 7:(0), 7:(1) and s; for each missing feature ini =1...r.

In this special case, we can show that each of the models required will have the form of logistic regression again. We start by
determining some density ratios that will arise later:

p(Ai=iby=l) N (ulbir)
p(A = 1[b,¥=0) ~ N(b) (1 o (bt a) P PHA). 0
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where the identity 155;1()1) = exp(z) was used. Furthermore,
exp [ — (z,ifv;bf‘r“)z
P(afb,Y =1,4,=1) _ 67
p(ZZ‘b,Y = 07 Al = 1) (zi—v;rb—nuf
exp | — g
(Zi — VTb — Ti1)2 — (ZZ — VTb — Ti0)2_
=exp |— 2 5 2 (68)
2n
— oxp (zz — v;—b)2 -2 (zl — V?b) i+ TE — gzi — VZ.Tb)2 + 2 (zi — v;—b) Tio — T,L%_ ©9)
—2n
— exp [2 (Tir — 7o) (2 — ;’Tb) +Th - Th (70)
2n
- - 1
=exp [n72 (i1 — Ti0)zi — 1 2 (Ti1 — Tio0) vin + 577 2 (Tfo - 7'1.21) . (71)
5 ’Y,iT \—01,_/
Let Z C [r] be the set index set of of present features once again. We can insert the previous results and obtain:
p(Y = 17 b7 ZI7 AI:1)
dds(Y = 1|b, Z7, Az=1) = 72
odds( b, Zz, Az=1) p(Y =0,b, Z7, A7=1) 72
_ p(Y = 1|b) p(AI = 1|b7Y:1) p(Zzlb,Y:L AI:].) (73)
p(Y =0/b) p(Az = 1|b,Y=0) p(Zz|b,Y=0, Az=1)
_p(Y =1)b) H p(zi[b,Y=1,4;=1)p(4;=1|b, Y =1) (74)
- p(Y =0|b) i3 P(2i[b, Y=0, Ai=1)p(4;=1[b,Y=0)
:eXp(WTb—f—t-FZ(u,; —7Z)Tb+ﬁ,zz—|—/\l+91) (75)
€1 T % M

As this derivation shows, each subset model will again be of the logistic form. On a sidenote, the probability of a true model
with no fairness constraints can be estimated as:
p(Y = 1, b, ZI, AIZ]_), Af:[])
dds(Y = 1|b, Z, A) =
A= 2 A = =06, 27, A1, A,0)
_ p(Y =1jb) p(Az = 1|b, Y=1) p(Zz|b, V=1, Az=1) p(A7=0b, Y =1)
p(Y =0/b) p(Az = 1|b,Y=0) p(Zz|b, V=0, Az=1) p(Az=0[b, Y'=0)

(76)

7

F Additional Experimental Results and Details

F.1 Comparing PUC to existing fairness notions

In this section, we visually show the effect of not compensating for information contained in the decision to share data. We
refer Figure 9, were we compute probabilities for positive outcomes for a standard model ("fairness through unawareness”)
and other fairness-constrained models. The figure shows that all models apart from PUC, are not calibrated with respect to
the data explicitly provided. The data set used to create the Figure was sampled according to the logistic family described in
Appendix E.2. The feature value distributions follow a logistic form. There were two base features and one optional feature.
The availability and the values of this feature was dependent on the label and the value of the base features as described in the
mentioned section. Specifically, the following parameters were used to instantiate the logistic family described in Appendix E.2:

base features n=2,b ~ N(0,5I), w=(—1.5,1.0)T, t=0
opt. feature 1 u; = (0.8,0.4)T, vy = (0,1)T, \;=0.7, 71 (0)= — 0.25, 7, (1)=0.25

The models used in these experiments were sklearn RandomForests with default parameters. To incorporate the Fairness
constraints of Statistical Parity and Equalized Odds, we leverage the fairlearn®* library (Bird et al. 2020), which implements
the ExponentiatedGradient algorithm by Agarwal et al. (2018). Although this algorithms only returns an approximate solution,
we verified that the corresponding fairness gaps for Statistical Parity and Equalized Odds were substantially improved.

*https://fairlearn.org/
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Figure 9: Standard models treat users who do not share optional information not according to the data they provided. In
this work, users can provide information on optional features and only the provided information should be used in the decision
making. We show calibration curves for a model without fairness considerations (a) and with common fairness constraints
enforcing statistical parity (b) and equalized odds (c) with respect to a model that uses only the explicity provided information
(base feature model in case of no optional information, full feature model in case of optional information). The first three models
can penalize users not sharing the optional information (fairness gap in left panel), whereas a model trained with Protected User

Consent through PUCIDA (d) exhibits no systematic bias. Models are probabilistic Random Forests trained on a synthetic data
set (see Appendix F.1).

F.2 Data Sets and Preprocessing

The diabetes data set® was collected by the National Institute of Diabetes and Digestive and Kidney Diseases. It contains
diagnostic measurements of female patients that are at least 21 years old. The target variable ”Outcome” describes whether or
not a person has diabetes.

The COMPAS data set® was originally collected by ProPublica and contains features describing criminal defendants in
Broward County, Florida. It also contains their respective recividism score provided by the COMPAS algorithm and whether
or not they reoffended within the following two years. For our analysis, we only kept features relevant for the prediction
of recividism within the next two years and dropped irrelevant features such as name or date. Furthermore, we turned the
categorical features race, sex and charge degree into numerical features by encoding the categories with integers.

The UCI adult data set” is one of the most poplar tabular data sets and has appeared in over 300 publications (Ding et al.
2021). The goal is to predict whether an individuals yearly income is above 50k$ (worth of 1994).

The California Housing data set® contains infomration and average prices of properties in certain areas in the state of Cali-
fornia, USA. The regression target is to predict the value of a property. Because the income values range over several values of
magnitudes, we apply log normalization to the label.

The ACSIncome data set (“income”) is derived from US census data in the work of Ding et al. (2021). Code to download it
is available online”. As for Adult, the goal is to predict an inviduals yearly income. It features are similar from the one used in
the Adult data set, however the exact incomes of each person are reported, and the data set can therefore be used in a regression
setting. Because the income values range over several values of magnitudes, we apply log normalization to the labels.

The Health Insurance (“insurance”) dataset'® contains insurance data from individuals. It is a regression dataset, where
inferences about the number of hours worked are to be made (whrswk, hours worked per week). We use the experience (years
of potential work experience) as optional feature in the task.

We furthermore use two datasets with natural missing features. The UCT horse colic dataset'! (“colic”) is a database of
leasion surgeries on horses and contains a number of health attributes such as temperatures, pulse, respiratory rate and others.
The target feature describes the outcome of the pathology. We use the feature abdominocentesis appearance as optional feature,

which describes the appearance of fluid that is obtained from the abdominal cavity. This information is not available for each
horse in the database and thus comes with natural missingness.

Shttps://www.kaggle.com/s/mathchi/diabetes-data-set
®https://www.kaggle.com/s/danofer/compass
"https://archive.ics.uci.edu/ml/datasets/Adult/
8https://www.kaggle.com/datasets/camnugent/california-housing-prices
“https://github.com/zykls/folktables/tree/main/folktables
"https://api.openml.org/d/44993
Uhttps://archive.ics.uci.edu/ml/datasets/Horse+Colic
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The water treatment dataset'”? contains features describing the operational state of a water treatment plant, which is to be
classified as either postive or negative. We use the feature RD-DBO-P (“oxygen demand”) as optional feature, which describes
the Biological demand of oxygen in primary settler and comes with missing values.

Across all data sets, multi-value categorical features were one-hot encoded. We provide an overview of the characteristics of
the different data sets in Table 4.

Data Sets Label Num. features Num. samples (V)
diabetes Outcome 8 768
compas two_year_recid 9 7192

adult ZFYA 5 21791
california housing med_house_val 9 20640
income income 10 19567
insurance whrswk 11 22272
water binaryClass 36 527
colic pathology_cp_data 26 368

Table 4: Characteristics of the data sets studied in this work.

Stochastic Availability: We make values available by the following scheme over continuous features z; € X'*:
1

1+ exp(=Ai(zi — %))’
where we denote the empirical feature mean by z; and A\; € R denotes a parameter that specifies how quickly the probability
of unavailability (4; = 0) increases with higher feature values (for positive values of )\;). For negative values of \;, values of
the feature that are lower than the mean are more likely to be unavailable. We chose \; such that values which were negatively
influcing the prediction were more likely to be missing. We show the probabilities curves used of the feature distribution with
the corresponding values of A; in Figure 10.

Adversarial Availability: We also experiment with adversarial sharing decision as discussed in the paper. To this end, we
first train a full feature model (with no missing data) and a base feature model. We then modify the dataset and drop all optional
feature values where the full feature model would lead to a lower regression score or chance of the positive outcome and retrain
the corresponding classifiers on this dataset. As a final check, we replace all PUCIDA prediction that are higher than the base
model’s predictions by the base model’s prediction to arrive at the aformentioned bonus system.

Models. We use standard models from the sklearn library (Pedregosa et al. 2011). Across all experiments, we used these
models with the following parameters:

D4 = 01z) = sigmoid (v~ 5)) "

model parameters
RandomForestClassifier / RandomForestRegressor default parameters
ExtraTreesClassifier / ExtraTressRegressor min_samples_split=10
GradientBoostingClassifier / GradientBoostingRegressor min_samples_split=10
DecisionTreeClassifier / DecisionTreeRegressor min_samples_split=10

MLPClassifier / MLPRegressor  hidden_layer_sizes= [30,40], max_iter=500

If not stated otherwise, we report averages over 5 runs with a random 80/20 test split. Code to reproduce experiments is
provided in the supplementary material and will be publicly released in case of acceptance.

F.3 Experiment 1: Protecting User consent on real-world data sets
This section provides additional results for Experiment 1 (Table 2) showing that Availability Inference Restriction is violated.

Ablation studies To test the robustness of the results shown in Table 2, we performed three ablation studies. For all alternative
parameters tested, the results are not qualitatively different from the original ones.

Imputation Values. In Table 2, imputed data points are replaced by zeros. Alternatively, one could also use the mean or the
median of the voluntary feature as imputation values, which does not lead to substantial changes as expemplarily shown for
classification datasets in Table 8. We conclude that it is hard to stop Penalization through simple imputation. Note: Our current
implementation of the data augmentation strategy is implicitly converts missing values to zero for all missing values, so the
results are the same as in the main paper for PUCIDA.

Random forest hyperparameters. In Table 2, the default parameters of random forest are used (min_samples_split=2,
n_estimators=100, max_depth=None). The ablation studies with different hyperparameters are shown in Tables 9 —11.

Phttps://api.openml.org/d/940
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Different models. As an alternative to random forest, we test gradient boosting models (see Table 12) and ExtRaTrees by
Geurts, Ernst, and Wehenkel (2006) (see Table 13). While the extent of change differs to some extent, for every model and
hyperparameter configuration, the full feature model uses the information in the sharing decision and the individuals that do
not have feature values are rated worse. Occasionally, PUC models can be non-significantly better than base models, but this is

due to statistical errors (as indicated through the standard deviations).

task data opt. feature Base feature model PUC Full feature model
C diab. Glucose 24.75% +1.78 20.22% +2.01 19.90% +2.35
C compas #priors 42.02% +0.20 36.89% +0.42 36.81% +0.51
C adult  edu-num 18.75% +0.08 17.95% +0.07 17.85% +0.12
R income WKHP 63.56 +£1.08 54.66 +0.83 56.22 £1.13
R calif. m_income 12.76 +0.11 8.51 +£0.16 8.60 £0.17
R insurance experience 245.00 +0.47 223.53 +£0.45 230.95 +0.34

Table 5: Performance for sharers is maintained with PUCIDA. For the setup corresponding to Table 2, we montior perfor-
mance measures for the subgroup of sharers. We report missclassification rate (1-Acc) for classification task and MSE (x100)
for regression tasks. We show that the performance in this group is close to the unconstrained model, an indication that their

optional information is used.

task data opt. feature ~ base model imputed PUCIDA
C diab. Glucose 29.30% +£0.62 25.83% +0.41  26.95% +0.82
C compas #priors 42.89% +0.10  38.51% +0.59  39.55% +0.37
C adult edu-num  16.05% +0.03 15.38% +0.11  15.62% +0.09
R income WKHP 85.09 £0.12 79.76 +£0.47 81.52 +0.28
R calif. m_income 13.98 +0.06 11.90 £0.15 12.55 £0.05
R  insurance experience 262.43 £0.21  249.31 +£0.27  254.84 £0.13

Table 6: Costs for PUC with non-adversarial sharing decisions. Otherwise the setup is equivalent to Table 4a.

task data opt. feature base model imputed PUCIDA
Non-Adversarial Sharing
C diab. Glucose 23.96 +£0.11  20.35 £0.43  21.85 £0.69
C  compas #priors 40.85 +£0.06 34.88 £0.54 36.85 £0.21
C adult edu-num 11.90 +0.03 11.18 +£0.07  11.10 £0.05
C water  oxygen.dem. 3.97 £0.42 347 +0.25  3.19 +£0.25
C colic abdom. app. 12.07 £0.31  9.08 £0.30  9.13 +0.28
Adversarial Sharing
C diab. Glucose 2396 £0.11 18.25 £0.85 19.91 £0.46
C  compas #priors 40.85 £0.06  32.03 +£0.35 34.86 +0.26
C adult edu-num 11.90 £0.03  10.26 £0.05 10.57 £0.03

Table 7: Costs for PUC when using 100x (1-ROCScores) as cost functions for the classification models instead of accuray.

Setup as in Table 4a.

F.4 Experiment 2: Validating Non-Degradation and costs of fairness with respect to optional information

This section contains additional details on the experiments leading up to Table 3.

Single optional feature. We first investigate the performance of the models in the setup corresponding to Table 2, i.e., with
only a single optional feature. In Table 6 we show the cost setup when non-stategic sharing decisions are taking, which leads to
qualitatively equivalent results as in the main paper. Table 7 shows the results for the classification models when using the area

under the 1-ROC-curve as a cost function.
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C: (1-Acc)x 100, R: MSEx 100 Full feature model PUCIDA
task data  opt. feature base model Full feature model ~PUCIDA task  data optional Base feature model pred. change pred. change
C diab. Glucose 35.00% +1.57 32.24% +1.67 34.67% +1.07 C diab. Glucose 64.17% 51.17% -13.00% +3.51 63.12% -1.05% +2.92
C compas  #priors 44.55% £0.45 41.84% +0.96  44.56% +0.51 C  compas  #priors 51.39% 33.77% -17.63% +0.84 51.18% -0.21% +0.14
c adult  edu-num 13.40% £0.13  13.02% +0.27  13.37% +0.20 c adult  edu-num 13.77% 11.35% -2.42% +0.16 13.77% 0.01% +0.03
R income WKHP 109.09 +1.05 107.80 +1.09 110.12 +£1.27 R income WKHP 100.0% 81.5% -18.5% +0.48 101.4% 1.4% +0.18
R calif. m.income 17.83+0.25 16.41 £0.34 19.04 +0.18 R insurance experience 100.0% 949% -5.1% £0.10 100.1% 0.1% +0.05
R insurance experience 282.99 +0.78  278.27 £0.46  284.88 +0.93 R calif.  m_income 100.0% 953% -4.7% +0.28 104.2% 4.2% +0.42
(a) Corresponding to Table 1, costs, mean imputation. (b) Corresponding to Table 2, absolute predictions, mean imputation.
C: (1-Acc)x 100, R: MSEx 100 Full feature model PUCIDA
task data  opt. feature base model Full feature model PUCIDA task  data optional Base feature model pred. change pred. change
Cc  diab. Glucose 35.00% +1.57 32.22% +1.18  34.67% +1.07 C  diab. Glucose 64.17% 50.83% -13.34% +4.10 63.12% -1.05% +2.92
C compas  #priors  44.55% +0.45 41.70% +0.97 44.56% +0.51 C compas  #priors 51.39% 33.53% -17.86% +0.92 51.18% -0.21% +0.14
C adult edu-num 13.40% +0.13  12.99% +0.22  13.37% +0.20 C adult  edu-num 13.77% 11.29% -2.48% +0.17 13.77% 0.01% +0.03
R income WKHP 109.09 +1.05  107.70 £1.18  110.12 +1.27 R income WKHP 100.0% 81.9% -18.1% +0.60 101.4% 1.4% +0.18
R calif. m_income 17.83 £0.25 16.28 +0.31 19.04 £0.18 R insurance experience 100.0% 949% -5.1% +0.09 100.1% 0.1% +0.05
R insurance experience 282.99 +£0.78  278.29 £0.64  284.88 +0.93 R calif.  m_income 100.0% 949% -5.1% +0.52 104.2% 4.2% +0.42
(c) Corresponding to Table 1, costs, median imputation. (d) Corresponding to Table 2, absolute predictions, median imputation.

Table 8: Same setup as Table 2 using mean imputation (upper line) and median imputation (lower line). The differencees
between the two imputation techniques are minimal.

C: (1-Acc)x 100, R: MSE x 100 Full feature model PUCIDA
task data  opt. feature base model Full feature model PUCIDA task  data optional Base feature model pred. change pred. change
C diab. Glucose 34.38% +1.60 33.52% +1.30 34.25% +1.01 C diab. Glucose 64.86% 52.13% -12.73% +2.15 66.11% 1.25% +1.89
C compas  #priors  42.53% 40.40 39.21% +0.60  42.92% 40.43 C compas  #priors 51.89% 29.92% -21.97% +0.97 52.11% 0.22% +0.57
C adult edu-num 12.04% +0.11  11.75% +0.19  11.99% +0.19 C adult edu-num 12.08% 9.49% -2.59% +0.06 12.18% 0.10% +0.09
R income WKHP 104.62 +£0.56  103.15+0.80  105.85 +0.60 R income WKHP 100.0% 81.4% -18.6% +0.36 101.3% 1.3% +0.31
R calif. m.ncome 17.84 40.23 16.15 40.50 19.11 0.46 R insurance experience 100.0% 94.8% -5.2% +0.06 100.2% 0.2% +0.07
R insurance experience 260.05+0.29  256.41 +£0.19  262.31 +0.54 R calif. m_income 100.0% 94.6% -54% +£1.00 104.1% 4.1% +0.75
(a) Corresponding to Table 1 (costs). (b) Corresponding to Table 2 (absolute predictions).

Table 9: Availability Inference Restriction is violated by full feature models. Same setup as Table 2 using a Random Forest
model with min_samples_split = 10.

Having verified these results for a single feature, we now continue with the more challenging setup of multiple optionality.
Introducing multiple optionality. For the real data experiment, we apply the following preprocessing steps to induce
stochastic availability:

* We identify the most discriminative numerical features by dropping each feature from the data set and reporting the decline
in predictive performance of a model trained without the feature with respect to a model trained on all features. We rank the
features starting with the one resulting in the highest performance loss.

* We select the » most discriminative features, such that on average, each subset of missing pattern has at least 150 samples
out of the initial data set size of IV to be fitted with, i.e.,

T

r:inf{r'eN:2ﬁ>l5O}.

* We do not consider numerical features were the relation to the label is not clear (i.e., is there a positive or negative correla-
tion). The optional features are listed in Table 17.

* We independently induce stochastic availability into each feature using the sigmoidal strategy. We use a A\; = iﬁ,
which is effectively equivalent to applying a sigmoid over normalized feature values. The signs are determined by the context
such that negative indicators are more likely to be not provided and are also reported in the Table 17.

We show the corresponding results of Table 3b using 1-ROC as cost function in Table 14. We provide ablations with the two
other models in Table 15 and Table 16

F.5 Experiment 3: Convergence to analytical PUC
In this section, we provide additional details regarding the experiment where we study the gaps to analytical Protected User
Consent on our simulated data sets.
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C: (1-Acc)x 100, R: MSEx 100 Full feature model PUCIDA
task  data  opt. feature base model Full feature model ~PUCIDA task  data optional Base feature model pred. change pred. change
c diab. Glucose 36.49% +0.45  34.27% +0.99  37.87% +0.95 o] diab. Glucose 73.66% 58.45% -15.22% +4.23 79.07% 5.41% +2.30
C compas  #priors  43.99% 4+0.70 37.34% +0.45 50.43% +0.96 C compas  #priors 65.82% 27.97% -37.85% +4.26 79.98% 14.16% +0.75
C adult edu-num 13.29% +0.23  13.96% +0.13  13.18% +0.10 C adult  edu-num 2.34% 1.54% -0.80% +0.41 2.54% 0.20% +0.27
R income WKHP 117.24 +0.73 115.76 +£0.79 123.08 £1.01 R income WKHP 100.0% 75.5% -24.5% +£0.78 108.6% 8.6% +0.38
R calif. m.ncome 26.08 +0.10 20.29 +0.21 25.51 +£0.12 R insurance experience 100.0% 94.6% -5.4% £0.09 103.5% 3.5% +0.04
R insurance experience 251.99 +0.13  251.21 +0.12  258.73 +0.16 R calif. m_income 100.0% 83.9% -16.1% +0.30 99.4% -0.6% +0.21
(a) Corresponding to Table 1 (costs). (b) Corresponding to Table 2 (absolute predictions).

Table 10: Availability Inference Restriction is violated by full feature models. Same setup as Table 2 using a Random Forest
model with max_depth = 4.

C: (1-Acc)x 100, R: MSEx 100 Full feature model PUCIDA
task data  opt. feature base model Full feature model ~PUCIDA task  data optional Base feature model pred. change pred. change
C diab. Glucose 34.07% +0.87  33.61% +0.43  33.58% +0.92 C diab. Glucose 63.30% 51.63% -11.67% +1.20 63.21% -0.09% +1.14
C compas  f#priors 44.64% £0.20 41.40% +0.61  44.78% +0.42 C compas  #priors 51.31% 32.62% -18.69% +1.27 51.36% 0.05% -+0.43
C adult edu-num 13.31% +0.06  12.83% +0.14  13.31% +0.05 C adult  edu-num 13.93% 11.47% -2.46% +0.24 13.91% -0.02% +0.09
R income WKHP 107.98 +0.37 106.71 +0.32 109.29 +0.54 R income WKHP 100.0% 81.4% -18.6% +0.46 101.3% 1.3% +0.12
R calif. m_ncome 17.70 +0.10 16.11 £0.31 18.93 +0.20 R insurance experience 100.0% 94.8% -5.2% +0.08 100.1% 0.1% +0.02
R insurance experience 281.96 +£0.12  277.03 £0.51  283.79 +0.19 R calif. m_income 100.0% 94.1% -59% +0.86 103.8% 3.8% +0.48
(a) Corresponding to Table 1 (costs). (b) Corresponding to Table 2 (absolute predictions).

Table 11: Availability Inference Restriction is violated by full feature models. Same setup as Table 2 using a Random Forest
model with n_estimators = 500.

Synthetic data sets We initially conduct a synthetic data experiment to verify our theory.

First Synthetic Data Set. For the data set used in Figure 5 and Figure 4, we create binary features according to the Naive
Bayes scheme described in Appendix E.1. The probabilities of each feature pointing to the corresponding class were drawn
randomly, we made the three features with the highest discriminatory power optional. We then drew probabilities of the feature
values being missing also at random. FOr this example, the missingness did not depend on the feature value, but only on the
label. The resulting parameters are given in Table 18 for the sake of completeness.

Second Synthetic Data Set. We create a more complicated data set with continuous features as describeb by the familiy
in Appendix E.2. We create two normally distributed base features and three optional features to test interesting dependency
combinations by using the parameters in Table 19. This distribution includes cases where:

* the availability distribution depends on the base features (u # 0, feature 1)

* the availability distribution depends on the class value (A # 0, feature 1, feature 2)

* the feature value depends on the base features and the class value (v # 0, 7(0) # 7(1), feature 1, feature 2, feature 3)
We draw increasing numbers of samples from the known distribution and fit the corresponding estimators. The test set on which
the PUC-Gap? is estimated on 5000 independently drawn samples. For Figure 4, we use 50000 samples to train each model.

Additional Results We also conduct the approximation experiment on the more complicated continuous data set. The results
can be found in Figure 11. Note that on this continuous data sets the models will not perfectly converge. However, we show
that the PUC-Gap is in range of the irreducible, random estimation error, by computing the average squared estimation error
without PUC on the unfair data set and adding the ranges of this error to the plot.
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C: (1-Acc)x 100, R: MSEx 100 Full feature model PUCIDA
task data  opt. feature base model Full feature model ~PUCIDA task  data optional Base feature model pred. change pred. change
c diab. Glucose 34.07% +0.87 33.61% +0.43  33.58% +0.92 ¢ diab. Glucose 62.80% 52.96% -9.84% +2.46 63.75% 0.95% +1.35
C compas  f#priors 44.64% +0.20 41.40% +0.61  44.78% +0.42 C compas  #priors 62.82% 21.29% -41.54% +1.69 64.14% 1.32% +0.22
o] adult  edu-num 13.31% £0.06  12.83% +0.14  13.31% +0.05 o] adult  edu-num 9.73% 5.98% -3.76% +0.10 9.31% -0.43% +0.07
R income WKHP 10798 £0.37  106.71 £0.32  109.29 +0.54 R income WKHP 100.0% 79.6% -20.4% +0.13 100.0% 0.0% -+0.09
R calif. m.ncome 17.70 +0.10 16.11 +0.31 18.93 +0.20 R insurance experience 100.0% 94.4% -5.6% +0.05 101.2% 1.2% +0.02
R insurance experience 281.96 £0.12  277.03 +0.51 283.79 +£0.19 R calif. m.income 100.0% 91.1% -8.9% +0.36 102.9% 2.9% +0.75

(a) Corresponding to Table 1 (costs). (b) Corresponding to Table 2 (absolute predictions).

Table 12: Availability Inference Restriction is violated by full feature models. Same setup as Table 2 using a Gradient
Boosting model.

C: (1-Acc)x 100, R: MSEx 100 Full feature model PUCIDA
task  data  opt. feature base model Full feature model ~PUCIDA task  data optional Base feature model pred. change pred. change
o] diab. Glucose 35.27% +0.89  33.20% +1.46  35.68% =+1.54 o] diab. Glucose 71.27% 48.73% -22.54% +5.84 68.78% -2.49% +1.27
C compas  f#priors 42.22% +0.41  36.69% +0.29  42.66% +0.56 C compas #priors 53.53% 29.53% -24.00% +1.16 53.39% -0.14% +0.18
c adult edu-num 11.25% +0.09  11.37% +0.07  11.27% +0.12 ¢ adult  edu-num 12.27% 9.58% -2.69% +0.27 12.33% 0.06% +0.06
R income WKHP 10479 £0.72  100.90 £0.75  106.02 +0.66 R income WKHP 100.0% 80.1% -19.9% +0.60 101.0% 1.0% +0.08
R calif. m.income 16.99+0.10 15.50 40.22 17.74 £0.34 R insurance experience 100.0% 94.6% -5.4% +0.07 100.1% 0.1% +0.02
R insurance experience 243.33 +£0.12 24230 +£0.12  246.22 +0.12 R calif. m_income 100.0% 90.9% -9.1% +0.55 104.0% 4.0% +0.28

(a) Corresponding to Table 1 (costs). (b) Corresponding to Table 2 (absolute predictions).

Table 13: Availability Inference Restriction is violated by full feature models. Same setup as Table 2 using a Extra Trees
model

Fair models Full feature model

task data (# opt.) Base feature model PUCIDA (f) PUCIDA (e) (X) zero-imputed
C diab. (2) 73.14 £2.59 7713 £3.67 77.22 +£3.92 23 78.42 £2.61
C compas (5) 61.32 £0.92 61.90 £0.96 62.32 +0.86 7.6 62.69 +1.58
C adult (5) 84.90 +0.46 90.39 +£0.35 89.68 +0.33 7.4 90.57 £0.21

Table 14: PUC-compliant models improve predictive performance. Same setup as in to Table 3b, but in this case we use
ROC-AUC as the performance metric. A higher ROC-AUC is preferable.

Fair models Full feature model

task  data (# opt.) Base feature model =~ PUCIDA (f) PUCIDA (e) (X) zero-imputed
C diab. (2) 29.87 £2.25 28.70 £2.37 2818 +2.74 2.3 27.14 £2.67
C compas (5) 40.78 +0.63 37.71 £0.63 37.79 +£0.90 7.6 35.62 +£0.60
C adult (5) 17.84 +0.41 13.43 +0.49 1343 +048 74 13.31 £0.45
R calif. (4) 11.01 £1.89 9.45 +0.19 9.32 +0.34 5.1 9.04 +0.17
R income (3) 46.31 £2.02 45.00 +2.42 4428 +£1.86 3.4 41.89 +1.52
R  insurance (3) 230.00 +0.72 21230 +£1.73  211.27 +2.13 3.2 210.72 +£1.55

Table 15: PUC-compliant models improve predictive performance. Same setup as in to Table 3b, but in this case we use

Gradient Boosted Decision Trees.
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Figure 10: Value distribution of the respective optional features per data set and corresponding function p(4; = 0|z;) with
parameter A used to introduce stochastic availability.
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Fair models Full feature model

task  data (# opt.) Base feature model PUCIDA (f) PUCIDA (e) (X) zero-imputed

C diab. (2) 27.79 £4.22 28.18 £2.48  27.92 +2.63 2.3 26.88 +3.50

C compas (5) 40.83 +0.53 39.82 +£0.75 3933 +£1.38 7.7 39.74 +£1.39

C adult (5) 18.00 +0.37 15.21 +0.52 1531 +0.51 74 15.15 £0.37

R calif. (4) 5.83 £0.27 9.21 +0.64 7.86 +0.27 5.0 7.01 +0.23

R income (3) 48.99 +1.60 47.32 +£1.87 4698 +1.85 3.4 43.78 +£1.83

R insurance (3) 251.47 +£2.57 238.28 +1.18 249.41 +2.21 3.2 226.85 +1.75

Table 16: PUC-compliant models improve predictive performance. Same setup as in to Table 3b, but in this case we use

Extra Trees.
B 10 opt. feat. s PUCIDA
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Figure 11: PUCIDA converges independently of the ML model on the second simulated data set with optional features. The
fairness gaps are close to the irreducible model estimation error (due to imperfect models on this continuous data set) when
applying our technique across a variety of common models on the continuous simulated data set.

data set optional features

insurance experience (—), kidslt6 (—), kids618 (—)
adult age(—), educational-num (—), hours-per-week (—), capital-gain (—), capital-loss (—)
compas priors_count (+), age (—), c_days_from_compas (—), c_charge_degree (+), juv_misd_count (+)
diabetes  Glucose (+), age (+)
california housing  housing_median_age (+), population (—), households (—), median_income (—)
income AGEP (—), SCHL (—), WKHP (—)

Table 17: Features made optional in the experiment with multiple optional features. Direction: (4) means higher values more
likely to be unavailable, (—) indicates lower values to be more likely to be unavailable. The direction was chosen such that
feature values that lead to more negative outcomes tend to be undisclosed more frequently.

feature p(x; =1y =0) p(z;=1y=1) pla;=0ly=0) pla;=0y=1)

1 0.090 0.141 - -
2 0.915 0.930 - -
3 0.225 0.020 - -
4 0.771 0.377 - -
5 0.202 0.347 - -
6 0.968 0.322 0.920 0.345
7 0.874 0.239 0.647 0.294
8 0.723 0.159 0.508 0.207

Table 18: Parametric distribution parameters used in the first synthetic data set. Features are all binary. Features 1-5 are base
feature which are always available. Features 6 —8 are unavailable with a certain probability given the class label.
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base features n=2,b ~ N(0,5I), w=(—1.5,1.0)T, t=0

opt. feature 1 w3 = (0.8,0.4)T,v; = (0,1)T, A\;=0.7, 71 (0)= — 0.25, 71 (1)=0.25
opt. feature 2 uy = 0,v3 = (0,-0.15) T, \y=1.0, 75(0)=0.4, 75(1)= — 0.4
opt. feature 3 uz = 0,v3 = (0.1,0.2) T, A\3=0.0, 73(0)= — 0.2, 73(1)=0.2

Table 19: Parametric distribution parameters used in the synthetic data experiment. The used density covers all possible depen-
dencies between availability, feature values and the base features that are allowed by the graphical model.
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3.5 Calibrating Privacy to Realistic Threat Models

Publication 5

Tobias Leemann, Martin Pawelczyk, and Gjergji Kasneci: Gaussian
Membership Inference Privacy. Advances in Neural Information Processing
Systems (NeurIPS), 2023.

Author Contributions. Martin Pawelczyk suggested the initial idea of develop-
ing a privacy notion that allows for higher utility to Gjergji Kasneci and me. In
close collaboration with all authors, I then started to develop the initial formal-
ization to theoretically calculate Membership Inference risk of a mean operation,
which was later condensed in the DP-SGD algorithm for Gaussian Membership
Inference Privacy. Martin Pawelczyk suggested the Gaussian approximation,
which made the hypothesis test solvable. I contributed the main part of the ex-
periments with support from Martin Pawelczyk. Gjergji Kasneci supported the
research process in all stages and contributed substantial improvements to the
final manuscript.

Summary. When privacy is concerned during the model training phase, Differ-
ential Privacy (DP) has become the workhorse of privacy-preserving ML. How-
ever, recent works provide evidence that the guarantees imposed through DP are
derived from an unrealistically strong attack model. Specifically, DP supposes a
worst-case scenario, including an attacker who can modify the entire dataset at
their will and covers edge cases such as empty datasets. Such complete access
may not be realistic in practical scenarios and results in a higher loss in predic-
tive performance than necessary. In this work, we seek a privacy notion that
follows from realistic threats such as Membership Inference Attacks (MIAs) and
increases possible predictive performance over DP. We define f-Membership In-
ference Privacy (f-MIP), which constrains the trade-off curve between false pos-
itives and false negatives for MIAs to be bounded by a function f. We then per-
form a novel privacy analysis for DP-SGD in terms of membership inference pri-
vacy. Our technical derivation frames MIAs as a hypothesis test and leverages a
novel Gaussian approximation of the gradient distribution for large batch sizes.
We denote the specialization of f-MIP using the specific u-Gaussian trade-off
function (Dong et al., 2022) for f as u-Gaussian Membership Inference Privacy.
Here, the positive real number u controls the permissible MIA risk. Our analy-
sis allows us to compute u for realistic models trained with SGD. Our analysis
highlights that even without noise, some base level of protection against MIAs is
achieved through the averaging operation, which can be increased by perform-
ing DP-SGD, which includes cropping and adding additional noise. Usually, we
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find that less noise is required to ensure GMIP than DP. We also propose the Gra-
dient Likelihood Ratio attack (GLiR), a white-box membership inference attack
that is optimal for a single SGD step.

3.5.1 Discussion

In this work, we argue that privacy should protect against the relevant threat
models introduced in the related work section (Section 2.2.1). By MIA protection,
we cover the most user-critical threats, such as data reconstruction in the untar-
geted case or with partial knowledge (e.g., reconstructing only some attributes
of a given sample). We therefore believe that in many cases, protection against
MIAs aligns very well with the user interest. We formally show that DP is more
restrictive than needed to achieve protection against MIAs and leads to a more
severe performance reduction than required. Drastically speaking, it may lead
to incorrect or arbitrary decisions for some individuals (Kulynych et al., 2023),
subjecting users to an additional inaccuracy risk. We propose Gaussian Mem-
bership Inference Privacy (GMIP) as a tool to address this misalignment, which
defines privacy directly via the maximum allowed trade-off curve of MIAs and
can be implemented with DP-SGP at lower noise levels. Our finding that some
base level of protection against MIAs is already present even without adding
noise to SGD, highlights that privacy protection may even be possible with no
performance degradation at all for some cases.

As a word of caution, we would like to emphasize that there are practical sce-
narios where stronger attackers than in the MIA threat model are plausible. For
instance, if the data is crawled from untrusted sources, it might very well be
possible for an attacker to insert some malicious datapoints (“poisons”) into the
dataset, but this is not always the case. Generally speaking, the paper highlights
that privacy definitions should be derived from realistic threats faced in the ap-
plications. While DP is seen as the standard to privacy problems, we believe that
there is space for alternatives to DP with relaxed threat models such as GMIP or
other relaxations proposed in Triastcyn and Faltings (2020); Kaissis et al. (2023).
ML security practitioners should carefully assess which threat model is realis-
tic in their use case. This may benefit both the end user and the model owner
through more accurate decisions.
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Gaussian Membership Inference Privacy

Tobias Leemann* Martin Pawelczyk* Gjergji Kasneci
University of Tiibingen Harvard University Technical University of Munich
Technical University of Munich

Abstract

We propose a novel and practical privacy notion called f-Membership Inference
Privacy (f-MIP), which explicitly considers the capabilities of realistic adversaries
under the membership inference attack threat model. Consequently, f-MIP offers
interpretable privacy guarantees and improved utility (e.g., better classification
accuracy). In particular, we derive a parametric family of f-MIP guarantees that
we refer to as p-Gaussian Membership Inference Privacy (u-GMIP) by theoreti-
cally analyzing likelihood ratio-based membership inference attacks on stochastic
gradient descent (SGD). Our analysis highlights that models trained with standard
SGD already offer an elementary level of MIP. Additionally, we show how f-MIP
can be amplified by adding noise to gradient updates. Our analysis further yields
an analytical membership inference attack that offers two distinct advantages over
previous approaches. First, unlike existing state-of-the-art attacks that require
training hundreds of shadow models, our attack does not require any shadow model.
Second, our analytical attack enables straightforward auditing of our privacy notion
f-MIP. Finally, we quantify how various hyperparameters (e.g., batch size, number
of model parameters) and specific data characteristics determine an attacker’s abil-
ity to accurately infer a point’s membership in the training set. We demonstrate the
effectiveness of our method on models trained on vision and tabular datasets.

1 Introduction

Machine learning (ML) has seen a surge in popularity and effectiveness, leading to its widespread
application across various domains. However, some of these domains, such as finance and healthcare,
deal with sensitive data that cannot be publicly shared due to ethical or regulatory concerns. Therefore,
ensuring data privacy becomes crucial at every stage of the ML process, including model development
and deployment. In particular, the trained model itself [5, 31] or explanations computed to make
the model more interpretable [29, 32] may leak information about the training data if appropriate
measures are not taken. For example, this is a problem for recent generative Diffusion Models [7]
and Large Language models, where the data leakage seems to be amplified by model size [6].

Differential privacy (DP) [14] is widely acknowledged as the benchmark for ensuring provable privacy
in academia and industry [10]. DP utilizes randomized algorithms during training and guarantees
that the output of the algorithm will not be significantly influenced by the inclusion or exclusion
of any individual sample in the dataset. This provides information-theoretic protection against the
maximum amount of information that an attacker can extract about any specific sample in the dataset,
even when an attacker has full access to and full knowledge about the predictive model.

While DP is an appealing technique for ensuring privacy, DP’s broad theoretical guarantees often
come at the expense of a significant loss in utility for many ML algorithms. This utility loss cannot be
further reduced by applying savvier algorithms: Recent work [26, 27] confirms that an attacker can

*Equal contribution. Corresponding authors: tobias.leemann@uni-tuebingen.de and martin.
pawelczyk.1Q@gmail.com.

37th Conference on Neural Information Processing Systems (NeurIPS 2023).
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be implemented whose empirical capacity to differentiate between neighboring datasets D and D’
when having access to privatized models matches the theoretical upper bound. This finding suggests
that to improve a model’s utility, we need to take a step back and inspect the premises underlying
DP. For example, previous work has shown that privacy attacks are much weaker when one imposes
additional realistic restrictions on the attacker’s capabilities [26].

In light of these findings, we revisit the DP threat model and identify three characteristics of an
attacker that might be overly restrictive in practice. First, DP grants the attacker full control over
the dataset used in training including the capacity to poison all samples in the dataset. For instance,
DP’s protection includes pathological cases such as an empty dataset and a dataset with a single,
adversarial instance [27]. Second, in many applications, it is more likely that the attacker only has
access to an API to obtain model predictions [13, 31] or to model gradients [20]. Finally, one may
want to protect typical samples from the data distribution. As argued by Triastcyn & Faltings [38], it
may be over-constraining to protect images of dogs in a model that is conceived and trained with
images of cars.

Such more realistic attackers have been studied in the extensive literature on Membership Inference
(MI) attacks (e.g., [5, 41]), where the attacker attempts to determine whether a sample from the data
distribution was part of the training dataset. Under the MI threat model, Carlini et al. [5] observe that
ML models with very lax (e > 5000) or no (e = co) DP-guarantees still provide some defense against
membership inference attacks [5, 41]. Hence, we hypothesize that standard ML models trained with
low or no noise injection may already offer some level of protection against realistic threats such as
MI, despite resulting in very large provable DP bounds.

To build a solid groundwork for our analysis, we present a hypothesis testing interpretation of MI
attacks. We then derive f-Membership Inference Privacy (f-MIP), which bounds the trade-off
between an MI attacker’s false positive rate (i.e., FPR, type I errors) and false negative rate (i.e., FNR,
type II errors) in the hypothesis testing problem by some function f. We then analyze the privacy
leakage of a gradient update step in stochastic gradient descent (SGD) and derive the first analytically
optimal attack based on a likelihood ratio test. However, for f-MIP to cover practical scenarios,
post-processing and composition operations need to be equipped with tractable privacy guarantees
as well. Using f-MIP’s handy composition properties, we analyze full model training via SGD and
derive explicit f-MIP guarantees. We further extend our analysis by adding carefully calibrated noise
to the SGD updates to show that f-MIP may be guaranteed without any noise or with less noise than
the same parametric level of f-DP [11], leading to a smaller loss of utility.

Our analysis comes with a variety of novel insights: We confirm our hypothesis that, unlike for DP,
no noise (72 = 0) needs to be added during SGD to guarantee f-MIP. Specifically, we prove that
the trade-off curves of a single SGD step converge to the family of Gaussian trade-offs identified by
Dong et al. [11] and result in the more specific ;-Gaussian Membership Inference Privacy (u-GMIP).
The main contributions this research offers to the literature on privacy preserving ML include:

1. Interpretable and practical privacy notion: We suggest the novel privacy notion of f-MIP
that addresses the realistic threat of MI attacks. f-MIP considers the MI attacker’s full
trade-off curve between false positives and false negatives. Unlike competing notions,
f-MIP offers appealing composition and post-processing properties.

2. Comprehensive theoretical analysis: We provide (tight) upper bounds on any attacker’s
ability to run successful MI attacks, i.e., we bound any MI attacker’s ability to identify
whether points belong to the training set when ML models are trained via gradient updates.

3. Verification and auditing through novel attacks: As a side product of our theoretical
analysis, which leverages the Neyman-Pearson lemma, we propose a novel set of attacks for
auditing privacy leakages. An important advantage of our analytical Gradient Likelihood-
Ratio (GLiR) attack is its computational efficiency. Unlike existing attacks that rely on
training hundreds of shadow models to approximate the likelihood ratio, our attack does not
require any additional training steps.

4. Privacy amplification through noise addition: Finally, our analysis shows how one can use
noisy SGD (also known as Differentially Private SGD [1]) to reach f-MIP while maintaining
worst-case DP guarantees. Thereby our work establishes a theoretical connection between
f-MIP and f-DP [11], which allows to translate an f-DP guarantee into an f-MIP guarantee
and vice versa.
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2 Related Work

Privacy notions. DP and its variants provide robust, information-theoretic privacy guarantees by
ensuring that the probability distribution of an algorithm’s output remains stable even when one
sample of the input dataset is changed [14]. For instance, a DP algorithm is e-DP if the probability of
the algorithm outputting a particular subset E for a dataset .S is not much higher than the probability
of outputting F for a dataset Sy that differs from S in only one element. DP has several appealing
features, such as the ability to combine DP algorithms without sacrificing guarantees.

A few recent works have proposed to carefully relax the attacker’s capabilities in order to achieve
higher utility from private predictions [4, 13, 17, 38]. For example, Dwork & Feldman [13] suggest
the notion of “privacy-preserving prediction” to make private model predictions through an API
interface. Their work focuses on PAC learning guarantees of any class of Boolean functions. Similarly,
Triastcyn & Faltings [38] suggest “Bayesian DP”, which is primarily based on the definition of DP,
but restricts the points in which the datasets S and Sy may differ to those sampled from the data
distribution. In contrast, [zzo et al. [17] introduces a notion based on MI attacks, where their approach
guarantees that an adversary A does not gain a significant advantage in terms of accuracy when
distinguishing whether an element & was in the training data set compared to just guessing the most
likely option. However, they only constrain the accuracy of the attacker, while we argue that it is
essential to bound the entire trade-off curve, particularly in the low FPR regime, to prevent certain
re-identification of a few individuals [5]. Our work leverages a hypothesis testing formulation that
covers the entire trade-off curve thereby offering protection also to the most vulnerable individuals.
Additionally, our privacy notion maintains desirable properties such as composition and privacy
amplification through subsampling, which previous notions did not consider.

Privacy Attacks on ML Models. Our work is also related to auditing privacy leakages through a
common class of attacks called MI attacks. These attacks determine if a given instance is present in
the training data of a particular model [5, 7, 9, 15, 23, 29, 30, 31, 32, 35, 36, 40, 41]. Compared to
these works, our work suggests a new much stronger class of MI attacks that is analytically derived
and uses information from model gradients. An important advantage of our analytically derived
attack is its computational efficiency, as it eliminates the need to train any additional shadow models.

3 Preliminaries

The classical notion of (e, §)-differential privacy [14] is the current workhorse of private ML and can
be described as follows: An algorithm is DP if for any two neighboring datasets .S, S’ (that differ by
one instance) and any subset of possible outputs, the ratio of the probabilities that the algorithm’s
output lies in the subset for inputs .S, S’ is bounded by a constant factor. DP is a rigid guarantee, that
covers every pair of datasets .S and S, including pathologically crafted datasets (for instance, Nasr
et al. [27] use an empty dataset) that might be unrealistic in practice. For this reason, we consider a
different attack model in this work: The MI game [41]. This attack mechanism on ML models follows
the goal of inferring an individual’s membership in the training set of a learned ML model. We will
formulate this problem using the language of hypothesis testing and trade-off functions, a concept
from hypothesis testing theory [11]. We will close this section by giving several useful properties of
trade-off functions which we leverage in our main theoretical results presented in Sections 4 and 5.

3.1 Membership Inference Attacks

The overarching goal of privacy-preserving machine learning lies in protecting personal data. To
this end, we will show that an alternative notion of privacy can be defined through the success of
a MI attack which attempts to infer whether a given instance was present in the training set or not.
Following Yeom et al. [41] we define the standard MI experiment as follows:

Definition 3.1 (Membership Inference Experiment [41]). Let A be an attacker, A be a learning
algorithm, N be a positive integer, and D be a distribution over data points x € D, where the vector
x may also be a tuple of data and labels. The MI experiment proceeds as follows: The model and
data owner O samples S ~ Dy (i.e, sample n points i.i.d. from D) and trains Ag = A(S). They
choose b € {0, 1} uniformly at random and draw ' ~ D if b = 0, or &’ ~ S if b = 1. Finally, the
attacker is successful if A(x’, Ag, N, D) = b. A must output either 0 or 1.
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We note that the membership inference threat model features several key differences to the threat
model underlying DP, which are listed in Table 1. Most notably, in MI attacks, the datasets are
sampled from the distribution D, whereas DP protects all datasets. This corresponds to granting the
attacker the capacity of full dataset manipulation. Therefore, the MI attack threat model is sensible
in cases where the attacker cannot manipulate the dataset through injection of malicious samples
also called “canaries”. This may be realistic for financial and healthcare applications, where the data
is often collected from actual events (e.g., past trades) or only a handful of people (trusted hospital
staff) have access to the records. In such scenarios, it might be overly restrictive to protect against
worst-case canary attacks as attackers cannot freely inject arbitrary records into the training datasets.
Furthermore, MI attacks are handy as a fundamental ingredient in crafting data extraction attacks [6].
Hence we expect a privacy notion based on the MI threat model to offer protection against a broader
class of reconstruction attacks. Finally, being an established threat in the literature [5, 9, 31, 40, 41],
MI can be audited through a variety of existing attacks.

f-DP threat model

f-MIP threat model (this work)

Goal

Distinguish between S and S’ for any S, S’
that differ in at most one instance.

Distinguish whether ' € S (training data
set) or not.

Dataset access

Attacker has full data access. For example,
the attacker can poison or adversarially con-
struct datasets on which ML models could
be trained; e.g., S = {} and S" = {106}.

Attacker has no access to the training data
set; i.e., the model owner privately trains
their model free of adversarially poisoned
samples.

Protected Instances

The instance in which S and S’ differ is
arbitrary. This includes OOD samples and
extreme outliers.

The sample ' for which membership is to
be inferred is drawn from the data distribu-
tion D. Therefore, MI is concerned with
typical samples that can occur in practice.

Best used When the specific attack model is unknown. When dataset access (e.g. canary injection)
Offers a form of general protection. of an attacker can be ruled out and the main
attack goal lies in revealing private training
data (e.g., membership inference, data re-
construction).
Model knowledge  The attacker knows the model architecture and has full access to the model in form of

its parameters, hyperparameters and its model outputs.

Table 1: Comparing the threat models underlying f-DP and f-MIP.

3.2 Membership Inference Privacy as a Hypothesis Testing Problem

While DP has been studied through the perspective of a hypothesis testing formulation for a while
[3, 11, 19, 39], we adapt this route to formulate membership inference attacks. To this end, consider
the following hypothesis test:

Ho:z' ¢ Svs.Hy : ' € S. (1)

Rejecting the null hypothesis corresponds to detecting the presence of the individual & in S, whereas
failing to reject the null hypothesis means inferring that @’ was not part of the dataset S. The
formulation in (1) is a natural vehicle to think about any attacker’s capabilities in detecting members
of a train set in terms of false positive and true positive rates. The motivation behind these measures
is that the attacker wants to reliably identify the subset of data points belonging to the training set
(i.e., true positives) while incurring as few false positive errors as possible [5]. In other words, the
attacker wants to maximize their true positive rate at any chosen and ideally low false positive rate
(e.g., 0.001). From this perspective, the formulation in (1) allows to define membership inference
privacy via trade-off functions f which exactly characterize the relation of false negative rates (i.e.,
1-TPR) and false positive rates that an optimal attacker can achieve.

Definition 3.2. (Trade-off function [11]) For any two probability distributions P and @ on the same
space, denote the trade-off function Test(P; Q) : [0; 1] — [0; 1]

Test(P; Q)(«) = inf {FNR | FPR = o}, )

where the infimum is taken over all (measurable) rejection rules (“tests”) which lead to a FPR of «
between distributions P, Q).
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Not every function makes for a valid trade-off function. Instead, trade-off functions possess certain
characteristics that are handy in their analysis.

Definition 3.3 (Characterization of trade-off functions [11]). A function [ : [0,1] — [0,1] is a
trade-off function if f is convex, continuous at zero, non-increasing, and f(r) < 1 —r forr € [0, 1].

We additionally introduce a semi-order on the space of trade-off functions to make statements on the
hardness of different trade-offs in relation to each other.

Definition 3.4 (Comparing trade-offs). A trade-off function f is uniformly at least as hard as another
trade-off function g, if f(r) > g(r) forall 0 <r < 1. We write f > g.

If Test(P; Q) > Test(P';Q’), testing P vs @ is uniformly at least as hard as testing P’ vs @Q’.
Intuitively, this means that for a given FPR «, the best test possible test on (P; Q) will result in an
equal or higher FNR than the best test on (P’; Q)').

3.3 Noisy Stochastic Gradient Descent (Noisy SGD)

Most recent large-scale ML models are trained via stochastic gradient descent (SGD). Noisy SGD
(also known as DP-SGD) is a variant of classical SGD that comes with privacy guarantees. We
consider the algorithm as in the work by Abadi et al. [1], which we restate for convenience in
Appendix A. While its characteristics with respect to DP have been extensively studied, we take a
fundamentally different perspective in this work and study the capabilities of this algorithm to protect
against membership inference attacks. In summary, the algorithm consists of three fundamental steps:
gradient clipping (.., 0; == g(x;, ;) - max(1,C/|[g(@:, y:)|) where g, ;) = VL(wi,yi) is
the gradient with respect to the loss function £), aggregation (i.e., m = % >, 6;) and adding
Gaussian noise (i.e., m = m +Y where Y ~ N(0,72I) with variance parameter 72). To obtain
privacy bounds for this algorithm, we study MI attacks for means of random variables. This allows
us to bound the MI vulnerability of SGD.

4 Navigating Between Membership Inference Privacy and DP

In this section, we formally define our privacy notion f-MIP. To this end, it will be handy to view MI
attacks as hypothesis tests.

4.1 Membership Inference Attacks from a Hypothesis Testing Perspective

Initially, we define the following distributions of the algorithm’s output
Ap = A(X U{z}) with X ~ D" ! & ~Dand A;(z') = A(X U {x'}) with X ~ D"~ (3)

where we denote other randomly sampled instances that go into the algorithm by X = {@y,...@p_1}.
Here Ay represents the output distribution under the null hypothesis (Hy) where the sample ' is not
part of the training dataset. On the other hand, A; is the output distribution under the alternative
hypothesis (H;) where &’ was part of the training dataset. The output contains randomness due to
the instances drawn from the distribution D and due to potential inherent randomness in A.

We observe that the distribution A; depends on the sample =’ which is known to the attacker. The
attacker will have access to samples for which A and A, (x’) are simpler to distinguish and others
where the distinction is harder. To reason about the characteristics of such a stochastically composed
test, we define a composition operator that defines an optimal test in such a setup. To obtain a global
FPR of «, an attacker can target different FPRs a(x’) for each specific test. We need to consider the
optimum over all possible ways of choosing &(x’), which we refer to as fest-specific FPR function,
giving rise to the following definition.

Definition 4.1 (Stochastic composition of trade-off functions). Let F be a family of trade-off functions,
h: D C R? = F be afunction that maps an instance of the data domain to a corresponding trade-off
function, and D be a probability distribution on D. The set of valid test-specific FPR functions
a: D — [0,1] that result in a global FPR of « € [0, 1] given the distribution D is defined through

E(,D)={a:D —[0,1] | Egp [a(z)] = a}. “4)
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For a given test-specific FPR function, & the global false negative rate (type Il error) 3 is given by
Bn(@) = Earnp [h(z)(a(2))] )

where & (x) is the argument to the trade-off function h(x) € F. For a global « € [0, 1] the stochastic
composition of these trade-functions is defined as

(@h@)) (@)= min_{Bn(a)}, (6)

oD ac&(a,D)
(supposing the minimum exists), the smallest global false negative rate possible at a global FPR of «.

This definition specifies the trade-off function &), ., h(x) : [0,1] — [0, 1] of a stochastic composi-
tion of several trade-offs. While it is reminiscent of the “most powerful test” (MPT) [28], there are
several differences to the MPT that are important in our work. Most prominently, a straightforward
construction of the MPT to MI problems does not work since the adversary does not only run one
hypothesis test to guess whether one sample belongs to the training data set or not; instead, the
adversary draws multiple samples and runs sample-dependent and (potentially) different hypotheses
tests for each drawn sample. This is necessary due to the form of the alternative hypotheses in
the formulation of the test in (3), which depends on the sample x’. We therefore require a tool
to compose the results from different hypothesis tests. Finally, we prove that the trade-off of the
stochastic composition has the properties of a trade-off function (see App. D.1):

Theorem 4.1 (Stochastic composition of trade-off functions). The stochastic composition
Q. M) of trade-off functions h(x) maintains the characteristics of a trade-off function, i.e., it
is convex, non-increasing, (Q,,.p h(x)) (r) <1 —r forallr € [0,1], and it is continuous at zero.

4.2 f-Membership Inference Privacy ( f-MIP)

This rigorous definition of the stochastic composition operator allows us to define membership
inference privacy from a hypothesis testing perspective.

Definition 4.2 (f-Membership Inference Privacy). Let f be a trade-off function. An algorithm'
A : D™ — R? is said to be f-membership inference private (f-MIP) with respect to a data
distribution D if

Q) Test (Ag; Ay (2')) > f, @)

x'~D

where &' ~ D and @) denotes the stochastic composition built from individual trade-off functions of
the MI hypotheses tests for random draws of x'.

In this definition, both sides are functions dependent on the false positive rate . A prominent special
case of a trade-off function is the Gaussian trade-off, which stems from testing one-dimensional
normal distributions of unit variance that are spaced apart by ;1 € R>¢. Therefore, defining the
following special case of f-MIP will be useful.

Definition 4.3 (-Gaussian Membership Inference Privacy). Let ® be the cumulative distribution
function (CDF) of a standard normal distribution. Define g, (c) == ®(®~1(1 — a) — ) to be the
trade-off function derived from testing two Gaussians, one with mean 0 and one with mean (. An
algorithm A is u-Gaussian Membership Inference private (1-GMIP) with privacy parameter i, if it is
gu-MIP, i.e., it is MI private with trade-off function g,,.

Remark 4.1. DP can also be defined via the Gaussian trade-off function, which results in py-Gaussian
Differential Privacy (u-GDP, [11]). While the trade-off curves for both j-GDP and p-GMIP have the
same parametric form, they have different interpretations: -GDP describes the trade-off function
that an attacker with complete knowledge (left column in Table 1) could achieve while u-GMIP
describes the trade-off function that an attacker with MI attack capability can achieve (right column
in Table 1). In the next section we will quantify their connection further.

'When using the term “algorithm”, we also include randomized mappings.
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4.3 Relating f-MIP and f-DP

We close this section by providing first results regarding the relation between f-DP and f-MIP. As
expected, f-DP is strictly stronger than f-MIP, which can be condensed in the following result:

Theorem 4.2 (f-DP implies f-MIP). Let an algorithm A : D™ — R be f-differentially private
[11]. Then, algorithm A will also be f-membership inference private.

We proof this result in Appendix F.1. This theorem suggests one intuitive, simple and yet actionable
approach to guarantee Membership Inference Privacy. This approach involves the use of DP learning
algorithms such as DP-SGD [1], which train models using noised gradients. However, as we will see
in the next section, using noise levels to guarantee f-DP is usually suboptimal to guarantee f-MIP.

S Implementing f-MIP through Noisy SGD

We would now like to obtain a practical learning algorithm that comes with f-MIP guarantees. As the
dependency between the final model parameters and the input data is usually hard to characterize, we
follow the common approach and trace the information flow from the data to the model parameters
through the training process of stochastic gradient descent [1, 33]. Since the gradient updates are the
only path where information flows from the data into the model, it suffices to privatize this step.

5.1 f-MIP for One Step of Noisy SGD

We start by considering a single SGD step. Following prior work [1, 33], we make the standard

assumption that only the mean over the individual gradients m = 1 3™ @, is used to update the
n i=1

model (or is published directly) where 8; € R? is a sample gradient. Consistent with the definition of
the membership inference game, the attacker tries to predict whether a specific gradient 8’ was part
of the set {6;}, that was used to compute the model’s mean gradient 1m or not. We are interested in
determining the shape of the attacker’s trade-off function. For the sake of conciseness, we directly
consider one step of noisy SGD (i.e., one averaging operation with additional noising, see Algorithm 2
from the Appendix), which subsumes a result for the case without noise by setting 72 = 0. We
establish the following theorem using the Central Limit Theorem (CLT) for means of adequately
large batches of n sample gradients, which is proven in Appendix E.

Theorem 5.1 (One-step noisy SGD is f-membership inference private). Denote the cumulative
distribution function of the non-central chi-squared distribution with d degrees of freedom and non-
centrality parameter vy by Fxﬁ(v)' Let the gradients ' € R? of the test points follow a distribution
with mean p and covariance =, let K > || £71/20"||2 and define nopociive = n+ 7222. For sufficiently
large batch sizes n, one step of noisy SGD is f-membership inference private with trade-off function
given by:

~ Neffective -1
B(a) 2 1= Fy (nguane—1)K) (neﬁmm - 1Fxg(neggc,,-vez<>(a)> : ®
1O
The larger the number of parameters d and the batch size n grow, NN LaT8
the more the trade-off curve approaches the ;i-GMIP curve, which P \ e mLlmd1s
we show next (see Figure 1). § 0.6 \K—"@: 37
Corollary 5.1 (One step noisy SGD is approx. u-GMIP). For 2 04— L
large d, n, noisy SGD is approximately g,,,-GMIP. In particular, Z ., > )
Bla) = (P~ (1 — ) — psiep) with privacy parameter:
0'8,[)[) 0.25  0.50 ().7})‘ 1:(](]
d 27’Le' i’e_l K alse positive rate (o
Mstep = +( 266“4 ) e ) Flse posiive e (@)
Mefecive \/ 24 + Aefjecive Figure 1: Trade-off function

convergence. The trade-off func-

This result is striking in its generality as it also covers models tion from Theorem 5.1 converges

trained without additional noise or gradient cropping (nefrecive = © 1€ one from Corollary 5.1
n in that case). Unlike for DP, even standard models trained with Where 7°=0 and K'=d.
non-noisy SGD offer an elementary level of MIP. Our result further explicitly quantifies four factors
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that lead to attack success: the batch size n, the number of parameters d, the strength of the noise 72
and the worst-case data-dependent gradient susceptibility |3 ~/26’||3. The closeness of the trade-off
function to the diagonal, which is equivalent to the attacker randomly guessing whether a gradient
6’ was part of the training data or not, is majorly determined by the ratio of d to n. The higher
the value of d relative to n, the easier it becomes for the attacker to identify training data points.
Furthermore, a higher gradient susceptibility KX, which measures the atypicality of a gradient with
respect to the gradient distribution, increases the likelihood of MI attacks succeeding in identifying
training data membership. It is worth noting that if we do not restrict the gradient distribution or its
support, then there might always exist gradient samples that significantly distort the mean, revealing
their membership in the training dataset. This phenomenon is akin to the  parameter in DP, which
also allows exceptions for highly improbable events.

Remark 5.1 (Magnitude of jig.cp). When the dimensions of the uncorrelated components in »-:0
are also independent, we expect K to follow a x?-distribution with d degrees of freedom and thus
K € O(d). In the standard SGD-regime (7> = 0) with d,n > 1, we obtain 1 € O(+/d/n).

Remark 5.2 (On Optimality). The dependency on d when 7% > 0 is a consequence of our intention-
ally broad proving strategy. Our proof approach consists of two key steps: First, we establish the
optimal LRT under general gradient distributions, without adding noise or imposing any cropping
constraints (See Appendix E.1). This initial step serves as the foundation for our subsequent analysis
and is (1) as general as possible covering all distributions with finite variance and is (2) optimal in the
sense of the Neyman-Pearson Lemma, i.e., it cannot be improved. This means that our result covers
all models trained with standard SGD (12 = 0 and C = cc) and is remarkable in its generality as
it is the first to suggest clear conditions when adding noise is not required to reach f-MIP. Second,
we specialize our findings to cropped random variables with added noise (See Appendix E.2). This
analysis could potentially be improved by considering individual gradient dimensions independently.

5.2 Composition and Subsampling

In the previous section, we have derived the trade-off function for a single step of SGD. Since SGD
is run over multiple rounds, we require an understanding of how the individual trade-off functions
can be composed when a sequence of f-MIP operations is conducted, and a random subset of the
entire data distribution is used as an input for the privatized algorithm. The next lemma provides
such a result for u-GMIP and follows from a result that holds for hypotheses tests between Gaussian
random variables due to Dong et al. [11] (see Appendix D.3 for details and more results).

Lemma 5.1 (Asymptotic convergence of infinite DP-SGD). Let n be the batch size in SGD, and N
be the entire size of the dataset. If a single SGD-Step is at least as hard as [isep-GMIP with respect

to the samples that were part of the batch and ”T‘/z — ¢ as limy_,o (the batch size is gradually

decreased), then the noisy SGD algorithm will be (-GMIP with

y= \fgc\/exp(ug,ep)cp (1.5siep) + 3 (—0.541416p) — 2. (10)

Note that this result also provides a (loose) bound for the case where exactly 71" iterations are run with

a batch size of n’ with ¢ = % (through using n(t) = n’ if t < T, else n(t) = "f). With this

result in place, we can defend against MI attacks using the standard noisy SGD algorithm.

6 Experimental Evaluation

Datasets and Models. We use three datasets that were previously used in works on privacy risks
of ML models [32]: The CIFAR-10 dataset which consists of 60k small images [21], the Purchase
tabular classification dataset [25] and the Adult income classification dataset from the UCI machine
learning repository [12]. Following prior work by Abadi et al. [1], we use a model pretrained on
CIFAR-100 and finetune the last layer on CIFAR-10 using a ResNet-56 model for this task [16] where
the number of fine-tuned parameters equals d = 650. We follow a similar strategy on the Purchase
dataset, where we use a three-layer neural network. For finetuning, we use the 20 most common
classes and d = 2580 parameters while the model is pretrained on 80 classes. On the adult dataset,
we use a two-layer network with 512 random features in the first layer trained from scratch on the
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dataset such that d = 1026. We refer to Appendix C.1 for additional training details. We release our
code online.”

6.1 Gradient Attacks Based on the Analytical LRT

To confirm our theoretical anal- - - — - -
ysis for one step of SGD and its Algorithm 1: Gradient Likelihood Ratio (GLiR) Attack

composition, we implement the Require: Training data distribution D, batch size n, number of pa-

gradient attack based on the like- rameters d, query point & € D, averaged gradients of each batch
lihood ratio test derived in the m € R< for Fraining steps t = 1,(;. . ,T,_p_arameter gradient com-
proof of Theorem 5.1. We pro- putation function V., £ : D — R of training, threshold 7
vide a sketch of the implemen- L P <=0
.. . . 2: fort=1,...,7T do
tation in Algorithm 1 and addi- : _ m
ional details in A dix C3 3: B={bi,...,bm}~D > Sample background data
tAlona et?uls In Appendix h T4 gi = VwL(bi),i =1...m > Compute background gradients
n etssertl.tla rfe ?ﬁl lreme.n.t H; tt i 5: 3 =Cov{gi,..,gm} € Rxd Approximate covariance 3
construction ot the empiricat tes 6: ft =Mean{gi,...,gm} € R? > Approximate mean g
is the estimation of the true
di d th 7: 6=V, L(x) > Compute gradients for the query point
gradient mean g and the m_lti 8: S = (n—1) (m;—6)" =7 (m;—6) > Compute test statistic
inverse covariance matrix X 9: 52 L2 . . o
: =[x @ — )3 > Estimate gradient susceptibility

since these quantities are essen- 10: g F- 3 e ' | dor 1]
tial parts of both the test statistic - Pser =108 X§<nf<)( ) > Compute log p-value under Ho

S and the true gradient suscepti- 117 Puoal < Poal + Psep
bility t i ded for th 12: end for

ity term i needed 101 the an- 3. return Train if pow < 7, else Test
alytical attack. The attacker uses
their access to the gradient distribution (which is standard for membership inference attacks [5, 29]
and realistic in federated learning scenarios [20]), to estimate the distribution parameters. In practice,
however, the empirical estimates of fi, X! and thus K will be noisy and therefore we do not expect
that the empirical trade-off curves match the analytical curves exactly.

Using our novel Gradient Likelihood Ratio (GLiR) attack we can audit our derived guarantees and
their utility. First, we audit our one-step guarantees from Theorem 5.1. To compare the models,
we adapt the batch size n such that all models reach the same level of u-GMIP. In Figure 2a, we
use a simulated gradient distribution with known parameters g, X! and d. In this case, we can
estimate K accurately and observe that our bounds are tight when the distribution parameters and thus
the respective gradient susceptibilities can be computed accurately. We provide additional ablation
studies that gauge the approximation quality of with small values for d, n and different simulated
distributions in Appendix C.2. When the parameters are unknown and we have to estimate the
parameters, our attacks become weaker and do not match the analytical prediction (see Figure 2b).

We also audit our composition guarantees. We do five SGD-steps in Figure 2c. While there is a small
gain in attack performance on the CIFAR-10 dataset (e.g., at FPR=0.25), the attack performance on
the other datasets remains largely unaffected. This mismatch occurs since the theoretical analysis is
based on the premise that the attacker gains access to independently sampled gradient means for each
step to separate training and non-training points, but in practice we do not gain much new information
as the model updates are not statistically independent and too incremental to change the gradient
means significantly between two subsequent steps. Therefore, a practical attacker does not gain much
additional information through performing several steps instead of one. Future work is required to
model these dependencies and potentially arrive at a tighter composition result under incremental
parameter updates. We provide results for additional existing membership inference attacks, for
instance the recent loss-based likelihood-ratio attack by Carlini et al. [5] in Appendix C.4, which all
show weaker success rates than the gradient-based attack that proved most powerful in our setting.

6.2 Comparing Model Utility under ;-GDP and ;-GMIP

Here we compare the utility under our privacy notion to the utility under differential privacy. We
sample 20 different privacy levels ranging from p € [0.4,...,50] and calibrate the noise in the
SGD iteration to reach the desired value of ;1. We can do so both for ;-GMIP using the result in
Equation (10) and using the result by Dong et al. [11, Corollary 4] for -GDP, which result in the same

https://github.com/tleemann/gaussian_mip
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Figure 2: Auditing f-MIP with our gradient attack (GLiR) when 72 = 0. We show trade-off
curves when the gradient distribution is known (a) and when the gradients are obtained from a trained
model that was finetuned on various data sets (b, c). The analytical solutions are computed with a
value of K = d and using the composition result for £ steps in Appendix D.3 for (c).
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Figure 3: Utility of DP versus MIP. Model performance on three datasets across different privacy lev-
els 11 (small i denotes high privacy) using the notions of ;-Gaussian Differential Privacy (parametric
form of f-DP, [11]) and p-Gaussian Membership Inference Privacy (parametric form of f-MIP, ours)
on three datasets. GMIP usually allows for substantially increased accuracy over the corresponding
GDP guarantee with the same attack success rates controlled by p. However, the attacker under
GMIP runs membership inference (MI) attacks while GDP allows for a wider set of privacy threat
models. For more details on differences in the underlying threat models see Table 1.

attack success rates while pu-GDP allows for stronger privacy threat models. Due to Theorem 4.2, we
never need to add more noise for y-GMIP than for -DP. Further details are provided in Appendix C.1.
Figure 3 shows a comparison of the accuracy that the models obtain. We observe that the model under
GMIP results in significantly higher accuracy for most values of p. As @ — 0 both privacy notions
require excessive amounts of noise such that the utility decreases towards the random guessing
accuracy. On the other hand, for higher values of p, there is no need to add any noise to the gradient
to obtain u-GMIP, allowing to obtain the full utility of the unconstrained model. This indicates that
useful GMIP-bounds do not necessarily require noise. For instance, on the CIFAR-10 model, no noise
is required for 1+ > 0.86 which is a reasonable privacy level [11]. Overall, these results highlight that
useful and interpretable privacy guarantees can often be obtained without sacrificing utility.

7 Conclusion and Future Work

In the present work, we derived the general notion of f-Membership Inference Privacy (f-MIP)
by taking a hypothesis testing perspective on membership inference attacks. We then studied the
noisy SGD algorithm as a model-agnostic tool to implement f-Membership Inference Privacy,
while maintaining Differential Privacy (DP) as a worst-case guarantee. Our analysis revealed that
significantly less noise may be required to obtain f-MIP compared to DP resulting in increased
utility. Future work is required to better model the dependencies when composing subsequent SGD
steps which could lead to improved bounds in practice. Furthermore, our analysis shows that when
the capacity of the attacker is further restricted, e.g., to API access of predictions, there remains
a gap between our theoretical bounds and loss-based membership inference attacks that can be
implemented for real models. More work is required to either produce more sophisticated attacks or
derive theoretical bounds for even less powerful attackers to close this gap.
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A Algorithms

Reviewing Noisy SGD. Noisy SGD, also known as DP-SGD when appropriately parameterized, is
the most prevalent algorithm to train differentiable machine learning models subject to DP privacy
constraints. In the main text, we have shown that this algorithm, when appropriately parameterized,
can be used to train f-MIP models, too. Since our gradient attack relies on the inner workings of the
algorithm, we review it here for the reader’s convenience. DP-SGD works by clipping the individual
gradients in each batch, taking the mean over the these gradients in a batch, and finally adding noise
of magnitude 7 to them. This process is then iterated over 7" epochs. Pseudo code is shown in
Algorithm 2.

We note that the parametrization of the noise level is different across recent works. While 7
corresponds to the noise added to the entire batch, other works such as [1, 11] use different parameters

. . . . . 22
to characterize the noise level. For instance, Dong et al. [11] add noise of magnitude 72 = %
and use o to characterize the noise level.

Algorithm 2 Noisy Stochastic Gradient Descent (Noisy SGD)

Require: Training data D = {(x;, )}, loss function £, learning rate 7, batch size n, number of
iterations 7', gradient norm bound C' € R, noise scale 7 € Ry
1: Initialize model parameters 8 randomly
2: fort=1,...,Tdo
3: Sample a batch B; of size n uniformly at random from D
Compute gradients
For each (x;,y;) € B compute g(x;,y;) = VL(O, ;)
Clip gradients (to have norm at most C)

9(@i,u) < 9@, yi) - max (1, el ) @i w) € By
Aggregate and noise gradients

9 g (52 9(®i,yi)) + N (0,721)

10: Update parameters

11: 0+ 60—ng

12: end for

13: Return 8

® X0k

B Additional Information on Related Work

Privacy Auditing. Our research is also linked to the literature focusing on the validation of theoretical
privacy guarantees, also known as privacy auditing. This literature involves the assessment of privacy
breaches in private algorithms [18]. Typically, privacy auditing entails the utilization of membership
inference attacks [31, 41], wherein the effectiveness of the attack is translated into an empirical
approximation of the privacy level, denoted as £. While most existing privacy auditing methods,
such as those by Jagielski et al. [18], Nasr et al. [26, 27] and Zanella-Béguelin et al. [42] are
computationally extensive as they require multiple shadow models to be fitted to conduct privacy
audits, more recent works suggest privacy audits based on a single model fit [2, 24, 34]. Similar
to this recent line of work, our privacy notion can be audited by a single model fit. However, our
work differs in the sense that our auditing algorithm precisely evaluates our suggested privacy notion
f-MIP.

Extended comparison to privacy attacks. There is a long line of prior work developing [5, 7, 15,
23, 29, 30, 31] or analyzing [35, 36, 37] privacy attacks on machine learning models. A common
class of attacks called membership inference attacks focus on determining if a given instance is
present in the training data of a particular model [5, 8, 9, 29, 30, 31, 32, 40, 41]. Most of these
attacks typically exploit the differences in the distribution of model confidence on the true label (or
the loss) between the instances that are in the training set and those that are not [5, 30, 31, 40]. For
example, Shokri et al. [31] proposed a loss-based membership inference attack which determines
if an instance is in the training set by testing if the loss of the model for that instance is less than a
specific threshold. Other membership inference attacks are also predominantly loss-based attacks
where the calibration of the threshold varies from one proposed attack to the other [5, 30, 40]. Some
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Info Loss [41] CFD[29] Loss LRT[5] CFD LRT[29] Gradient LRT
Query access to fy v X v X X
Query access to V fj X X X X v
Query access to R X v X v X
Known loss function v X v X X
Access to DV x X v v v
Access to true labels v X v X X
Analytical X X X X v
Shadow models X X v v X

Table 2: Summarizing the assumptions underlying the different MI attacks. The recourse based
attacks do not require access to the true labels nor do they need to know the correct loss functions,
but they additionally require access to a recourse generating API R. To the best our knowledge, our
gradient attack is the only one for which analytical results exist.

works leverage different information that goes beyond the loss functions to do membership inference
attacks. For instance, Shokri et al. [32] and Pawelczyk et al. [29] leverage model explanations to
orchestrate membership inference attacks.

Comparison to existing attacks. In Table 2, we summarize the assumptions underlying different
membership inference attacks. Note that our attack does not require the training of multiple shadow
models on data from the data distribution D¥ . Instead, we derive the distributions of the LRT test
statistic under the null and alternative hypotheses in closed form (see Appendix E), which drops
the requirement of training (appropriately parameterized) shadow models to approximate these two
distributions. These shadow models can be trained since the attacker is allowed access to the general
data distribution D. Similar to other LRT attacks, our attack also requires access to D to approximate
the parameters 32, ;o and K required for the construction and verification of our likelhood ratio based
attack. As opposed to other attacks, our attack is based on the requirement that the attacker has
access to model gradients which is a realistic assumption in many federated learning scenarios [20].
Appendix C.3 summarizes our gradient based LRT attack in more detail.

Type Dataset # Samples (N) # Parameters (d) Batch size (n) Epochs C T2 Architecture
I CIFAR-10 500 650 500 5 10.0 0.0 ResNet56
T Purchase 1970 2580 1970 5 10.0 0.0 3 layer DNN
T Adult 790 1026 790 5 10.0 0.0 Random feature NN

Table 3: The parameters for the verification experiment are chosen so that the analytical privacy
levels from Figure 2 are fige, = 1.13 and 1 = 2.54, respectively. Note that “I”” denotes image and “T”
denotes tabular.

Type Dataset # Samples (N)  # Parameters (d, =K) Batch size (n) Epochs C Architecture
I CIFAR-10 48000 650 400 10 500.0 ResNet56
T Purchase 54855 2580 795 3 2000.0 3 layer DNN
T Adult 43000 1026 1000 20 800.0 Random feature NN

Table 4: Parameters for the utility experiment from Figure 3. Note that “I”” denotes image and “T”
denotes tabular. The dataset size were chosen to make them divisible by the batch size. The required
noise 72 is determined by the required privacy level .

Comparing the threat models underlying f-DP and f-MIP. We note that the underlying threat
model in membership inference (MI) attacks features several key differences to the threat model
underlying DP, which controls an attacker’s capacity to distinguish any two neighboring datasets D
and D’.

First, in MI attacks, the datasets are sampled from the distribution D, whereas DP protects all datasets
which corresponds to granting the attacker the capacity of full dataset manipulation. Thereby the MI
attack model is sensible in cases where the attacker cannot manipulate the dataset through injection
of malicious samples (“canaries”). Instead, the notion of MI attacks is more realistic in cases when
an attacker only has API access or access to the trained model but cannot interfere during training.
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p= 040 052 066 086 1.11 143 184 237 3.05 394 508 655 844 1088 14.03 18.09 2333 30.08 3878 50.00

CIFAR-10 (MIP) 2.84 244 213 0.00 000 0.00 0.00 0.00 0.00 000 0.00 000 0.00 0.00 000 000 000 0.00 000 0.00
CIFAR-10 (DP) 2.84 244 213 189 170 155 142 132 124 1.17 111 106 1.02 098 094 091 0.88 0.85 083 081
Purchase (MIP) 4.72 4.14 3.68 332 3.04 281 0.00 000 0.00 000 000 0.00 000 000 000 000 0.00 000 000 0.00

Purchase (DP) 4.72 4.14 3.68 332 3.04 281 262 246 232 221 211 202 194 187 1.81 1.75 1.70 1.65 1.61 1.57
AdultMIP) 338 277 230 193 165 0.00 0.00 000 0.00 000 000 000 000 000 000 000 0.00 000 000 0.00
Adult (DP) 338 277 230 193 1.65 143 126 1.13 102 094 087 081 077 073 069 066 063 0.61 0.59 057

Table 5: Values of 7 obtained for the Utility Experiment. We observe that for the higher values of
there is often no need to add any noise to the gradients to obtain MIP, whereas substantial noise still
needs to be added in the case of DP, which results in the reduced utility observed in Figure 3.

Typically membership inference attacks are a fundamental ingredient in crafting data extraction
attacks [6], and hence we expect a privacy notion based on the membership inference threat model to
be broadly applicable. Second, the samples that are protected under this notion are also drawn from
the distribution. Consequently, MI primarily protects typical samples. In most cases, the distribution
covers the data that the model is conceived to handle in practice, such that protecting against extreme
outliers may be overconstraining. Finally, the goals of the attackers in both threat models are different.
Instead of being able to tell apart two datasets, the MI attacker is interested in inferring whether a
given sample was part of the model’s training set. As the sample is already known and only a binary
response is required, this goal is weaker than other types of attacks such as full reconstruction attacks
[6, 15]. Therefore, the MI threat model covers many goals of realistic attackers. For the reader’s
convenience, we replicate the tabular overview over these key differences from Table 1 below.

C Experimental Details

C.1 Hyperparameters

In this section, we summarize the parameter settings for our experiments. In Table 3, we provide de-
tails on the verification experiment shown in Figure 2. In Table 4, we summarize the hyperparameters
used in our utility experiment shown in Figure 3.

To compute the analytical privacy levels in Figure 2, we use Corollary 5.1 with K = d and 7 = 0,

2d
2n+1

last Figure, we use the result shown in Appendix D.3, indicating that the combined privacy level
when performing k steps of SGD without subsampling and individual privacy level fiep, is given by

nw= \/E,ustep =5 Hsiep =~ 2.54 (calculation was performed prior to rounding).

resulting in pigep = = 1.14 with the batch sizes and model parameters in Table 3. For the

For the utility experiment, we chose the noise level 7 according to Equation (10) when we use MIP.
For Differential Privacy, we use the result by Dorég et al. [11, Corollary 4]. However our 7 has the
following relation to the o by Dong et al., 7 = 270 so that we plug in ¢ = 557 in Corollary 4 of
Dong et al. [11]. We solve both Equation (10) and Corollary 4 of [11] numerically to obtain the level
Tmip required to obtain p-GMIP and mpp for p-GDP for 20 values of y between 0.4 and 50 that are
linearly spaced in logspace. Due to Theorem 4.2, we never need to add more noise for ;~-GMIP than
for 14-GDP. Therefore, we set myp — min {7vip, Top }, i.€., we take the minimum of the noise levels
required for GDP, GMIP when we would like to guarantee GMIP. We obtain the values given in
Table 5.

C.2 Ablation studies

We show results of several ablation studies in Figure 4. The correspond to the verification setup used
in Figure 2a with simulated gradients and confirm that the approximations made in our analysis even
hold for very small values of d = 2,n = 5 or C' = 1 and regardless of the gradients’ distribution. We
provide log-log scale plots for the setups corresponding to Figure 2 in Figure 5.

C.3 Gradient Likelihood Ratio (GLiR) Attack

We follow the common approach and trace the information flow from the data through the training
process of stochastic gradient descent [1, 33]. We follow [1, 33] and make the standard assumption
that only the mean over the individual gradients m = %Zf’zl 0;, where 9; ¢ R? is a sample
gradient is used to update the model (or is published directly). Consistent with the definition of the
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Figure 4: Ablation studies on approximation quality; Log-log plots in bottom row. (a, e):
Decreasing the batch size n starts showing an effect when the batch size becomes as low as n = 5,
which is a batch size rarely used in practice. (b, f): If we change the gradient distribution to be
Uniform, there is no significant difference. This is expected as the CLT also holds for means of
variables with bounded support. (¢, g): Changing the cropping threshold C' has no effect on the
empirical predictions (E [||6]|] = 5 in this example) (d, h): Changing the gradient dimension d only
has a minor effect when d = 2, which is a gradient dimension unlikely to be used in practice.
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(a) Single step of simulated gradient (b) Single step with real model gra- (c) As in (b), but now composition
distribution with known parameters. dients and estimated parameters. of 5 steps for real model gradients.

Figure 5: Observed trade-off curves for the gradient attacks when 72 = 0, Loglog-Scale. We
show trade-off curves when the gradient distribution is known (left) and when the gradients are
obtained from a trained model that was finetuned on various data sets (center, right). The analytical
solutions are computed with a value of K = d.

membership inference game, the attacker now tries to predict whether a specific gradient 8’ was part
of the set {6, }, that was used to compute the mean gradient m or not.

An important requirement in the construction of the gradient likelihood ratio (GLiR) attack is the
estimation of the true gradient mean g and the true inverse covariance matrix X! since these

quantities are essential parts of both the test statistic S = (m — ') X1 (m — @’) and the true
gradient susceptibility term K (see Proof of Theorem 5.1). Here, we briefly summarize the attack
algorithm (see Algorithm 1 for pseudo code):

1. The attacker uses their access to the data distribution, which is standard for membership

inference attacks (see e.g., [5, 29]), to obtain estimates of 3 and g, which we refer to as X
and f1 where p and X are the true means and covariances of the gradient distributions.
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2. Given a gradient €', the attacker uses 3 and [t, and estimates K.

3. Given a gradient €', under the hypothesis that 8’ is part of the test set, the attacker uses K,

3 and fi to computes the quantiles of the non-central chi-squared distribution and compares
them to the test statistic S, resulting in p-values.

4. This procedure is repeated for several steps. The p-values can be aggregated through
different means, where one strategy would be a simple multiplication of p-values as when
assuming independence (corresponding to a sum of the log p-values). However the threshold
would have to be adjusted to compensate for multiple testing.

5. Finally, the attacker uses the p-values to determine whether a given gradient 6" was part
of the training set or not. The full trade-off curve can then be obtained by varying the
thresholds over the p-values.

C.4 Additional Membership Inference attacks

We provide the same plots as in Figure 2 using a loglog-scale in Figure 5 to show that our bounds
also hold for the low FPR regime. Further, we can directly compare the analytical LRT gradient
based attacks with the empirical loss based LRT attacks [S]: we see that, at the false positive rate of
1072, the loss-based attacks work substantially less reliably than our proposed analytical gradient
based attacks (compare Figures 5c and 6a). The loss-based LRT attacks do not work at all when the
model is trained for 5 steps only while our gradient attacks work up to 10 times more reliably. In
Figure 6b, we plot loss-based attacks on models that were trained for more steps than in Figure 6a.
In particular, these models were trained using the same number of epochs than the models from the
utility experiment of Figure 3. Now, we see that the loss-based attacks slowly start working.

100
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1070 102 10! 10° 10 1073 1072 107! 10°
False positive rate (a) False positive rate (a)
(a) Loss LRT attacks on the same models as in the (b) Loss LRT attacks on the same models as in the
verification experiment from Figures 2 and 5. utility experiment from Figure 3.

Figure 6: Observed trade-off curves for the empirical loss based LRT attacks by Carlini et al.
[5] when 72 = 0, Loglog-Scale. We compare the analytical trade-off curves from the gradient attack
to the trade-off curves obtained from the empirical loss-based LRT attacks. The analytical solutions
are computed as in Figure 5.

D Proof of Theorem 4.1 and Results for General Hypothesis Test Calculus
[11]

D.1 Properties of the stochastic composition operator (Theorem 4.1)

Theorem 4.1 (Stochastic composition of trade-off functions). The stochastic composition
R p h(x) of trade-off functions h(x) maintains the characteristics of a trade-off function, i.e.,
(1) it is convex, (2) non-increasing, (3) (Qp h(®)) (r) < 1 —7r forall r € [0,1], and (4) it is
continuous at r = 0.

Proof. (1) convexity. We start by proving convexity (1). Let 0 < a < b < l andlet A € [0, 1] and
define H(r) == (Q,.p h(x)) () for brevity.

180 18



3.5 Calibrating Privacy to Realistic Threat Models

‘We have
H(a) = min_ {8n(a)} (11)

acé(a,D)

and we denote the test-specific FPR function (TS-FPR) that reaches this minimum by @, (x) €
&(a, D) such that

H(a) = Bn(@a) = Egnp [h(z)(a0(2))] - (12)
We can do the same for b and find a TS-FPR function &, () € £(b, D) such that
H(b) = Br(aw) = Eanp [h(z)(an(T))] - (13)

For any A € [0, 1], we can define the convex combination of the TS-FPR functions &) 4 (x) =
Aag () + (1 — N)ap(x) and see that

Eap [Aig (@) + (1 — Ny (2)] = ABgup [G ()] + (1 — A) [ap(x)] (14)
=X+ (1—A\)b (15)

which implies that
axap € E(Aa+ (1 —N)b, D), (16)

i.e., @y q,p is a valid TS-FPR function for a global type 1 error of Aa + (1 — A)b. We can now chose
the function &y 4 to bound the minimum which allows to complete the proof

H(da+(1-4)b) = GeEat(1-2)bD) {Bn(@)} an
< Br(@xab) (18)
= Eqnp [R(z) (Aaa(x) + (1 = Naw(z))] (19)
< Ezop [Mi(z) (Qa(z)) + (1 = A)h(z) (n(2))] (20
= AEg~p [h(2) (aa(®))] + (1 — N)Ezp [A(z) ((2))] 21
= AH(a) + (1 = A\ H(b). (22)

In this derivation we use the convexity of the trade-off function h(x) to arrive at Equation (20).

(3) upper bounded by H(r) < 1 — r. We prove property (3) next. For r € [0, 1], we have
H(r)= min_ {Bn(a)} (23)

&€& (r,D)
where we can bound
B1(@) = Bar [1(2)(6(@))] < Egra [1 - a(@)] = 1 — Bypla(@)] = 1= 7, (24)
where we use the fact that E,.p [@(z)] = r for & € E(r, D). Therefore,
H(r)= min {Bp(@)} <1-r (25)

acé(r,D)
(2) non-increasing. Take any two points 0 < a < b < 1. We can establish that H(1) = 0 by
verifying that H(r) > 0 and the upper bound property (3). As a < b < 1, we can express
b=Xa+(1-X)-1, (26)
for some A € [0,1). From the convexity property of H, we infer that
Hb)=HMa+(1-X)-1)<AH(a)+ (1 —XN)H(1) = XH(a) < H(a), 27)
or H(a) > H(b). We therefore conclude that H is non-increasing.

(4) Continuity at » = 0. We will use the common €,J-criterion of continuity. Thus, we will have to
show that for every e > 0, there exists a ¢ > 0 such that for all |x — 0| < § (as the support of H(z)
is [0,1], this means x < ¢), we have |H(§) — H(0)| < e.

We first denote the value of the composed trade-off at 0 by Hy := H(0) and ho(x) = h(x)(0).
Denote the TS-FPR function that takes the minimum again by a. Because E,.p [@] = 0 together
with @ > 0 implies @ = 0 almost everywhere, we can equivalently express Hy = Eqp [ho(x)].
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Now let 1 > ¢ > 0 (for ¢ > 1, we can choose 6 = 1) and let € := ¢/4. We first note that
the individual trade-off functions h(x) are increasing and continuous at 7=0 themselves, which
means that for every h(x), €y there exists a d(x, €p) > 0 such that for all y < d(z,€p) we have
h(x)(0) — h(x)(y) = ho(x) — h(x)(y) < €. Absolute values are not required because h(x) is
monotonously decreasing. As  is stochastic, these d’s also follow a certain distribution.

We now choose d(€) = d. such that
Porp (ho(x) — h(z)(der /€') > €) < €. (28)

This means that the probability that the change in the trade-off function when going from 0 to d. /¢’
will exceed €', is bounded by €. We can find such a d.- > 0 for every ¢ > 0 by conducting the
following steps: Finding a d(«, €’) for each . This is possible due to the continuity of the individual
trade-offs. However, the values of d(x, €') can grow arbitrarily large or small for some . Therefore,
we select the 1 — ¢/-quantile ¢; . of the distribution of d(z, ¢') for & ~ D for which we certainly
have 0 < g;_« < 1. We then choose d.; = ¢q;_.¢ > 0. Having found such value d., with the
characteristic in Equation (28) implies

Ea [Ho — h(2)(de /)] = Eq [ho(@) — h(z)(de /)] < 2€ (29)

as with a probability smaller than ¢’, the change can only be bounded by 1, for the other values, it is
bounded by €. We now bound Hy — H(y) for y < d. to show that Hy — H(y) < e. First we note
that to obtain a global true positive rate of de, P(@ > d.//€') < €

Ho— H(y) <Ho — H(de) (30)
<SP(a < de/€)Bg[ho(z) — h(z)(a(z))|a < der/e]+ (€29)
P(a > de J€)Ea[ho(z) — h(z)((@))|0r > der /€] (32)
<1-Eg[Ho — h(z)(a(z))|a < do /€] + € (33)

We also note that:
Ea[ho(z) — h(z)(de /€)|a < der /€] (34)
_ Exfho(®) — h(z)(de /€)] = P(a > der/€)Balho(x) — h(w)(de /)]0 < der /€] (35)

P(a < de/e)

< 12_: < 26'% < 3¢. (36)
In total we arrive at H(0) — H(y) < H(0) — H(de) < 3€' + € = 4€ = . O

D.2 A composition lemma for individual tests

We repeat a lemma from Dong et al. [11].

Definition D.1. The tensor product of two trade-off functions | = Test(P; Q) and g = Test(P’; Q')
where P, P’ Q, Q' are distributions is defined as

f®g:=Test(Px P;Q xQ"). (37)
Thus, the trade-off function f of a test that is composed of independent dimension-wise tests with
trade-off functions f1, ..., f, can be written as f = f1 ® fo ® ... ® f,. We reiterate the following
result:

Lemma D.1. If there are two trade-off functions f1 > fa, i.e., the test f1 is uniformly at least as
hard as fo, for any other trade-off function g:

i®g>fo®g. (38)

Thus, by making an individual test harder, the functional composition (the tensor product, see below)
will also be uniformly harder or maintain its hardness. This lemma corresponds to Lemma C.2. of
Dong et al. [11, Appendix C] where the corresponding proof can be found.
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D.3 Composition results for f-MIP derived from results for f-DP

The result given in Lemma 5.1 follows from Theorem 11 and Lemma 3 in Dong et al. [11], which
provide functional composition results (we refer to the subsequent execution of two algorithms as
functional composition and the to the stochastic selection of a test as in Definition 4.1 as stochastic
composition) for general hypotheses tests. In particular, the following result [11, Theorem 4] can be
restated:

Theorem D.1. Let A; : D x Dy X ...x D;_1 — D; be a series of f;-DP algorithms (“mechansisms”
in[11])forallinputsx € D,y; € D1,...,y;i—1 € D;_1, fori =1,...,r. Then the r-fold composed
mechanism M : D — Dy X ... x D,, defined as M = (A1(x), Az(x, A1 (x)),..., Ar(x,...)) is
f1®...® f--DP.

This and other composition results from Dong et al. also apply to the MIP bounds derived for
our analysis of DP-SGD and for a stricter from of f-MIP, where additionally each Test( A,
Aq(x')) > f (in Definition 4.2) is bounded by | for each 2’. We can then replace f-DP with
f-MIP in the results.

Proof Scheme. This can be seen as follows: Suppose we have several steps ¢ = 1,...,k each
being naturally f;-MIP as each of the tests in Definition 4.2 is bounded by f; for each «’. We can
apply the functional composition results from Dong et al. for each «’ independently, as they hold
for hypotheses tests in general. We therefore bound the functional composition for each individual
x’ through the composition result FuncComp(f1, . . ., fx). When we finally perform the stochastic
composition to obtain f-MIP, we use the result stated below (Theorem D.2) which tells us that if
each individual test in the stochastic composition is bounded through some trade-off, this in an upper
bound on the entire stochastic composition as well. In our case each individual test is bounded by
FuncComp( fi, ..., fi), which will thus bound the stochastic composition result and the level of
f-MIP as well.

In our analysis of SGD, such a worst-case exists and boils down to the test for the highest value of K
considered (as this results in the highest ;). Using these insights, the results by Dong et al. [11] can
generally be transferred without further ramifications. Instead of using a value of i for the privacy
level of each step, we plug in pigep and arrive at Lemma 5.1.

Example: Composing ;.-GMIP algorithms. As an alternative example for a composition results,
we note that Dong et al. [11, Corollary 2] provide a result which explicitly states that the r-fold
composition of steps which are p;-GDP each is /11 + ... + p,.-GDP. This result also holds for
1-GMIP as well, if the stochastic composition operator can again be bounded by the trade-off g,,, for
every &', such as in the SGD case we study in this work. We use this result to arrive at the privacy
level shown in Figure 2c, where we conduct k steps of SGD, resulting in a combined privacy level of

n= \/E,Ustep .

We now consider the concluding remark. We first note that it is possible to make the functional
composition harder by using smaller batch sizes than allowed in the theorem (see Dong et al. [11,
Theorem 9, Fact 1] to verify that the trade-off function will be at least as hard when the subsampling
ratio is smaller). This is what we do for the steps up to T'. For the subsequent steps ¢ > T, we would
be allowed so use the same mechanism with fi4.,-MIP but at a smaller batch size (this would usually
require additional noise to be added). However, we do not perform these steps, thereby again making
the functional composition of the tests harder.

D.4 Worst-case bound for stochastic composition

Theorem D.2 (Worst-case bounds for stochastic composition). Let h : X — F denote a mapping
from the input space to a set of trade-off functions F. Suppose there is a trade-off function f* such
that every other trade-off function f € F is uniformly at least as hard as f*,

[z VfeF. (39)

Then, the stochastic composition of trade-off functions will also be uniformly at least as hard as f*,

<® h(w)) > f* (40)

x~D
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regardless of the choice of h or the distribution D.

Proof. Denote H(r) = (Q,..p h(x)) () again for brevity.
H(r)=_min_{f(a)} (41)

ac&(r,D)
where for every @ € £(r, D) we can bound
Bn(@) = Egnp [W(@)(a(2))] 2 Bgrnp [f7 (a(2))] 2 [7 (Barnp [a(@)]) = [7(r).  (42)

We use the Jensens inequality to derive that Ex/wp [f* (&(x))] > f* (Ex~p [@(x)]) because f* is
convex. Therefore, we conclude that for every r € [0, 1]

H(r)=_min_{y(a)} = f*(r). (43)

ac&(r,D)

O

E Proof of Theorem 5.1 and Corollary 5.1

For the sake of better readability, we summarize our setting before we proceed with the formal proof:
* O =1[61,...,0,],0; ~ P, where §; € R P can be any distribution with finite mean
p € R? and covariance X € R¥*< (in our application, 6; are gradients of the samples)
¢ The sample mean m = % >, 6; is published

* b € {0,1} is drawn uniformly at random. If b = 0,2’ ~ O, ifb =1, &’ ~ P. o’ is
published.

¢ The attacker A(m,x’) = V' attempts to predict the value of b, i.e., whether =’ was in the
training set or not.

The following hypothesis test succinctly summarizes the attacker’s problem in the this setting®:
Hy : ' was drawn from © H, : ' was drawn from P. (44)

Based on this testing setup, the attacker constructs an attack based on a likelihood ratio test. Next, we
summarize the individual proof steps before we give the formal proof:

1. Derive the distributions of 1 under the null and the alternative hypothesis for a given x’.

2. Given these two distributions, we can setup the likelihood ratio, which will yield the test
statistic S. This statistic will be optimal due to the Neyman-Pearson fundamental testing
lemma;

3. Given the test statistic S and the distribution under the null hypothesis, we derive the
rejection region of the likelihood ratio test for a given level «;

4. Finally, we derive the false negative rate 5(«) of the likelihood ratio test. This trade-off
function depends on the CDF and inverse CDF of non-central x? distribution;

5. In a final step, we provide approximations to the trade-off function for large d.

6. Steps 1-5 initially prove f-membership inference privacy of a single SGD step when we add
Gaussian noise with covariance 72X, where X is the covariance of the gradients that we
would like to privatize (see Appendix E.1). We then use this result to bound the privacy of
SGD with unit noise in Appendix E.2. There we show that the result from Appendix E.1
can be used in combination with a scaled noise level to guarantee membership inference
privacy when we add Gaussian noise with covariance 721

3Note that the hypotheses are interchanged with respect to the main paper here. Following the remarks after
Corollary 2 of Dong et al., the trade-off function is inverted by when interchanging Hy, H;. To arrive at the
trade-off in the main paper, we will later invert the trade-off function derived here.
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E.1 Proof of Theorem 5.1 and Corollary 5.1 with data dependent noise

In this section, we consider the effect that averaging with Gaussian noise has on membership inference
privacy. We first add Gaussian noise with covariance 723X, where X is the covariance of the gradients
that we would like to privatize. In the next section, we will consider the case of independent unit
noise 721, which can be derived from the result presented here. The proof in this subsection follows
the steps outlined in the previous section.

Proof. Step 1: Deriving the distributions of m under H, and H;. First, we derive the distributions
of m for both cases of interest. We suppose that the number of averaged samples is sufficiently large
such that we can apply the Central Limit Theorem. Note that this does not restrict the form of the
distribution P, besides having finite variance. Below, we start with the distribution of 1 under H
(with no additional noise yet):

1 -1 -1 1 -1
m~N<m’+” u7(n2)2>N<u+(:c’,u),(n2 )2>. (45)
n n n n n
Moreover, under the alternative hypothesis Hy, we have:
1
m~N (u, 2) . (46)
n

Instead of testing the distributions of m we directly, we can equivalently test m — &’ by subtracting
x' from both means. Adding Gaussian noise Y ~ A(0,723X) under both hypotheses results in the
test that we provide below:

® Test [N(n_lu, (n—21)2) - n_lm’—i-Y,N(u,lZ) —m'—i—Y} . @D
n n n n

x'~D

Again, we now consider the test for a fixed «’. If we can show that there is one x’ that makes the
test harder than any other ' € X, we can apply Theorem D.2 and show that the composed test is
uniformly at least as hard as for z’.

We conduct the following reformulations (note that the hardness of a test remains unaffected by by
invertible transforms, e.g., linear transforms):

Test [N(”_ L (”_21)2) _n- lx/+Y,N<u,12> :c’+Y} (48)
n n n n
= Test N(n_ 1 (n—=x'), (n—21)2+%22> ,N(u—w',lE-i—%QE)} (49)
L n n n
@#RM.N(—iQL—ﬁ%(( D >2>”M( ( +%ﬁz)} (50)
<= Test -N —; »c (p—a) n- )<1+%2)1I N(0,I)
nniti R
] (51)
[ 1 < n(l+72n)—1
<= Test _N (n\/mé’ (L 720 I> ,N(O,I)} , (52)

where § = X2 (u — ') = i — &’ and the tilde indicates the corresponding quantities transformed
by ¥~ 2. For instance, to arrive at Equation (50) and Equation (51) the random variable m — x’ is

transformed by subtracting (¢t —a’) and multiplied by ﬁ ¥z = 1/ #22# >z, respectively.
This yields the following transformed likelihood ratio test for the transformed random variable

2 2

n -1 ’ ’ n -1
e B S s A
n? .
= Vg A oh
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Step 2: Deriving the test statistic. By the Neyman-Pearson Lemma [22, Theorem 3.2.1.], conducting
the likelihood ratio test will be most powerful test at a given false positive rate. The corresponding
likelihood ratio is given as follows:

~po(Q) N (Q;pa,01d)

LR = = (55)
p1(Q) N (Q;p2,031)
N (@i D7 (n— ), 228054 “
- N(Q:0.1) o
=N (Q;d, D). (57)
. .. . . . . . _ 1 P _
We can use identities for the ratio of two normal distributions (with p; = 7\/W6 s 2

0,3, = %I, 3, = I) and obtain

n(l1++#2n) -1 n(l+72n)
n(l+ 72n) n(l+ 72n)

-1
D=Z'-2h) = ( > I=m++#n*-1I (58)

and
_ -1, -1 _ A2 2 n(1+ %2") . 1 <
d=D (2 m — 2y pa) = (n+7n 1)n(1+%2n)—1 ) O

= —\Vn+ 728 = —\/n+ 722 (i - &). (60)

For a Gaussian likelihood ratio of the form in Equation (57), ie., S =

coexp (—3(s' —d)" D! (s’ — d)), where s = 1/#;2(7?1 — [i) it suffices to use the

inner argument as a test statistic, as exp is an invertible transform. Therefore, we can use the
following as a test statistic:

3 222 N\ T 2 2202
g n ((rh—ﬁ)—i—n—i_Tné) : 1 I n i <(m_ﬂ)+n+rn6>

n + n272 n n+n27°2) 1 n + n272 -
(61)
n? - N n+ 72n? - T ~ ~ n++2n2 .
~ ((n+n272) — 1)(n +n272) ((m —p)+ n5> ((m — 1) + n5> ’
(62)

for which we can derive the closed-form distributions under both the null and alternative hypotheses.

Step 3: Deriving the distributions of S under H, and H;. From above, we know that, under the
respective hypotheses we have:

n? 1 < n+n?t?—1
Hy: \| ———=(m — ) ~ — 0 63
’ n+n?7? (= &) N( Vn+n272 | n+n?72 > (©3)

[ n? L

and
2,2
Hoz(mﬁ)~N<1S,"+”§ 1) (65)
n n
222
Hy : (m— 1) ~ N(0, H#I). (66)

]a;nd hence, for I = (1 — 1) + %5 =(m-p)+ ”‘”TW([L — ') the distributions are given
y:

n—1

~ 2’\2_1
Hy: 1 ~N( (o— &) +nt2(p — &), "+”n§1> 67)
2,2
H : i~/\/’<(ﬁ — &) +nt2(p— &), Wl) (68)
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Next, note that if | ~ N(1, kI), and — ~ N ( , I) then we have that
Wﬁ=ﬁ§1%+%f, (69)
=1

where U; are standard normal variables. 2 follows the law of a (scaled) non-central
chi-squared distribution with d degrees of freedom and b = ﬁl, ie.,

13 .
—= ~xq (), (70)

K
d 2
where’y E] 1 j:Ej 1(f ) = Z] 1]
—1+ 222
n nn (

Under the null hypothesis, we obtain ko = "*"TT_I and [y = o — &'). Therefore,
the distribution of the test statistic under the null hypothesis is given by the scaled, non-central
chi-squared random variable:

o~

H,:S = nko 12113 -~ n’rKo /2( ) (71)
0 (n+n272 —1)(n + n272) Ko (n+n?72 — 1)(n+n2?2)Xd o
1
~ i (). (72)
In summary,
(n+n%#%)S ~ X (), (73)

where Yo = Hlo”%/lio

Step 4: Deriving the rejection region for any «. Therefore, the rejection region of the null
hypothesis at a significance level of « can be formulated as:

. _ 1 _
{(’ﬂ+7‘ n?)S > CDFXL( )(1 fa)} = {S > ﬁCDFX}Q( )(1 a)}. (74)

Step 5: Deriving the false negative rate 3(«) at any «.. To compute the type two error rate 3 (the
null hypothesis is accepted, but the alternative H is true), we compute the probability of mistakenly
2.2
accepting it. To this end, note that k1 = ”+7’L’2 ™ and thatl; = (1 + +n+?)(a — &'). Now, we can
derive the distribution of the test statistic under the alternative hypothesis:
n’k1 12113 1

Hi:5= e 2 75
1 (n+ 1272 — 1) (n+n272) my  n+n2i2 — 1% (71), (75)

where 71 = ||I1|3/x1. Note that the form of this distribution,

(n+n*#? = 1)8 ~ xF (1), (76)
where 71 = n||ft — #'||2 := nK when no noise is added (# = 0) is the statistic used in the GLiR
attack (Algorithm 1). The type two error is given by:

1 1

6P (5% O, (1) )
222

=P ((n +n22 - 1)S < %CDF)}Q( (1- a)))

n+n?#? — _

n+n2#2 -1 1
:CDFX(f(’Yl) <n+n2722(:DF‘X,Q(’y )( O[)))

n+n272 .
:CDFXLQQ(%) (TL—‘—WCDF‘X&(V )( Oé))) s (78)

where X ~ x/Z(71).
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Remark E.1. Computing the inverse trade-off, i.e., solving for o would result in

n—+ n272

a=1-— CDFXLQZ(’YO) (W

CDF7,2(AY )(ﬂ)) (79)
giving the trade-off curve for the hypotheses as stated in main paper and resulting in Theorem 5.1.
For the subsequent analysis this interchange of Hy, H1 does not play a role as the trade-off function
is symmetric for large d,n (it is its own inverse).

Step 6: Large d,n approximations. The following fact will be useful. Let V ~ x/7(7), then
&% — N(0,1) when d — oo. The trade-off function for our hypothesis test can thus be

expressed through the normal CDF  as:

n+i?n?—1 1 _
B ~d ( n+72n2 CDFX'2(W )( )) (d—"_’yl) (80)
V2(d +2m)
o (":L"nzl (\/ (d+270)®" 1—a)+(d+vo))) —(d+m) $1)
- 2(d + 271) (
222\, _ 222 _
—o (@—1(1 —a) -0 Y1 -a) (n+n7f z:; n(l;gf T s
1
(n+n2t)my — (n +n27% — 1)myg
B (n +n?72)s; ’ (82)

where s1 = \/2(d + 271), so = \/2(d + 279), mg = d + 79 and m; = d + ;. Thus we have:

_ _ + 72n2 — d+ 279
~ dlol1—a)—0'1-a)|1-" ,/
p ( (1=a) ( a)( n 4+ 72n2 d+ 2y

_0w+ﬁn%w+wn—wn+%%ﬂ—1Xd+ww>, (83)

(n+72n2)\/2d + 471)

For large n, %, / 21;"’0 ~ 1 and the second term can be dropped in the approximation. Next,
n®[Lo|* L0 2%

n+n2§'2—1 n+n272°

5~ @(@1(1 B a) B (n+%2n2)(d+ Z_JLSLJJ - (n+7A'2n2 — 1)(d+ n_rinlgl_,h_()g_l)) 84)
(n+ 72n2)y/2d + 421410

n+n27+2

recall that vy = and y; =

22 9 2 2 7#2n? —n’ ’
_ (I)((I)l(l _a)— (n+7°n%)d + n?[|Li[]* — (n + 7°n° — 1)d — n?||Lo|| ) 85)
(n—i-T n2 \/2d+4n+‘f' 2n? HllH )
2 _
_<I><¢>—1(1a) - de il Vol ) .
(n 4 72n2) \/2d+4n+7' ez [ ]?)
2 _
_¢<@4@.cw e n(Ib ]~ o) ). (87
(n + #2n2) \/2d+4n+7; ez 1)

We further obtain ||Io]|? = leign)f( and ||I1]]? = ("T#K where K = || — &'||2. There-
fore, we have

(88)

Bm@(@l(l—a)— d+ @+ 7Pn7) — DK >

(n+ 72n? \/Qd +4(n+ 722K
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Thus, for large n, d the trade-off curve can be well approximated by the u-GMIP trade-off with:
d+ (2(n+7*n%) — 1)K

T (n+72n2)\/2d + A(n + PPR2)K

We observe that the hardness of the test decreases with K. Therefore, the stochastic composition of

tests is uniformly at least as hard as the test with the largest K possible (Theorem D.2). We obtain

the result shown in the paper by replacing the data-dependent noise 7 by data-independent noise 7 at
aratio of 72 = 72 /C? as detailed in the next section. O

I (89)

E.2 Proof of Theorem 5.1 and Corollary 5.1 with data independent noise

In the previous section, we have assumed that Y ~ 72X, This assumption does not quite match
common practice; in practice, the Gaussian mechanism adds noise of the form: Y ~ 72I. Hence, the
following subsection investigates the effect of adding unit noise Y ~ 721I.

Proof. We first study the case of data-dependent noise using an eigenspace transform. Denoting an
eigenvalue composition ¥ = QAQ T and performing the corresponding transform (multiplication
by Q) in Equation (47), we obtain:

n 2

el (252 ). o+ Jors)

[ 1 -1 1
< Test | N <—QT (n—=), <(n2) + %Z)A) N (0, < + f2> A)] ) (92)
n n n
We see that the test decomposes in a series of d dimension-wise 1D hypotheses tests of the form:
1 T ’ n — 1 ~2 1 ~2
Test | N ——Q (/.L*(II)Z772)\Z+T Ai ,N 0, =X +7°N\; . (93)
n n n

Here, \; are the eigenvalues of X that are on the diagonal of the matrix A. On the other hand, when
adding unit noise of magnitude 7, i.e., setting Y = A(0, 72I) in Equation (47):

= Test _N <" ! (nw—a'), (”n’ Vs + +22> N (u -, %2 + %QEH (90)

Test [N (”—1 (H_m/),(”;l)zjw?I) ,N(u—m’,12+721)] (94)
n n n

@:Tmev<—iQTQL—wU,(mﬁ;UQTEQ%wJQTIQ>>, (95)

N (0, <:LQTEQ + TQQTIQ)>] (96)

<= Test [/\/ (—1QT (n—2x'), (n _2 D) A+ 721> N (o, lA + T2I>:| . 97)
n n n

This test also decomposes in d 1D tests of the form:

1 1 1
Test [N | ——Q T (u—a),, "N+ 72 | N0, =N\ + 72| | . (98)
n n n
Hi o’f o’%

The test is therefore equally hard as testing d independent normal random variables because the
covariance matrices shown are diagonal. We will show that by setting

72 = 72 . max{\;} (99)
1
each individual, dimension-wise test is made strictly harder than the corresponding dimension-wise

test in the data-dependent noise case and therefore the composed test is also harder (this is shown in
Lemma D.1).

27 189



Chapter 3 Contributions

We will do so by computing the power function of the test and showing that is is montonically
decreasing in 7, which means that for each individual test, that higher effective noise in that dimension
makes the test harder. To show this, note that the likelihood ratio for this test results in

N2
S = % (100)
where
RN e A N G R L S i LU
5= (22 - 7 (101)
0?03 Ai
(1 1
i =67 (0_2Nl - Uguz) (102)
1 2
1
~2 2 2
=0"—F—5 (051 — 0] U2 (103)
SME
0202 1
=2 = ;% 2207 (0311 — oF o) (104)
1
= 5 (03m — o) (105)
2 1
2 1 1
~ 0 (@ we e (ae ) (106)
2 2
T ’ n )\7. T
_ e (MM 107
Q") (5 (2+7)) (107
T , nr2 nr2
=—Q (p—a), (1+ Y\ =nu; | 1+ ) (108)

Distribution under the null hypothesis: Again, as before we derive the distribution under the null

hypothesis:
72 _
m— u~N<m(hm( ))ﬂﬁﬂ”&+¥> (109)

LY, (110)

o1 /(n 1))\ +72

2,2
n—1+mn2

MR N~ 1 (111)
(251 \/ﬁ (n71+n272)
7L2 )\,
_ 2.2 [n2
MZE N —pyfn—14+ 5 2 (112)
g1 >\z )\7,
m—f n—1 n27r2
~ — .1 113
o (o (2557 ) ) "
AN 2 2 92
m-—p i 2 ofn—1 n°T 2
( o ) X1 (Ni” <)\i +7)\% )) =x1 (70) (114)

where y4(7) again denotes the non-central x-distribution with d degrees of freedom.

Rejection region: Therefore, the rejection region of the null hypothesis at a significance level of
can be formulated as:

/\2 _ 0’ B
{1S>CDFX,2( )(l—a)} {s> 1CDFX,2M( a)}7 (115)
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(2N \; _ i
n2 (2=t +72) (LN +72) T n2(IxAr2) T nhtnZre

2
where 75 =

Distribution under the alternative hypothesis: As before, we also need to derive the distribution of
the test statistic under the alternative hypothesis:
™\ 1
) —Ni+T ) (116)
n

i1 (117)

m— urv./\/ nuz(

N, 1 (118)

m — n nr?
( i )\Z(I—F N ),1) (119)

2.2
m—[i /2 2 ﬁ nT
& ) ~ar (o (54 55)) 120
Therefore,
~2 2.2
7.8~ xP <,u?n2 (” + 27 )> — X2 (). (121)
02 )\1 )\7

False negative rate: Finally, 1 - power of the test is given by:

B(a) = {S < ol CDFX}Z(V ¢! a)} (122)
—P A25<0201CDF_1 1 123
B o3 X’z(v)( —a) (123)
1
= CDFy2(,,) < CDFX,Q( )(1 — a)> . (124)
We will now introduce two quantities on which the power of this test depends. In particular
n+ ﬁ -1
g= (125)
n + 7L)\
which has the intriguing property that
2
Ty (126)
71 g5

Using this insight, the trade-off function can be expressed as

Ble, v1(Ais pi), q(Ai)) = CDF sz (4 (qCDFX,z( " )( a)) . (127)
We determine the hardest test by showing that when considering a fixed p;, v, we obtain
9p
> 0, 128
502 (128)

which indicates that at a higher level of noise, the type 2 error rate will increase, making the test
harder (more privacy). The derivative computation can be found in Appendix E.2.1. When we set
72 =72 max;{\;}, the individual tests in the case of data-independent noise are thus harder (u;, n,
d stays the same) than the respective dimension-wise test for the data-dependent noise. Therefore the
corresponding bound derived for 7 will hold for data independent noise of strength 7 as well.
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The largest possible eigenvalue \; of the covariance matrix ¥ when cropping each vector at norm C
is given by C2. Therefore, we can set 72 = #2C? to obtain a harder test with data independent noise.
On the converse, applying data- independent noise of level 72 results in a harder test than applying
data- dependent noise with 72 = 5z - Plugging this result in Equation (89) requires to only replace

72 = @ and introducing the quantity nNefrective a8

n272
Neffective = 1 1 ﬁ (129)
O
E.2.1 Derivatives of the type 2 error
In this section we calculate the derivatives of the type 2 error function
Bl (s ), 0(N) = CDF oy (4CDFfs,. (1= ) (130)
Considering a fixed p; we show that
9p
= > 0, 131
a(r?) (13D

which indicates that with larger added noise, the type 2 error rate will decrease, making the test
uniformly harder (more privacy). Thus the hardest test is the one with maximum 72. To emphasize
that we are deriving by (72) (the squared quantity), we write 75 = 72.

We perform the following calculations:

Derivatives of CDFs and inverse CDFs. We will start by deriving some useful derivatives of the
CDFs and inverse CDFs. We start with the inverse CDF. Initially, Let u = \/ CDF X/ . (o )(1 —a)or

u? = CDF;(,2 . )(1 «) (note that the quantile function here is always > 0):

D(u—/0) — ®(—(u+ 0)) = a. (132)
Keeping « constant, we can use the implicit function derivative theorem with F'(yo,u(v0)) =
O(u — \/70) — ®(—(u+ /%)) — a = 0, we obtain

ou ol V) g5 + o(—u— V)55 (133)
Mo d(u— /7)) + ¢(—u— /70)
1 ¢(u— /) — d(—u— /7)) (134)

20 6(u— Vo) + d(—u — v20))

‘We furthermore have

CDF,
20 (L _ Ou
i 2\/CDFX,2(7) (1-a)g (135)
We note that
CDFp2(,)(5) = (Vs — 1) — (=5 — 1)), (136)
where s is the argument of the CDF. The derivative
OCDF y2(.,,
g = g (VA V) 6(A V) <0 (137)
OCDF 2,y (5) 1
e = 5 (V5 = VA + 05— VAD) > 0. (138)

192 30



3.5 Calibrating Privacy to Realistic Threat Models

Derivative with respect to p;. We compute the derivative with respect to p; first, which will be
handy in the subsequent derivation of the derivative by 7. To denote that we consider a fixed a, we
write 5,. We have

Ba(71(ti, Ai)); a(Ai)) = CDF sz, <qCDFX/2(qv (1= 04)) : (139)

Thus, we can calculate

65& 8ﬁa 871 8CDFX1’2(’Yl)(S) aCDFXl’r"(wl)(S) 0s 8’)/1
=_— = + — , (140)

Ou;  Oy1 Opy om ds Om ) Ou;

N~

<07 >0

where s = ¢gCDF . X2 (g )(1 o). We can confirm that aﬂﬂ > 0 because

2.2
9 of M 0T

is monotonically increasing in j1;, because all eigenvalues \; > 0 and the factor after ;2 is positive
overall. To establish that the overall derivative is negative, we therefore have to confirm that the first
factor is always negative:

aCDFXl/Z (m) (S)

SR = (5 - V)~ (E ) (142
88 - CDF;{"Q(q'y )( Oé) au
G = o — 92 \/CDFX,2 (- )8—% . (143)

Let s = qCDFX/z( L)( — )

8CDFX1/2(%)( ) Os CDFX’Z('yl)(S) ou
o 671 2q \/CDFX’Z‘(W ) (1- Oé)ai,mho:q'n (144)
CDFX{Z( (8) s du
_8;2‘12\/78%“0—!1% (145)

_ CDFap(y)(s) 1 ¢lu— /%)) — d(—u—v/0))
s fzqu(uﬁ)w(um)' (140

We can plug in 79 = 719, and u %

_ PFreqy(s), \[ 190~ vd) — 95— vnd) (147)
ds 2\/7T¢ ——\/qu)—i-d) — 22— /n9))
S — /119) = (=L — \/119))
oz (65— D) + o5 = yan) DV VI TV VI (1)
\[( ( f)+ ( f)) \/7QZ5( ,qu))Jr(b(i% ,qu))
w ﬁ — V) - ¢(=% — Vn9))
=-— (¢(vVs — 1 —Vs—ym (149)
3 P T ) e e~ )
In total we obtain
Lot = e (9= VD) 9= ) (150
1 g $(Y2 = Vna) — (=L = V/14)
=— (6(v/s — P(—s -
2\/7( ( \/>)+ ( \/>)> gb(%* fqu)+¢(7£7 ,qu)
(151)
1 T
— = (~siras) (152)

31 193



Chapter 3 Contributions

By inspection of the terms, we see that
S1= (Vs —vm) —d(=Vs — /1) 20 (153)

because |v/s — /71| < | — /s — /71| and the normal density ¢ decreases with the absolute value
of its argument. We can therefore rewrite the expression as

aﬁa(’)/l) _ S1 (_1 S2Tl) 154
m 2w\ ST, (>
and the sign is determined by the second factor (the first fraction 5 \5/171 will be non-negative).
STy (85— VD) + (=5 — yiD) (90 — V) 8- % — Vna)) (155)
STy (605 =) = o(=vs = Vi) (o — A1) + 6(— % — \/10))
T (05— VAO(-2 — /) — 95 — DO — /A1) 5o
T+ (0(v/5 — VA= — VAd) — 6(—v/5 — VDS — v/710))
_r-a 157
S (>
where we have:
1 (Vs = v + (=Y = vd)® (V5 = i) + (% — 0
A=—lexp| - —exp | —
2m 2 2
(158)
s Vs
-2 +y1+ 2 +2——+
R syt g ity (159)
2r 2
s Vsvid
+2 +rn+2-2 +
. s VYt m 2q NG 714 (160)
:1(exp(_5+71+;1+’hl1)_exp(_5+71+;1+71Q>) (161)
2m 2 2
=0. (162)
Bringing this result (gf% = 1) back, we obtain
9Ba(m) Sh
=— 1—¢)<0. 163
e 2\/ﬂ( q) < (163)

Derivative w.r.t. 72. We denote 72 = 7, to emphasize that we are deriving with respect to the square
of 7

a _ 0Ba 1 | 90 I

= — —_— . 164
0Ty 0v1 012 dq Ot (164)
A A
<0 >0 >0 >0
We perform the following calculations:
aﬂa Sl
— =- 1—-¢q) <0 165
s NG (I-q) (165)
oy n'y?
Zn 1
oy 32 >0 (166)
S
9B _ S2v/s | SV (167)
dq 2q 2
2
G99 __m oy, (168)

02 Ai(n+71)?
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where r = "i? . Plugging the terms together, we see that
0Ba S 4u? S S 2
L R - VEIATE B (169)
019 27 A 2q 2 Ai(n+1r)
n? S1 n?p? Sav/s 1
= (-2 - + +9 — ), 170
(a0 S (B sE ) ) am)
. _ _ 1 .
using 1l — g = @ = 57 We obtain
% - 77,2 (_ Sl TL2/J2 + 52\/§ +S \/7 1 (17])
ora  2Mi(n+7) NaTERY 1w (n+r7)/)’
. 2,2 .
Further using “;5- = ;1L we obtain
9Ba n’ Sav/s
—=—= -5 S 172
Ora  2M\i(n+7)? ( Wt q TSvm (172
Sgnz\/g
=—— >0 173
2qX\i(n+1)? (173)

F On the Relation between f-MIP and f-DP

F.1 Proof of Theorem 4.2

‘We first restate the theorem:

Theorem 4.2 (f-DP implies f-MIP). Let an algorithm A : D™ — R? be f-differentially private
[11]. Then, the algorithm A will also be f-membership inference private.

Proof. If the (probabilistic) algorithm A is f-DP, this requires that for all neighboring datasets S and
S’ (where only a single instance is changed), we have [11]

Test (A(S), A(S")) > f. (174)

This includes any randomly sampled dataset X € D™~ ! plus an instance « as well as the dataset X
plus the additional instance ' that is known to the attacker. Therefore setting

S=xU{z} (175)
S'=xu{z'} (176)

we immediately see that for every X, @, «’, under f-DP, we have
Test (A(X U {z}), A(X U{z'})) > f. (177)

Consulting our hypothesis test formulation of MI attacks, we note that the sets S, .S” correspond to
the inputs to A which result in output distributions Ay and A; (') in the formulation of Equation (3),
but for a specific , X.

Additionally, as opposed to DP, in the membership inference attack scenario, the attacker has no
knowledge of x, X'. As the privacy constraint in Equation (177) holds for each individual choice of
x, X, the test with randomly sampled instances cannot be easier than the test in Equation (177) (in
practice, the test will be much harder when x, A" are stochastic as well), i.e.,

Va' : Test(Ag; Ar(2)) > f. (178)

We can now leverage Theorem D.2 which highlights that when stochastically drawing from tests that
are bounded by a certain trade-off function, the composed test can also be bounded by this function,
which results in

Q) Test (Ag; Ay (2')) > f, (179)

x'~D
the definition of f-MIP. O
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F.2 On the Correspondence between 1-DP and 1-MIP through noisy SGD

Our results on noisy SGD in Theorem 5.1 allow to translate between the parameters ppp of u-GDP
and prp of p-GMIP, when our algorithm is used to guarantee these privacy notions. This relation
can be made explicit through the following Corollary:

Corollary F.1 (Translating . values between DP and MIP). For one step of DP-SGD and the usual
setting of K = d, we can convert the privacy parameters jipp and pyp as follows:

1. Ifthe step is pupp-GDP it will be pyp-GMIP with

. d
Hprp = 1IN 02 1
n + g + 2

Hbr

y HDP

2. Ifthe step is ppp-GMIP it will be jpp-GDP with

: 2d
) lfMMIP < 2n+1

Proof. The result can be seen by solving for the required noise level 7. When guaranteeing ppp-GDP,
we have

1_2c

Hpp = — = (180)
o

nr
by [11]. Additionally, for MIP (K = d) we have

2neffectived 2d

HMIp = = .
Neffective V 2d + dNefrectived 2Nefrective + 1

(1) We can solve Equation (180) for 7 arriving at
2C
nUpp

and plug it into Equation (181) to arrive at the first term of the min in statement 1. We note that due
to Theorem 4.2, the level of e cannot be higher than the level of upp and thus take the min of both
terms.

(181)

(182)

T =

(2) To arrive at statement 2, we perform the opposite conversion and solve Equation (181) for 7.
Solving for negfective, W€ Obtain
2.2
n°T d 1
Neffective = 10+ o T2 Ty (183)
Hivrp

As we have 72 > 0 and therefore require Nefeciive > 72, NO solution exists for ,ul%,ﬂp < %. For the
remaining values, we obtain

d _1_,
7_2 — C? Hip 22 (184)
n
which, plugged into Equation (180), gives rise to the result in statement 2. O

196 34



Discussion and Conclusion

Having presented and discussed our contributions individually, we elaborate on
their connections in this final section. Additionally, we discuss the relation to the
remaining components of TSRML that were not considered in the main part of
this thesis and identify pressing questions for future work.

4.1 Connecting Privacy and Interpretability

We have studied privacy and interpretability mostly independently in our con-
tributions. In this section, we will explore the connections between the two dis-
ciplines. We highlight possible challenges and opportunities when both privacy
and interpretability requirements have to be met at the same time.

To begin, we think that privacy and interpretability must not be at odds with
each other but can often be implemented as orthogonal requirements. The pri-
vacy methods proposed in this work (PUC through PUC-IDA, GMIP through
DP-SGD) are applied at data curation or training time. The considered explana-
tion techniques, conceptual explanations, counterfactuals and feature attribution
methods are applied post-hoc. They can further be applied to any model, includ-
ing private models trained with GMIP, PUC, or both. In the standard setting of
private training, the model parameters are learned with DP-SGD resulting in
tangible privacy guarantees. The information-theoretic post-processing prop-
erty also holds for f-MIP and ensures that once the output of an algorithm is
privatized, its privacy cannot be reduced through post-processing (Dong et al.,
2022, cf. Proposition 4). Applying post-hoc explanations to a trained model
can be seen as a form of post-processing of these parameters and therefore does
not present additional attack surface in terms of DP. In conclusion, we can usu-
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ally apply the post-hoc explanations on private models without further ramifi-
cations. Nevertheless, there are cases where further consideration is necessary,
particularly when the model is not privatized using a DP mechanism, or when
the explanations leverage additional, non-private information.

Privacy attacks leveraging XAI. If models are not trained using privacy-
preserving training, attacks can leverage explanations to gain additional advan-
tage. Notably, Shokri et al. (2021) study membership inference attacks based
on post-hoc explanations such as SHAP (Lundberg and Lee, 2017). The privacy
guarantee only holds when the model is used as an input to compute the ex-
planation. Some counterfactual explanations require access to training data as
an additional input to make sure the counterfactual examples are in-distribution
(Poyiadzi et al., 2020; Redelmeier et al., 2024). Privacy-preserving generative
approaches like private generative models (Jordon et al., 2018) or private clus-
tering (Su et al., 2017) can potentially be used to enhance privacy characteristics
of in-distribution recourse methods. These findings highlight that there are se-
tups with a non-trivial trade-off between privacy and interpretability such that
caution is advised. We think a careful evaluation of this trade-off may lead to in-
teresting results in future work. Besides attacks on the data, Aivodji et al. (2020)
show that counterfactual explanations can be leveraged for model stealing at-
tacks. These observations highlight that in some use cases that do not follow the
paradigm of DP training with pure post-hoc explanations, the potential impact
of interpretability on privacy needs to be carefully gauged.

Identifying privacy risks with XAIL We are also interested in studying whether
interpretability techniques can augment privacy in a positive way. In Section 3.5
introducing GMIP, we observe that the membership inference risk is dependent
on the characteristics of an individual instance (intuitively, outliers with respect
to the data distribution incur a higher MI risk). In a workshop contribution
(Leemann et al., 2024), we consider whether explanations can be used to better
identify such individual instances at risk of privacy leakage and potentially in-
form protection mechanisms. For loss-based membership inference attacks, e.g.,
Shokri et al. (2017), the prediction loss is most predictive of attack risk, which is
expected. For other attacks that are not loss-based, e.g., CFD (Pawelczyk et al.,
2023b) and GLiR (Leemann et al., 2023a), we find that the variance of SHAP at-
tributions between the features of an instance is highly predictive of MIA risk
on the IMDB sentiment classification dataset (Maas et al., 2011). These initial
results raise hope that explanations can be beneficial to identify points at risk
and ultimately inform defences. Unfortunately, the results are not supportive of
this conclusion for image datasets, highlighting that further work on this topic is
required for a deeper understanding of this novel connection. We encourage fur-
ther research studying the trade-offs but also potential merits of the combining
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interpretability and privacy techniques.

4.2 Additional building blocks of TSRML

In this section, we briefly discuss other important components of TSRML out-
side the scope of this dissertation. Specifically, TSRML also includes the topic
of fairness and other Al safety topics besides privacy, for instance robustness
against distribution shifts or adversarial attacks (Goodfellow et al., 2014). We
discuss the compatibility of our techniques with methods for implementing the
remaining TSRML desiderata to build truly trustworthy systems that satisfy all
relevant requirements at the same time.

Fairness in ML. Fairness constraints can be added to machine learning models
to prevent discrimination between protected groups. These are usually differ-
entiated by one attribute value, e.g., gender, ethnicity, etc. (Verma and Rubin,
2018). This attribute is often referred to as a protected attribute. A most basic ex-
ample for such a constraint is statistical parity (Dwork et al., 2012; Kusner et al.,
2017), demanding that all protected protected groups have an equal probability
of getting a positive classification outcome. Popular alternatives are equalized
odds and equal opportunity (Hardt et al., 2016), predictive parity (Chouldechova,
2017) or individual fairness (Dwork et al., 2012). However, choosing the right no-
tion of fairness for a specific application is very challenging, especially since it
has been shown that some of the notions are incompatible and cannot be satis-
fied at the same time (Chouldechova, 2017; Kleinberg et al., 2016). We do not
consider strategies to choose a suitable notion of fairness in this thesis and refer
the reader to frameworks such as the “Fairness Compass” by Ruf and Detyniecki
(2021) for this purpose.

We are interested in methods to implement these fairness constraints alongside
the interpretability and privacy notions discussed in this work. Fairness notions
are commonly implemented by adding constraints to the optimization problem
for classifiers such as Support Vector Machines (SVMs) or logistic regression
models (Zafar et al., 2017). For more complex classifiers like deep learning mod-
els, some of the fairness constraints can be transformed to regularizers that are
added to the loss (Bendekgey and Sudderth, 2021).

Regarding post-hoc interpretability, this has few implications. The interpretabil-
ity techniques can be applied to fair models trained both ways as the model
design does not change. For post-hoc explanations, we thus see no major rami-
fications when combining fairness constraints with the interpretability methods
proposed in this thesis.
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Table 4.1: Simplified illustration of compatibility challenges between compo-
nents of TSRML. We indicate combinations where the respective methods can
be applied at the same time without major ramifications by v/, combinations
where implementing one component may even support the other by v'v/, and
combinations where more caution is advised because non-trivial trade-offs are
common by O.

However, combining fairness and privacy is substantially more challenging as
both are usually enforced at training time. Bagdasaryan et al. (2019) show that
when DP is applied, it might have disparate effects on different marginalized
groups and thus adversarially impact fairness. There are variants of DP-SGD
that can be applied using a regularized loss or are specifically adapted to fairness
notions like disparate impact (Xu et al., 2021). However, most fairness regulariz-
ers cannot be decomposed to an instance level, and calculating the fairness loss
incurs additional privacy costs in DP-SGD.

Besides this concern, our work on privacy by handing control back to the user
(through PUC) also shows a potential discrimination and fairness risk. These
findings highlight that there are non-trivial trade-offs between fairness and pri-
vacy that need to be considered. Unfortunately, there are only few works like
Yaghini et al. (2023), which explicitly consider this trade-off between fairness
and privacy. Their results show that the characterization of this trade-off is non-
trivial, and the research area between fairness and privacy remains to be more
thoroughly mapped in future research.

Safety and robustness. Safety, for instance as mentioned in the AI Act, also
contains other risks beside privacy attacks. Most notably, Art. 15 of the AIA
(European Parliament, 2024) requires “an appropriate level of accuracy, robustness,
and cybersecurity” for high-risk Al systems. The legislation explicitly mentions
data poisoning and model poisoning attacks, where attackers attempt to supply
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malicious data points or model components for the training process. We believe
that those attacks can be most effectively addressed before the training run, by
either relying only on data from trusted and secure sources, or by carefully ex-
amining data from unreliable sources (e.g., crawled data from the web). Data
quality should be monitored during and after training, for instance, using data
attribution methods (Nguyen et al., 2024; Wang et al., 2024). These checks are
generally independent of the methods proposed in this thesis.

Robustness can be enhanced during training and the data curation stage. One of
the most popular training time techniques is regularization, for instance through
adversarial training (Madry et al., 2017; Shaham et al., 2018) or dropout layers
(Srivastava et al., 2014). Interestingly, privacy already can be interpreted as a no-
tion of regularization (Kulynych et al., 2022). It is well known that adding noise
to the data is a form of regularization (Bishop, 1995), but it can also be seen as a
way to anonymize training data to fulfill DP requirements. For instance, the US
Census Bureau uses this technique to ensure DP in their data releases (Majeed
and Lee, 2020). Intuitively, robustness and privacy pursue technically similar
goals by attempting to bound a (potentially probabilistic) function’s sensitivity
to small changes in the inputs and can go hand in hand. Some works have al-
ready shown how DP-methods such as noising layers can be used to ensure ad-
versarial robustness (Lecuyer et al., 2019). On top of regularization, monitoring
techniques like uncertainty estimation (Kendall and Gal, 2017; Van Amersfoort
et al., 2020) can be helpful for detecting out-of-distribution examples. Distribu-
tion shift detection can be applied to detect natural or adversarial shifts in data
streams and may even leverage interpretability methods like importance esti-
mates for improved performance (Haug et al., 2020). We conclude that robust-
ness and privacy have the potential to support or even reinforce each other with
suitable techniques, but leave a thorough investigation of benefits and trade-offs
to future work.

Concerning interpretability, we note that common post-hoc techniques can read-
ily be applied to regularized or robust models as well. We also note that simpler
models, which are more explainable, are also often more robust (e.g., linear mod-
els, shallow trees, cf. Molnar, 2019), indicating good compatibility between the
two.

We summarize our findings on the compatibility of the main TSRML compo-
nents in Table 4.1. We would like to point out that the above picture is simplified
and only considers the basic techniques. Due to the post-hoc and model-agnostic
paradigm of many XAI methods, it is simple to apply them to models that fulfill
other desiderata. We think that combining privacy and fairness in a suitable way
remains one of the biggest challenges. Due to the inherent similarities between
robustness and privacy, we also indicated fairness and robustness as challeng-
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ing as well. Problems such as disparate impact on groups through regulariza-
tion also require additional consideration. To advance towards holistic TSRML,
studying these fundamental trade-offs will be critical in future work. As every
application has its own TSRML requirements and methods to implement them,
their individual trade-offs may be different as well and still require careful con-
sideration.

4.3 Conclusion

In this thesis, we studied interpretability and privacy as key components for
Trustworthy and Socially Responsible Machine Learning (TSRML). We con-
densed these requirements from recent legal frameworks in the EU and distilled
them into practical, technical solutions. We observed that research often either
takes a merely technical or a user-centric perspective which has led to several
misconceptions in the past. In this thesis, we therefore proposed realistic ways to
model the user of TSRML systems with their respective goals and needs. Bridg-
ing the two perspectives, we provide practitioners with useful tools and insights
for building accurate, explainable, and privacy-preserving ML systems. Our re-
sults indicate that technically sound and user-friendly solutions often exist, but
may require additional considerations.

We identified several open research questions beyond the scope of this disserta-
tion. It remains unclear whether and how explainable Al techniques can poten-
tially inform users and model owners of privacy threats. In addition, we would
like to emphasize that the interplay between privacy and various other TSRML
requirements, such as fairness, needs more explicit characterization. While we
have taken a first step towards the user by explicitly considering and modeling
the human users in our work, we would also like to suggest further verification
through controlled subject studies.

As TSRML requirements increasingly manifest in legislation, it will be interest-
ing to see how the newly founded Al office will interpret these requirements
(Pavlidis, 2024). While there is still significant ambiguity and uncertainty, we
hope this thesis will provide valuable guidance to practitioners and lawmakers
on what is feasible and lay the ground for law-compliant TSRML implementa-
tions. We believe that a careful collaboration and exchange between policymak-
ers and the scientific community is needed to advance toward the greater goal
of making machine learning more transparent, safer, and accessible to all.
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